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Assistant Inspector General for Audits

SUBJECT: Idaho’s Management of Homeland Security Grant Program
Awards For Fiscal Years 2010 Through 2012

Attached for your information is our final report, Idaho’s Management of Homeland
Security Grant Program Awards For Fiscal Years 2010 Through 2012. We incorporated
the formal comments from the Federal Emergency Management Agency Grant
Programs Directorate and the Idaho Bureau of Homeland Security in the final report.

The report contains four recommendations aimed at improving the State of Idaho’s
management of Homeland Security Grant Program awards. Your office concurred with
all four recommendations. Based on information provided in your response to the draft
report, OIG considers recommendations #1, #2, and #4 unresolved and open. As
prescribed by the Department of Homeland Security Directive 077-01, Follow-up and
Resolution for Office of Inspector General Report Recommendations, within 90 days of
the date of this memorandum, please provide our office with a written response that
includes your (1) agreement or disagreement, (2) corrective action plan, and (3) target
completion date for each recommendation. Also, please include information on
responsible parties and any other supporting documentation necessary to inform us
about the current status of the recommendation.

OIG considers recommendation #3 resolved and open. Once your office has fully
implemented the recommendations, please submit a formal closeout letter to us within
30 days so that we may close the recommendation(s). The memorandum should be
accompanied by evidence of completion of agreed-upon corrective actions and of the
disposition of any monetary amounts.

Please email a signed PDF copy of all responses and closeout requests to
OIGAuditsFollowup@oig.dhs.gov.
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Consistent with our responsibility under the Inspector General Act, we will provide
copies of our report to appropriate congressional committees with oversight and
appropriation responsibility over the Department of Homeland Security. We will post
the report on our website for public dissemination.

Please call me with any questions, or your staff may contact John E. McCoy Il, Deputy
Assistant Inspector General for Audits, at (202) 254-4100.

Attachment
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Executive Summary

Public Law 110-53, Implementing Recommendations of the 9/11 Commission Act of
2007, requires the Department of Homeland Security Office of Inspector General to
audit individual States” management of State Homeland Security Program and Urban
Areas Security Initiative grants. This report responds to the reporting requirement for
Idaho.

The audit objectives were to determine whether Idaho used State Homeland Security
Program grant funds in accordance with the law, program guidance, state homeland
security strategies, and other applicable plans. We also addressed the extent to which
funds awarded enhanced the ability of Idaho grantees to prevent, prepare for, protect
against, and respond to natural disasters, acts of terrorism, and other manmade
disasters. The Federal Emergency Management Agency (FEMA) awarded Idaho about
$14.5 million in State Homeland Security Program grants during fiscal years 2010
through 2012. Idaho does not have a FEMA-designated urban area; therefore, it did not
receive Urban Areas Security Initiative grant funds.

In most instances, Idaho distributed, administered, and spent State Homeland Security
Program grant funds in compliance with applicable Federal laws and regulations.
However, Idaho could improve its grant oversight, its progress measures for
preparedness improvements, and the timeliness of obligating grant funds.

We made four recommendations to FEMA, which when implemented, should

strengthen program management, performance, and oversight of Idaho’s State
Homeland Security Program. FEMA concurred with all four recommendations.

www.oig.dhs.gov 1 0IG-14-61
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Background

The Department of Homeland Security (DHS) provides Federal funding through the
Homeland Security Grant Program (HSGP) to assist State and local agencies to prevent,
prepare for, protect against, respond to, and recover from acts of terrorism, major
disasters, and other emergencies. Within DHS, FEMA is responsible for administering
the HSGP. The HSGP is designed to fund a wide range of preparedness needs, including
planning, organization, equipment, training, and exercises. The State Homeland Security
Program (SHSP) falls under the HSGP. Appendix D contains a detailed description of the
grant programs that constitute the HSGP.

HSGP guidance requires a state administrative agency to administer and manage grant
funding awarded under the HSGP. In July 2010, the Governor of Idaho designated the
Idaho Bureau of Homeland Security (IBHS) as the state administrative agency. As such,
IBHS is responsible for managing the SHSP in accordance with established Federal
guidelines and for allocating funds to local, regional, and other Idaho government
entities. Under the leadership of its director, IBHS has four primary branches—Grants,
Preparedness and Protection, Response and Recovery, and Communications.

During fiscal years (FY) 2010 through 2012, FEMA awarded Idaho SHSP grant funds
totaling about $14.5 million. The State does not have a FEMA-designated urban area
and did not receive Urban Areas Security Initiative Grant funds. Idaho subsequently
issued 180 subgrant awards totaling $11.6 million to local jurisdictions and special
teams, with the remaining $2.9 million allocated to state projects. Geographically, Idaho
is the fourteenth largest state and has 44 counties divided across 7 field regions.
Appendix E contains a map of these counties and regions. Idaho is a major resettlement
hub for refugees from other countries and has five federally recognized Native American
tribes.

Figure 1 shows SHSP funding levels for Idaho for FYs 2008 to 2012. SHSP funding
averaged $4.85 million annually for FYs 2010 through 2012, the period covered by our
audit. The State received its highest level of SHSP funding in FY 2010; funding declined
by $3.81 million from FY 2010 to FY 2012. Appendix A contains details on the objectives,
scope, and methodology of this audit.
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Figure 1. SHSP Funding Levels, FYs 2008 through 2012
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Results of Audit

In most instances, Idaho used SHSP grant funds in compliance with applicable Federal
laws and regulations. However, the State did not: 1) provide adequate grant oversight,
2) include specific progress measures for preparedness improvements, and 3) obligate
grants funds within the 45-day requirement.

Grant Oversight

In FYs 2010 through 2012, IBHS did not adequately oversee its subgrantees to
ensure that they managed their SHSP grants in compliance with Federal
requirements. IBHS did not have a plan for onsite monitoring to review
subgrantee grant records to ensure compliance with grant requirements. Also,
IBHS and its subgrantees did not properly manage equipment inventories and

property records.

Monitoring

According to the Office of Management and Budget Circular A-133, Compliance
Supplement Part 3, Section M, Subrecipient Monitoring, dated June 2010, March
2011, and June 2012, grantees are responsible for monitoring subgrantees’ use
of Federal awards through reporting, site visits, regular contact, or other means.

www.oig.dhs.gov
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Also, according to Title 44 of the Code of Federal Regulations (CFR) §13.40 —
Monitoring and Reporting Program Performance, grantees are responsible for
managing the day-to-day operations of grant- and subgrantee-supported
activities, and for ensuring grant recipients comply with applicable Federal
requirements and achieve program performance goals.

At the time of our audit, IBHS had conducted two financial monitoring site visits
of subgrantees to review FY 2010 grant funding and had not conducted any site
visits related to FYs 2011 and 2012 grant funds. IBHS’ Grants Branch splits
monitoring responsibilities between the Finance Section, which is responsible for
onsite monitoring and reviewing quarterly financial and semi-annual reports, and
the Logistics Section, which is responsible for equipment monitoring. During the
3-year performance period of the FY 2010 grant, the Finance Section conducted
two onsite visits of subgrantees who had received FY 2010 SHSP funds.

According to IBHS officials, although they have “regular and constant” contact
with subgrantees, they have not “done well” in their onsite monitoring to ensure
that subgrantees are complying with laws and regulations. An IBHS official
explained that, as of January 2013, their monitoring plan only included SHSP
grants awarded through FY 2009, and their planning efforts for FYs 2010 to 2012
grants began in 2013. The officials recognized the need to improve their
monitoring and had developed a robust onsite monitoring schedule for FYs 2013
and 2014.

At the time of our audit, the Logistics Section had conducted equipment
monitoring site visits for 4 of 44 counties to review equipment purchased with FY
2010 SHSP grant funds; it had not conducted any site visits for equipment
purchased with funds from FYs 2011 and 2012. Table 1 shows the value of the
equipment we examined at the local counties, the Boise Police Department
Fusion Center, and at hazardous material (hazmat) and bomb squad “special
teams” subgrantees. As of June 2013, IBHS had not conducted onsite reviews for
any of this equipment.

Without adequate financial and equipment monitoring of subgrantees, IBHS
cannot be assured that grant funds are being used as intended.
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Table 1. Total Value of OIG-reviewed Subgrantee Equipment from FYs 2010-2012*

Subgrantee Value of IBHS Site Visits
Equipment
Sample

Ada County $99,256.50 None
Bannock County $104,086.26 None
Bonneville County $121,522.69 None
Canyon County $586,826.37 None
Kootenai County $394,808.90 None
Twin Falls County $78,367.96 None
Region 3 Bomb Squad $11,884.49 None
Region 3 Hazmat $6,432.01 None
Region 4 Bomb Squad $36,324.49 None
Region 7 Bomb Squad $17,775.50 None
Subtotal Local County Jurisdictions and $1,457,285.17 None
Special Teams

Boise Police Department Fusion Center $40,950.23 None

FY 2010 to 2012 Total $1,498,235.40

Source: DHS OIG
*Although IBHS conducted four site visits of equipment purchased with FY 2010 funds, this equipment was
not included in our sample because those sites did not meet our selection criteria.

Subgrantee Procurements

According to 44 CFR §13.36 — Procurement and 44 CFR §13.42 — Retention and
access requirements for records, grantees and subgrantees are required to
maintain records detailing the significant history of a procurement; and all grant
financial and programmatic records should be maintained for at least 3 years
after the end of the grant period.

Idaho did not ensure that subgrantees maintained adequate documentation
supporting the procurement of equipment and services purchased with grant
funds. Local jurisdictions typically followed the Idaho Code Title 67 Chapter 28,
Purchasing by Political Subdivisions, for procurement procedures. IBHS’ Grants
Branch relied on local jurisdictions to follow applicable procurement procedures
when selecting vendors for grant purchases. Prior to approving purchases, IBHS
did not verify that subgrantees followed appropriate procurement procedures,
nor did it monitor subgrantees in a timely manner to ensure that, pursuant to
Federal regulations, they maintained and retained adequate procurement
records. At the local level, subgrantee grant coordinators were not fully aware of
the CFR requirement to maintain adequate historical supporting documentation
for procurements and did not know how this requirement differed from state
procurement requirements. As a result, subgrantees typically followed the state
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code for procurement record retention. For example, a sole source contract was
not fully documented because negotiations over the phone were not
documented.

Without verifying that subgrantees maintain proper procurement records, the
State cannot guarantee that subgrantees are obtaining the best value for
equipment and services purchased.

Inventory Management

According to 44 CFR §13.32 - Equipment, for equipment acquired with grant
funds, the state and its subgrantees must maintain property records that include
the property’s description, identification number, source of the property,
titleholder, acquisition date, cost including percentage of Federal participation,
location, use and condition, and ultimate disposition. Every 2 years, a physical
inventory of the property must be taken and the results reconciled with property
records.

We reviewed a sample of equipment property records maintained by IBHS and
determined that it did not always comply with property record requirements.
IBHS developed a process to track all the grant-funded equipment purchases,
which includes a searchable database and is considered a best practice by FEMA
and IBHS. However, the database does not include all required property record
elements. For example, not all records included a unique identification number,
such as a serial number. According to the Logistics Division, this sometimes
occurred because the Accounting Department did not always forward serial
numbers from vendor invoices to the Logistics Division, which is responsible for
the equipment tracking database. The condition and use of the property and its
ultimate disposition were also missing from the database. Finally, information on
the location of equipment was not always specific.

Subgrantees also did not comply with property record and inventory
requirements in the CFR. Specifically, property records maintained by the
subgrantees were missing some required information, and only two of the
subgrantees met the requirement to conduct a physical inventory of equipment
every 2 years. According to most of the subgrantees we visited, they were not
aware of the CFR property record requirements, although the regulation is
included in IBHS’ award letter to subgrantees. Some of the subgrantees also said
they were not aware that they needed to keep an inventory of equipment
purchased with SHSP funds.
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IBHS also did not adequately monitor the subgrantees to ensure they maintained
complete property records and conducted required physical inventories of
equipment purchased with SHSP grant funds from FYs 2010 through 2012. IBHS
recently developed an equipment monitoring plan to monitor all 44 counties
over 3 years, but the plan does not include a review of subgrantee inventory
records. The Finance Section monitors inventory records during site visits.

Without compliance with property record and inventory requirements, the State
cannot ensure that assets procured with grant funds are properly safeguarded,
are in good condition, and are available when needed to prevent, prepare for,
protect against, and respond to natural and manmade disasters.

Recommendations

We recommend that the Assistant Administrator, Grant Programs Directorate
require IBHS to:

Recommendation #1:

Develop a regular monitoring plan and schedule to ensure that subgrantees
comply with Federal requirements for maintaining grant records.

Recommendation #2:

Evaluate and update current methods used to record state and subgrantee
equipment purchases to ensure property records include all federally required
data elements and ensure that physical inventories of equipment are conducted
pursuant to Federal regulations.

Management Comments and OIG Analysis

FEMA’s and IBHS’ Responses to Recommendation #1:

FEMA and IBHS concurred with recommendation #1. However, IBHS did not
agree with our assessment that IBHS did not adequately monitor subgrantees in
FYs 2011 and 2012. Because there were few or no expenditures during these
fiscal years, IBHS deemed it more cost effective to monitor the grants during the
periods when funds were actively obligated. IBHS included the list of subgrantee
monitoring visits completed in 2013 and the monitoring schedule for 2014.
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According to IBHS, under the more aggressive 2014 schedule, it will monitor
subgrantees every 2 years.

FEMA agreed to require IBHS to submit a monitoring plan that ensures
subgrantee compliance with Federal requirements for maintaining grant records
and includes IBHS’ rationale for selecting subgrantees for desk reviews and site
visits. FEMA requested that the recommendation status be changed to resolved
and open, with an estimated completion date of September 30, 2014.

OIG Analysis:
FEMA’s and IBHS’ proposed actions meet the intent of recommendation #1, but

the recommendation will remain unresolved and open pending our review of the
following FEMA-provided documents: 1) a detailed monitoring plan with
milestone dates for desk reviews and site visits, 2) a documented methodology
used to select subgrantees for monitoring, and 3) updated policy and procedures
with effective dates for implemented actions.

FEMA'’s and IBHS’ Responses to Recommendation #2:

FEMA concurred with recommendation #2; IBHS did not concur. IBHS asserted
that our finding regarding property records was based on the equipment
tracking database (Equipment Tracker), which tracks HSGP subgrantee
equipment purchases. According to IBHS, Equipment Tracker was not designed
or intended to replace the State Fixed Assets System, which IBHS believes meets
the CFR requirements, or subgrantees’ inventory procedures. IBHS also noted
that we incorrectly referenced the Idaho Purchasing Guide, which includes
regulations for state purchases, not for purchases made by local jurisdictions;
IBHS identified Title 67, Chapter 28 of the Idaho Code as the correct reference.
According to IBHS, the Federal and state regulatory guidance it provides
subgrantees in application packages is sufficient, and it is the subgrantees’
responsibility to determine which requirements to follow for their procurement
procedures. Nevertheless, IBHS has included additional checks in its monitoring
procedures to ensure subgrantee procurement records comply with the CFR.

FEMA will require IBHS to submit an updated methodology for recording state
and subgrantee purchases to ensure property records include all federally
required data elements and to ensure it conducts physical inventories of
equipment, pursuant to Federal regulations. FEMA requested that the
recommendation status be changed to resolved and open, with an estimated
completion date of September 30, 2014.
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OIG Analysis:
The actions proposed by FEMA and IBHS partially meet the intent of

recommendation #2. Specifically, FEMA proposed actions to address inventory
and property record deficiencies; however, it did not identify actions to correct
deficiencies related to subgrantee procurements.

At the time of our audit, IBHS informed us that Equipment Tracker was the
central database it used to track all grant-related equipment purchases and
other pertinent information. Therefore, we used this database to determine
whether IBHS met the requirements for equipment purchased with grant funds.
We understood that the Idaho Fixed Assets System was used only to track
information on state purchases. We reviewed state equipment purchased with
grant funds and did not identify any deficiencies. Because the CFR requires
maintenance of adequate property records for all equipment purchased with
grant funds, as the grantee, IBHS is responsible for ensuring that both the State
and its subgrantees meet this requirement.

The Idaho Code is now included in the report as the correct reference for
purchases by local jurisdictions.

Although IBHS informs its subgrantees of the codified requirements in
application packages, at several subgrantee sites we reviewed, the grant
coordinators did not fully understand the differences between the Idaho Code
and CFR requirements for maintaining and retaining procurement records. As a
result, subgrantees typically followed state requirements for retaining these
records. As the grantee, Idaho is responsible for ensuring that subgrantees
understand how to correctly apply Federal and state regulations. The State must
also ensure that subgrantee procurement records include adequate historical
documentation and comply with CFR requirements through regular and
consistent monitoring of subgrantee activities.

This recommendation will remain unresolved and open until FEMA provides us
with IBHS’ documented methodology, pursuant to Federal regulations, to 1)
record, track, and inventory SHSP equipment purchases and 2) monitor and
review subgrantee procurement activities and records for compliance.
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Measuring Preparedness Improvements

Neither IBHS’ state homeland security strategies nor its Threat and Hazard
Identification and Risk Assessment (THIRA) included specific measures to track
progress toward achieving its preparedness objectives. Without goals and
objectives against which it can measure progress, IBHS will have difficulty
evaluating the effect of grant expenditures on the State’s preparedness and
emergency response capabilities.

For FYs 2010 through 2012, IBHS prepared state homeland security strategies
that aligned with the national priorities and mission areas in DHS’ State and
Urban Area Homeland Security Strategy Guidance on Aligning Strategies with the
National Preparedness Goal (guidance), dated July 2005. According to the
guidance, strategies should also include objectives that set tangible and
measurable target levels of performance over time, against which actual
achievement can be compared. The state strategies did not include measurable
target levels of performance or goals and objectives with performance measures
to track progress. Title 44 CFR § 13.40 (a) also requires monitoring of grant
activities to ensure performance goals are achieved. IBHS officials acknowledged
that the state strategies did not include specific measures, but noted that they
did not actively use the current state strategy. They also said that, with FEMA’s
development of the THIRA in FY 2012, they placed less emphasis on the strategy.

In FY 2012, as required by FEMA, IBHS completed a THIRA to identify risk areas
and assess overall capability gaps, as well as identify improvements resulting
from grant-funded projects. According to FEMA’s evaluation of IBHS’ THIRA, the
State needs to include more quantifiable measures for core capabilities and
capability targets, which can be compared to actual achievements. Specifically,
FEMA noted that the “desired outcomes” in Idaho’s THIRA do not always include
measurable or quantitative descriptors. FEMA further commented that “terms
such as, ‘coordinate,” ‘ensure,” ‘establish,” and ‘stabilize’ all have subjective
definitions that should be clarified and/or quantified.” Annually, the results of
the THIRA are captured and prioritized in the state preparedness report (SPR)
along with strategy goals to mitigate gaps. The SPR will also capture the State’s
progress toward achieving goals through grant funded investments.
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Recommendation

We recommend that the Assistant Administrator, Grant Programs Directorate
require IBHS to:

Recommendation #3:

Ensure that the state preparedness report contains measurable and quantifiable
outcomes.

Management Comments and OIG Analysis

FEMA’s Response to Recommendation #3:

FEMA concurred with recommendation #3. FEMA requested that the
recommendation refer to the SPR rather than the THIRA as we had originally
written because the SPR is the appropriate document to identify gaps in
capabilities, prioritize capabilities, and chart the strategy to fill the gaps. On
August 29, 2013, FEMA released a consistent methodology for determining risks
in the Comprehensive Preparedness Guide 201: Threat and Hazard Identification
and Risk Assessment (THIRA) Guide (CPG-201) Second Edition. The guide
describes a four-step process that jurisdictions can use to achieve desired
outcomes and capability targets for each core capability. This approach allows a
jurisdiction to establish its own capability targets based on the risks it faces. The
next step ties investment justifications submitted in the grant application directly
to identified needs and shortfalls. Grantees must identify and prioritize the core
capability or capabilities, as well as capability gaps noted in the SPR, that the
investment intends to address. They must also identify the specific outcome(s) of
the investment. Taken together, the THIRA and the SPR identify capability needs
and gaps, as well as show grantees’ progress in closing those gaps. FEMA reports
the results of the capability assessments annually in the National Preparedness
Report. Based on this information, FEMA requested that this recommendation
be resolved and closed.

IBHS’ Response to Recommendation #3:

IBHS concurred with recommendation #3. The recommendation for this finding
is based on the 2012 IBHS THIRA, which was the first year state administrative
agencies were required to produce this document. According to IBHS, it was
refining the 2013 THIRA and would include measurable and quantifiable metrics
in the updated capability target statements. IBHS has now completed and
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documented targets that set tangible and measurable target levels of
performance in the 2013 THIRA, the 2014 IBHS strategic plan, and the 2013 SPR.

OIG Analysis:
As stated in our report, neither IBHS’ state homeland security strategies nor its

THIRA included specific measures to track progress toward achieving its
preparedness objectives. The scope of the audit was for FYs 2010 through 2012
and did not include a review of the draft 2013 THIRA. Also, we were to
determine whether the State developed an appropriate system to measure
improvements in preparedness as a result of the grants.

According to FEMA, use of the THIRA, the SPR, and investment justifications
satisfies the intent of this recommendation and creates a methodology for
measuring progress toward preparedness. We agree that the SPR is intended to
measure progress toward closing capability gaps by identifying these gaps,
prioritizing capabilities, and charting a strategy to filling the gaps.

OIG has revised recommendation #3 as FEMA requested.
The actions proposed by FEMA and IBHS meet the intent of recommendation #3.
This recommendation will be considered resolved and open pending review of

IBHS’ 2013 SPR.

Timely Obligation of Funds

IBHS did not obligate grant funds on a timely basis for the 11 subgrantees
reviewed. For FYs 2010 through 2012, the State did not obligate any SHSP funds
to subgrantees within 45 days of receipt of funds, as required by FEMA’s grant
guidance. According to the guidance, there are four requirements for obligating
grant funds:

e There must be some action to establish a firm commitment on the part of
the awarding entity;

e The action must be unconditional on the part of the awarding entity (i.e.,
no contingencies for availability of funds);

e There must be documentary evidence of the commitment; and

e The award terms must be communicated to the official grantee.

IBHS did not meet the grant requirements because of its lengthy obligation and
approval process. It fully obligated grant funds an average of 204 days after the
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45-day requirement in FY 2010, 215 days in FY 2011, and 191 days in FY 2012.
According to IBHS officials, they could not meet the 45-day requirement because
of state and local processes. For example, once the award is received from
FEMA, IBHS calculates its allocations for the various subgrantees, determines
projects, and sets up the accounting structure, before sending subgrantee award
packages. Also, at the local level, subgrantees typically need approval from their
respective boards of commissioners, which in some instances can take more
than 45 days. Untimely obligation of grant funds reduces the amount of time to
use the funds, which could result in subgrantees needing to request grant
extensions to complete projects or could lead to a reduction or termination of
funding granted to the State.

Recommendation

We recommend that the Assistant Administrator, Grant Programs Directorate
require IBHS to:

Recommendation #4:

Review and update its obligation and approval process to identify ways to
streamline the process to work toward attaining the goal of obligating the funds
to subgrantees within 45 days.

Management Comments and OIG Analysis

FEMA’s and IBHS’ Responses to Recommendation #4:

FEMA concurred with recommendation #4. IBHS did not concur with this
recommendation because it believes it met the 45-day requirement by sending
application and award packages to subgrantees.

FEMA will require IBHS to submit an obligation and approval process that
streamlines the award process to ensure IBHS obligates funds within 45 days.
FEMA requested that this recommendation be changed to resolved and open,
with an estimated completion date of September 30, 2014.

OIG Analysis:
The action proposed by FEMA appears to meet the intent of recommendation

#4. This recommendation will remain unresolved and open until we have
reviewed IBHS’ submission to FEMA on streamlining its award process to meet
the 45-day requirement.
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Contingency Plans for Sustaining Core Capabilities

In our draft report, we recommended that the FEMA Assistant Administrator,
Grant Programs Directorate encourage IBHS to develop and implement a
comprehensive contingency plan to sustain and/or prioritize capabilities should
Federal grant funds continue to be reduced or eliminated. Neither FEMA nor
IBHS concurred with the recommendation.

Since FY 2012, FEMA has required HSGP grantees to prioritize sustaining existing
capabilities over using grant funding to build new capabilities. FEMA requires
grantees to substantiate this prioritization in their investment justifications and
Biannual Strategy Implementation Reports. Although FEMA does not have the
legal authority to require states to maintain and sustain capabilities in the
absence of Federal grant funding, it uses administrative and policy procedures to
ensure that grantees sustain grant-funded capabilities.

With less funding available from Federal sources, the State will need to enhance
its contingency planning to prioritize its grant-funded core capabilities and
identify alternative sources to fund and sustain these investments. Without a
contingency plan to sustain its preparedness capabilities, in the event of reduced
Federal funding, the State’s ability to prevent, protect against, mitigate, respond
to, and recover from terrorist attacks and major disasters may be diminished.

We recognize that FEMA does not have the statutory authority to require IBHS to
develop and implement a comprehensive contingency plan. As a result, we have
withdrawn the recommendation and adjusted the Executive Summary and
Results of Audit sections accordingly.
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Appendix A
Objectives, Scope, and Methodology

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and
special reports prepared as part of our oversight responsibilities to promote economy,
efficiency, and effectiveness within the Department.

Public Law 110-53, Implementing Recommendations of the 9/11 Commission Act of
2007, as amended, requires DHS OIG to audit individual states’ management of State
Homeland Security Program and Urban Areas Security Initiative grants. This report
responds to the reporting requirement for the State of Idaho.

The objectives of the audit were to determine whether Idaho used State Homeland
Security Program grant funds in accordance with the law, program guidance, and state
homeland security strategies, and other applicable plans. We also addressed the extent
to which funds awarded enhanced the ability of Idaho grantees to prevent, prepare for,
protect against, and respond to natural disasters, acts of terrorism and other manmade
disasters.

Together, HSGP and its five interrelated grant programs fund a range of preparedness
activities, including planning, organization, equipment purchase, training, exercises, and
management and administration costs. Only SHSP funding and equipment and programs
supported by SHSP grant funding were reviewed for compliance.

The scope of this audit included the plans developed by the State to improve
preparedness and response to all types of hazards, as well as the goals and objectives in
those plans; the measurement of progress toward the goals, and assessments of
performance improvement resulting from this measurement. Table 2 shows the funding
scope for the audit, which included SHSP grant awards for FYs 2010, 2011, and 2012.

Table 2. The State of Idaho’s SHSP Awards (FYs 2010 through 2012)

Grant Program FY 2010 FY 2011 FY 2012 Total
State Homeland Security | $6,613,200.00 | $5,137,205.00 | $2,801,316.00 | $14,551,721.00
Program

Source: DHS OIG analysis of FEMA data

The audit methodology included work at FEMA headquarters, state offices in Idaho, and
various subgrantee locations in Idaho. Table 3 shows the value of the subgrantee grant
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awards from our sample selection. At each location, we interviewed responsible officials
and reviewed documentation supporting state and subgrantee management of grant
funds.

Table 3. Value of FY 2010 to FY 2012 Subgrantee Awards Reviewed

Subgrantee Total Value of Grant Awards

Ada County $1,960,398.28
Bannock County $460,647.00
Bonneville County $559,813.89
Canyon County $975,192.92
Kootenai County $736,310.20
City of Twin Falls $437,602.59
Boise Police Department Fusion Center $124,500.00
Region 3 Bomb Squad $76,000.00
Region 3 Hazmat $78,000.00
Region 4 Bomb Squad $60,000.00
Region 7 Bomb Squad $76,000.00
Total $5,544,464.88

Source: DHS OIG

We obtained all Idaho subgrantee grants awarded during FYs 2010 through 2012, which
totaled $14.5 million. We validated the total subgrantee awards by reviewing Idaho’s
grant allocation risk methodology for making subgrantee awards. Based on our review,
we determined that the subgrantee awards were consistent with their methodology;
therefore, we deemed the data reliable.

We judgmentally selected a sample of 11 subgrantees with total awards of $5.5 million
representing about 38 percent of the total grant dollars (514.5 million) awarded to
Idaho. We determined our sample based on the total expenditures reported by Idaho as
of mid-May 2013. We considered sites that were in close proximity to one another due
to budget, timing constraints, and travel restrictions. For each sample, we reviewed
expenditures to determine whether these costs were supported and allowable under
the grants. To observe and verify its existence at sample subgrantee sites, we also
reviewed a judgmental sample of equipment procured with grant funds, valued at
approximately $1.5 million for subgrantees and approximately $118,000 for IBHS.

We conducted this performance audit between April 2013 and September 2013
pursuant to the Inspector General Act of 1978, as amended, and according to generally
accepted government auditing standards. Those standards require that we plan and
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perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based upon our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions
based upon our audit objectives.
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Appendix B
FEMA Management Comments to the Draft Report
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Appendix C
Idaho Management Comments to the Draft Report

www.oig.dhs.gov 22 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 23 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 24 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 25 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 26 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 27 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 28 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 29 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

www.oig.dhs.gov 30 0IG-14-61


http:www.oig.dhs.gov

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security

Appendix D
Homeland Security Grant Program Overview

State Homeland Security Program

The State Homeland Security Program supports the implementation of state homeland
security strategies to address the identified planning, organization, equipment, training,
and exercise needs to prevent, protect against, mitigate, respond to, and recover from
acts of terrorism and other catastrophic events.

Urban Areas Security Initiative

The Urban Areas Security Initiative funds address the unique planning, organization,
equipment, training, and exercise needs of high-threat, high-density urban areas, and
assists them in building an enhanced and sustainable capacity to prevent, protect
against, mitigate, respond to, and recover from acts of terrorism.

Operation Stonegarden

Operation Stonegarden funds are intended to enhance cooperation and coordination
among local, tribal, territorial, state, and Federal law enforcement agencies in a joint
mission to secure the United States borders along routes of ingress from international
borders to include travel corridors in states bordering Mexico and Canada, as well as
states and territories with international water borders.

Metropolitan Medical Response System”

The Metropolitan Medical Response System supports the integration of emergency
management, health, and medical systems into a coordinated response to mass casualty
incidents caused by any hazard. Successful Metropolitan Medical Response System
grantees reduce the consequences of a mass casualty incident during the initial period
of a response by having augmented existing local operational response systems before
an incident occurs.

Citizen Corps

The Citizen Corps’ mission is to bring community and government leaders together to
coordinate the involvement of community members and organizations in emergency
preparedness, planning, mitigation, response, and recovery.

YAs of the start of FY 2012, the Metropolitan Medical Response System and Citizen Corps are no longer
funded as discrete grant programs.
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Appendix E
Idaho Area Field Office Regions

Source: IBHS
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Appendix G
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ADDITIONAL INFORMATION

To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.

For further information or questions, please contact Office of Inspector General (OIG)
Office of Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov, or follow us on
Twitter at: @dhsoig.”

OIG HOTLINE

To expedite the reporting of alleged fraud, waste, abuse or mismanagement, or any
other kinds of criminal or noncriminal misconduct relative to Department of Homeland
Security (DHS) programs and operations, please visit our website at www.oig.dhs.gov
and click on the red tab titled "Hotline" to report. You will be directed to complete and
submit an automated DHS OIG Investigative Referral Submission Form. Submission
through our website ensures that your complaint will be promptly received and
reviewed by DHS OIG.

Should you be unable to access our website, you may submit your complaint in writing
to:

Department of Homeland Security

Office of Inspector General, Mail Stop 0305
Attention: Office of Investigations Hotline
245 Murray Drive, SW

Washington, DC 20528-0305

You may also call 1(800) 323-8603 or fax the complaint directly to us at
(202) 254-4297.

The OIG seeks to protect the identity of each writer and caller.
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