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Assistant Administrator
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FROM: Anne L. Richards
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SUBJECT: Maine’s Management of Homeland Security Grant
Program Awards for Fiscal Years 2010 Through 2012

Attached for your action is our final report, Maine’s Management of Homeland Security
Grant Program Awards for Fiscal Years 2010 Through 2012. We incorporated the formal
comments from the Federal Emergency Management Agency in the final report.

The report contains 10 recommendations aimed at improving the Federal Emergency
Management Agency’s and Maine’s management of Department of Homeland Security
Program Grants. Your office concurred with all of the recommendations. Based on
information provided in your response to the draft report, we consider
recommendation #1 resolved and closed. Recommendations #2 through #10 are
resolved and open. Once your office has fully implemented the recommendations,
please submit a formal closeout request to us within 30 days so that we may close the
recommendations. The memorandum should be accompanied by evidence of
completion of agreed-upon corrective actions and of the disposition of any monetary
amounts. Please email a signed PDF copy of all responses and closeout requests to
OlGAuditsFollowup@oig.dhs.gov.

Consistent with our responsibility under the Inspector General Act, we will provide
copies of our report to appropriate congressional committees with oversight and
appropriation responsibility over the Department of Homeland Security. We will post
the report on our website for public dissemination.

Please call me with any questions, or your staff may contact Mark Bell, Deputy Assistant
Inspector General, at (202) 254-4100.
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Abbreviations
AEL Authorized Equipment List
CFR Code of Federal Regulations
DHS Department of Homeland Security
FEMA Federal Emergency Management Agency
FY fiscal year
HSGP Homeland Security Grant Program
MEMA Maine Emergency Management Agency
MOU memorandum of understanding
0IG Office of Inspector General
SHSP State Homeland Security Program
SMART specific, measurable, achievable, results-oriented, and time-
limited
SPR state preparedness report
THIRA Threat and Hazard Identification and Risk Assessment
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Executive Summary

Public Law 110-53, Implementing Recommendations of the 9/11 Commission Act of
2007, requires the Department of Homeland Security (DHS) Office of Inspector General
(OIG) to audit individual States’ management of State Homeland Security Program and
Urban Areas Security Initiative grants. This report responds to the reporting
requirement for Maine.

The audit objectives were to determine whether Maine used State Homeland Security
Program grant funds in accordance with the law, program guidance, state homeland
security strategies, and other applicable plans. We also addressed the extent to which
grant funds enhanced the ability of grantees to prevent, prepare for, protect against,
and respond to natural disasters, acts of terrorism, and other manmade disasters. We
reviewed approximately $14.5 million in State Homeland Security Program grants
awarded to Maine during fiscal years 2010 through 2012. Maine did not receive Urban
Areas Security Initiative grant funds.

In most instances, the Maine Emergency Management Agency administered its grant
programs in compliance with applicable Federal, state, and grant requirements, and
State Homeland Security Program grant funds were spent on allowable items and
activities. However, Maine could improve its grant management practices by developing
a formal management process to measure performance, enhancing procurement
procedures, and obligating grant funds within the required time period. Maine could
also monitor its subgrantees’ purchases better, enforce property management and
inventory control requirements, and document employees’ time accurately.

We made 10 recommendations to the Federal Emergency Management Agency (FEMA)

which, if implemented, should strengthen program management, performance, and
oversight. FEMA concurred with all of the recommendations.

www.oig.dhs.gov 1 01G-14-86
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Background

DHS provides Federal funding through the Homeland Security Grant Program (HSGP) to
help state and local agencies enhance capabilities to prevent, deter, prepare for,
respond to, and recover from terrorist attacks, major disasters, and other emergencies.
Within DHS, FEMA is responsible for administering the HSGP. The State Homeland
Security Program (SHSP) and the Urban Areas Security Initiative fall under the HSGP and
fund a wide range of preparedness activities. Such activities include planning, training,
exercises, equipment purchases, management, and administration. Appendix D contains
more information about the HSGP.

HSGP guidance requires a state administrative agency to administer and manage grant
funding awarded under the HSGP. The state administrative agency also allocates funds
to local, regional, and other state government entities. The Maine Emergency
Management Agency (MEMA) is the state administrative agency for the SHSP. As such, it
implements homeland security-related programs and is responsible for managing the
HSGP according to established Federal guidelines. Maine does not receive Urban Areas
Security Initiative grant funds. Maine has 6 metro areas, 16 counties, and other local
jurisdictions that receive SHSP grant funds. In fiscal years (FY) 2010 and 2011, the
counties, communities, and state agencies competed for SHSP grant funds; metro areas
were awarded pre-allocated amounts of grant funds. In FY 2012, MEMA developed a
funding formula to ensure grant funds were spread across Maine, taking into account
population, historical averages, and numbers of communities in a given county.
Appendix C contains a flowchart of the grant allocation process.

During FYs 2010 through 2012, FEMA awarded MEMA approximately $14.5 million in
SHSP funds as shown in figure 1.

Figure 1: Maine SHSP Funding Levels, FYs 2010 Through 2012

Maine SHSP Funding for FYs 2010 - 2012
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2010 2011 2012
[—e—SHSP|  $6,613,200 $5,137,205 $2,801,316

Source: DHS OIG analysis of FEMA data
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In most instances, MEMA administered its grant programs in compliance with applicable
Federal, State, and grant requirements, and SHSP grant funds were spent on allowable
items and activities. However, Maine could improve its grant management practices by:

e Developing a formal process to measure progress and improvements in
preparedness and its ability to respond to disasters;

e Complying with Federal and state procurement regulations and documenting
procurements better;

e Obligating grant funds in a more timely manner;

e Monitoring its subgrantees’ grant-related purchases, activities, and performance
better;

e Enforcing property management and inventory control requirements; and

e Documenting the time that employees spend on grant-related activities
accurately.

We were unable to determine the extent to which SHSP grants enhanced Maine’s ability
to prepare for and respond to disasters and acts of terrorism because the State does not

have a formal process to measure preparedness.

State Homeland Security Strategy

Maine’s homeland security strategy (state strategy) for FYs 2010 through 2012
included goals and objectives that were linked to the National Priorities and
mission areas in DHS’ National Preparedness Guidelines, as required by FEMA
guidance. A MEMA official explained that MEMA did not follow FEMA’s
guidance, thus the objectives were not always specific, measurable, achievable,
results-oriented, and time-limited (SMART).

In July 2005, FEMA released the State and Urban Areas Homeland Security
Strategy: Guidance on Aligning Strategies with the National Preparedness Goal.
According to the guidance, states are to include goals and measurable objectives
in their strategies that are:

e Specific, detailed, particular, and focused — help identify what is to be
achieved and accomplished;

e Measurable — be quantifiable, provide a standard for comparison, and
identify a specific achievable result;

www.oig.dhs.gov 3 01G-14-86
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e Achievable — not beyond the ability of a state, region, jurisdiction, or
locality;

e Results-oriented — identify a specific outcome; and

e Time-limited — have a target achievement date.

Of the 56 objectives in Maine’s state strategy for FYs 2010 through 2012, 53 did
not include all of the required SMART elements. Fifty-one of 56 objectives were
not measurable or quantifiable, and 43 of 56 were not time-limited. Table 1
shows some objectives that did not meet SMART criteria.

Table 1: Examples of Objectives in the State Strategy That Did Not Meet SMART
Criteria

Goal Objective Step(s) Deficiency
Ensure that Maine is Maine's citizens will 1) Expand public awareness | The objective is not:
fully capable of be encouraged to campaigns to ensure the e Specific
preventing a terrorist adopt a mindset of message of prevention is e Measurable
event while working homeland widespread throughout e Time-limited
to reduce the State's protection. the state. (Target Date:
vulnerability to such ongoing)
events. 2) Develop training

partnerships with a focus
on terrorism for all levels
of Maine's citizens.
(Target Date: ongoing)

Ensure that Maine is Agriculture: Maintain MEMA will work in The objective is not:
fully prepared to a cadre of agriculture | conjunction with the e Specific
respond to any response team Maine Department of e Measurable
emergency or members. Agriculture to maintain a e Time-limited
disaster, including the team of veterinarians,

direct or indirect plant specialists, and

results of a terrorist University researchers to

event. train and respond to

agricultural bioterrorism
events. (Target Date:

ongoing)
Ensure that Maine has | Use the statewide Make purchases as The objective is not:
the capability to Recovery Plan to determined by Recovery e Specific
recover quickly from determine the Plan. (Target Date: e Measurable
any emergency or additional equipment | ongoing) e Time-limited
disaster including (if any) necessary to
direct or indirect achieve goals of the
results of a terrorist Plan.
event.

Source: DHS OIG analysis of MEMA data
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Without objectives that are SMART, it is difficult for Maine to measure and
report on improvements in preparedness and to evaluate progress toward
completing goals and objectives. In addition, Maine is limited in its ability to
measure how much of an objective has been completed over a given period of
time, which directly affects monitoring the accomplishment of the objectives.

In April 2012, FEMA required state and local governments receiving FEMA
preparedness grants to complete a Threat and Hazard Identification and Risk
Assessment (THIRA) by December 31, 2012. The THIRA provides a
comprehensive approach for identifying and assessing risks and associated
impacts, using the core capabilities identified in the National Preparedness Goal.
We did not review MEMA's THIRA process because it was outside the scope of
our audit work. However, when it updates the THIRA annually, as required,
MEMA should ensure that it includes SMART goals and objectives.

Performance Measurement

According to MEMA officials, MEMA has not developed a formal process to
measure its performance, including performance measurements and
benchmarks to evaluate progress and improvements in preparedness and in its
ability to respond to acts of terrorism, and manmade and natural disasters.
MEMA officials identified three reasons for not having a formal measurement
process: insufficient guidance from FEMA; changes to the required measuring
and reporting tool; and insufficient staffing levels.

According to Department of Homeland Security State and Urban Area Homeland
Security Strategy Guidance on Aligning Strategies with the National Preparedness
Goal, an objective sets a tangible and measurable target level of performance
over time against which actual achievement can be compared, including a goal
expressed as a quantitative standard, value, or rate.

States need to make certain that they have consistent standards and metrics
against which to measure progress. Otherwise, Maine subgrantees cannot
effectively determine whether SHSP funds have enhanced the state’s ability to
prevent, prepare for, protect against, and respond to acts of terrorism, and
manmade and natural disasters.

www.oig.dhs.gov 5 01G-14-86
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Compliance with Procurement Requirements

MEMA and the subgrantees we reviewed did not always follow Federal
regulations when procuring equipment and services using SHSP funds.
Specifically, MEMA did not ensure that subgrantees’ procurement policies
complied with Federal policies, and subgrantees did not properly document
whether purchased equipment was authorized. MEMA also did not have
memorandums of understanding (MOU) at the time purchases were made on
behalf of local jurisdictions.

MEMA reimbursed grant funds to subgrantees without verifying that their
procurement policies complied with Federal and state procurement regulations.
According to the Code of Federal Regulations (CFR), subgrantees may use their
own procurement procedures provided that procurements conform to
applicable Federal law. MEMA’s FYs 2010 through 2012 grant guidance also
allows subgrantees to use either state or local procurement policies for
purchasing items with SHSP grant funds.

According to MEMA officials, the agency does not review local procurement
policies during the grant application or reimbursement process to determine
whether the policies meet Federal and state requirements. For example, one
subgrantee contracted to construct a radio tower for $74,500. However, in the
absence of any local procurement procedures the subgrantee did not acquire the
required bids. In the grant fund application, the following reason was given for
not acquiring the required bids, “Because this project is a construction project of
a radio tower, it is not possible to get vendor quotes. The project needs to be
designed and put out to bid in order to get figures.” The county director said,
“There is just one company in town that could help complete the project so we
gave it to them.” Another subgrantee used local procurement policies to
purchase a $15,000 online incident reporting system without following state
procurement requirements for items valued at more than $5,000. In both
instances, MEMA reimbursed the subgrantees for the purchases even though
competitive bids were not obtained as required by MEMA and state
procurement policies. Thus, we identified $89,500 in questioned costs.

MEMA and its subgrantees did not properly document that equipment
purchased with SHSP funds was on the FEMA’s Authorized Equipment List (AEL),
as required. FEMA's grant guidance specifies that “equipment must meet all
mandatory, regulatory and/or DHS-adopted standards to be eligible for purchase
using these funds.” The guidance includes 21 allowable equipment categories on
the AEL. According to MEMA guidance to its subgrantees, when filling out grant

www.oig.dhs.gov 6 01G-14-86
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applications, jurisdictions must ensure that the items they are requesting are on
the AEL.

Of the eight equipment items purchased with grant funds that we reviewed
during site visits, only one had the required AEL verification in its grant
application. MEMA officials reviewed grant applications for AEL numbers, but
acknowledged that, if information was missing, they did not try to obtain it from
the subgrantee and did not halt requested reimbursements. Although we
verified that the other seven equipment purchases were on the AEL, subgrantees
could purchase non-authorized equipment because MEMA approved grant
applications and reimbursed subgrantees for equipment purchases without
required AEL documentation.

MEMA spent SHSP grant funds on behalf of local jurisdictions without required
written documentation in place. According to the DHS Homeland Security Grant
Program Guidance and Application Kit, states may retain some grant funds to
expend on behalf of local units of government with the local unit’s written
consent specifying the amount of funds to be retained and their intended use. In
FYs 2010 through 2012, MEMA spent grant funds on behalf of local jurisdictions
without MOUs. On June 19, 2013, MEMA created MOUs covering FYs 2010
through 2012 and provided them to the 16 counties. However, during our audit,
6 of 16 county Emergency Management Agency directors had not signed the
MOUs, and MEMA did not have signed MOUs with the six metro areas. Without
completed MOUs, grant funds could potentially be spent incorrectly and may not
reflect the highest priority of the receiving jurisdiction.

Obligation of Grant Funds

For FYs 2010 through 2012, MEMA did not obligate SHSP grant funds to the
subgrantees within 45 days as required by FEMA, and FEMA did not verify
whether MEMA had done so. A MEMA official believed that the pre-award letter,
which informs the subgrantee how much funding it will receive, complied with
the 45-day rule, but grant funds are actually obligated when the subgrantee
receives the award letter.

FEMA HSGP guidance requires state administrative agencies to obligate funds
awarded to subgrantees within 45 days of FEMA’s award date. This includes the

following requirements:

° There must be some action to establish a firm commitment on the part of
the awarding entity.

www.oig.dhs.gov 7 01G-14-86
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° The action must be unconditional (i.e., no contingencies for availability of
funds) on the part of the awarding entity.

° There must be documentary evidence of the commitment.

° The award terms must be communicated to the official grantee.

In FYs 2010 through 2012, MEMA sent pre-award letters notifying subgrantees
that grant funds were available. MEMA’s metro areas were allocated a
predetermined amount; the counties and other local jurisdictions went through
a competitive process. All entities had to submit a grant application and/or a
budget plan. After MEMA approved these documents, an award letter was sent
to the entities, which officially obligated the grant funds. See appendix C for a
flowchart of this process.

Contrary to the MEMA official’s beliefs, grant funds were not in compliance with
the 45-day rule when the pre-award letters were received by the subgrantees.
Instead, grant funds were not obligated until after MEMA approved and sent the
subgrantee an official award letter, specifying that the funding would be
available from the date of the letter.

Table 2 shows the number of days it took MEMA to obligate funds to the four
subgrantees we selected for our fieldwork. In FYs 2010 through 2012, it took
MEMA 85 to 726 days to obligate funds to the subgrantees. As of September
2013, one subgrantee had yet to receive an official award letter from MEMA to
obligate funds for a FY 2011 grant, and two subgrantees had not received award
letters for FY 2012 grants. For those instances in which the official award letter
had yet to be received, we used the end of our fieldwork, September 20, 2013,
as the date used to calculate the number of days to obligate.

www.oig.dhs.gov 8 01G-14-86
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Table 2: Timeliness of Obligations to Subgrantees, FYs 2010-2012
FEMA/State Obligati.orj Number of
Subgrantee Grant Purpose Agreement 2L ((ChnilzE] Days State
Date Award Took to
Letter) Obligate

FY 2010

Cumberland Exercise 9/17/2010 9/10/2012 726

Portland Fire Department 9/17/2010 7/11/2012 665

Bangor Fire Department 9/17/2010 2/10/2012 514

Cumberland Planning 9/17/2010 2/3/2011 141

Waldo Planning 9/17/2010 2/3/2011 141

VHS Repeaters and Generator and
Cumberland Training 9/17/2010 1/11/2011 118
Transfer Switch, Base Stations,

Waldo Exercise, Generator, and Radio Tower 9/17/2010 1/11/2011 118
FY 2011

Bangor Fire Department 10/6/2011 Not Received 716

Portland Fire Department 10/6/2011 4/19/2013 562

Waldo Mapping Software 10/6/2011 2/14/2012 132

Cumberland Planning 10/6/2011 2/10/2012 128
FY 2012

Bangor Fire Department 8/16/2012 Not Received 401

Portland Fire Department 8/16/2012 Not Received 401

Cumberland Emergency Management Agency 8/16/2012 7/3/2013 322

Waldo Emergency Management Agency 8/16/2012 11/8/2012 85

Source: DHS OIG analysis of MEMA data

As a result of MEMA'’s delay in obligating funds, subgrantees may not have
sufficient time to use grant funds to meet their approved needs. This could result
in additional funds that would need to be deobligated when FEMA grant
agreements for FYs 2010 through 2012 expire.

Monitoring of Subgrantees

www.oig.dhs.gov 9

MEMA neither sufficiently monitored its subgrantees to ensure they complied
with applicable Federal requirements, nor did it measure subgrantee
performance adequately. Although MEMA performed onsite financial audits of a
sample of various Federal grant-related purchases during FYs 2010 through
2012, we could not determine whether the agency audited a sufficient number
of SHSP subgrantees. In addition, MEMA'’s onsite audits did not include
programmatic monitoring of grant-related purchases, activities, and
performance.
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The CFR, the Office of Management and Budget, FEMA, and MEMA all provide
guidance and requirements for subgrantee monitoring. Specifically, according to
44 CFR §13.40, Monitoring and Reporting Program Performance, grantees are to
manage the day-to-day operations of grant- and subgrant-supported activities
and ensure that grant recipients comply with applicable Federal requirements
and achieve program performance goals.

The Office of Management and Budget’s Circular A-133, Audits of States, Local
Governments, and Non-Profit Organizations, Compliance Supplement, Part 3 —
Compliance Requirements, M. Subrecipient Monitoring also requires grantees to
monitor subgrantees’ use of Federal awards through reporting, site visits, regular
contact, or other means to provide reasonable assurance of compliance with
laws and regulations. FEMA’s DHS Homeland Security Grant Program Guidance
and Application Kit and MEMA's financial standard operating procedures both
include monitoring guidance to ensure compliance with applicable requirements.

During FYs 2010 through 2012, MEMA performed onsite financial audits of a
sample of Federal grant purchases and related documentation every year. Yet,
we were unable to determine how many SHSP grant-related purchases were
included in these audits because MEMA did not track which type of grants it
monitored. MEMA'’s financial standard operating procedures require onsite
monitoring of no less than 10 percent of all Federal grant-related purchases.
MEMA officials did not document how it selected subgrantees to monitor;
therefore, they were unable to provide information on which subgrantees
received SHSP funding or the total percentage of SHSP subgrantees they audited.
MEMA officials said they were unaware that they had to document their
methodology for selecting subgrantees. Without knowing which SHSP
subgrantees it audited, MEMA could not ensure that it adequately monitored
SHSP subgrantees, or that SHSP subgrantees were complying with grant-related
requirements.

MEMA's onsite audits of subgrantees were also limited to review of purchases
and supporting documentation. MEMA did not conduct programmatic reviews of
grant-related purchases, activities, and performance, as required by Federal
guidance, to ensure subgrantees’ compliance with Federal requirements and
achievement of performance goals. According to MEMA officials, they did not
have enough staff to monitor subgrantees’ performance effectively. Unless
MEMA monitors subgrantees as required, it cannot ensure they are complying
with laws and regulations and their grant-related activities are improving their
ability to prepare for and respond to acts of terrorism, and manmade and

natural disasters.
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Property Management and Inventory Controls

MEMA did not follow Federal and state inventory control policies for grant-
funded equipment, and subgrantees did not always have inventory control
policies in place. In addition, subgrantees did not include all required information
on inventory lists and did not inventory equipment as required. Without
adequate inventory controls, MEMA and its subgrantees could not ensure that
equipment purchased with SHSP funds was adequately safeguarded to prevent
its misuse, loss, damage, or theft.

Both the CFR and MEMA have inventory control procedures. According to 44 CFR
§13.32, for grant-funded equipment, states are to maintain property records and
develop a control system to ensure adequate safeguards to prevent loss,
damage, or theft of property. In addition, MEMA'’s financial standard operating
procedures require that it maintain an electronic inventory of all fixed assets in
the state accounting system, called the Advantage Information System.
According to MEMA's procedures, inventory records must include specific
information about assets, such as acquisition cost; make; model; serial number;
location; useful life; and the grant, contract, or fund to which the asset is
assigned. The CFR also requires property records to include certain elements,
such as a description of the property, a serial number or other identification
number, the source of property, and any ultimate disposition data.

MEMA officials were unable to provide an inventory list from the Advantage
Information System. Instead, MEMA had a property list of the equipment it
purchased with SHSP funds, and it tracked subgrantee equipment that it audited
(valued at $5,000 or more) on a spreadsheet, which was not SHSP-specific or all-
inclusive. Neither the property list of MEMA-purchased equipment nor the
spreadsheet used to track subgrantee equipment included all of the required
data elements. MEMA officials reported that they were unaware they needed to
implement and maintain inventory controls for property purchased with SHSP
funds, although this requirement is included in MEMA’s standard operating
procedures.

A review of four subgrantees’ property records showed that not all complied
with Federal regulations. Specifically, none of the four subgrantees had an
inventory control policy that included the CFR requirement to maintain property
records. Based on subgrantee statements three of the four did not conduct a
physical inventory of property at least once every 2 years as required by the CFR.
This occurred because MEMA did not provide the subgrantees with inventory
control requirements or guidance; therefore, the subgrantees were not aware
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that they needed to implement and maintain inventory controls for property
purchased with SHSP funds.

One of the four subgrantees did not maintain an inventory list of any kind, and
the other three subgrantees maintained an inventory list of their equipment, but
the lists were not SHSP-specific. The three subgrantees’ inventory records did
not include all of the CFR-required data elements.

Documenting Employees’ Time

According to a MEMA official, MEMA staff who work on several different grants
did not allocate the exact amount of time spent working on SHSP grants.
Because there are no records of the exact time that MEMA staff spent on various
grants, we could not determine whether SHSP grant funds allocated for salaries
were accurate, or were undercharged or overcharged. Furthermore, FEMA did
not approve the system that MEMA uses to allocate salaries, as required by
Federal regulations.

According to the CFR, personnel activity reports or equivalent documentation
must, among other things, reflect an after-the-fact distribution of the actual
activity of each employee and account for the total activity for which each
employee is compensated. Budget estimates or other distribution percentages
determined before services are performed do not qualify as support for charges.
Also according to the CFR, systems other than activity reports may be used to
allocate salaries and wages, but they must be approved by the cognizant agency.

Under MEMA’s system, staff members allocate their time according to
predetermined percentages based on their job descriptions and the results of
annual budget reviews. For example, one person might allocate 75 percent of his
or her time to the HSGP and 25 percent to Emergency Management
Performance Grants; another person might allocate 100 percent to HSGP.
According to one MEMA official, allocating the exact amounts of time would be
time consuming and not cost beneficial. However, the official acknowledged that
because the time charges are just estimates, during each pay period, a person
could actually spend less than the predetermined allocated percentage of time
working on certain grants. As a result, SHSP grant funds could be funding other
grant or state activities.
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Recommendations

We recommend the FEMA Assistant Administrator, Grant Programs Directorate:
Recommendation #1:

Develop and provide states with consistent and comprehensive measurement
tools that include baselines for measuring and demonstrating progress toward
enhancing their level of preparedness through the use of SHSP grant funds.

Recommendation #2:

Require MEMA to verify that subgrantee procurement procedures are in
compliance with Federal and state procurement regulations.

Recommendation #3:

Review and remedy the $89,500 in questioned costs for the two purchases made
by subgrantees that did not comply with Federal and state procurement policies,
returning to FEMA the cost of any unallowable expenditures.

Recommendation #4:

Require MEMA to verify and document that equipment purchased by
subgrantees is on the Authorized Equipment List, prior to reimbursement.

Recommendation #5:

Require MEMA to obtain written consent from local jurisdictions prior to
spending funds on their behalf.

Recommendation #6:

Require MEMA to review and update its obligation and approval process to
identify ways to shorten the process so subgrantees have sufficient time to
procure and spend their grant funds.

Recommendation #7:

Require MEMA to document the methodology it uses to determine which
subgrantees will be reviewed annually. This documentation should provide the
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total percentage of Federal funds that will be audited, as well as the percentage-
breakdown of each Federal grant, including SHSP grant funding.

Recommendation #8:

Require MEMA to conduct and document onsite monitoring of subgrantee
programs, functions, and activities to ensure compliance with applicable Federal
requirements and progress toward achieving performance goals.

Recommendation #9:

Require MEMA to develop and implement procedures to ensure that all SHSP
inventory records comply with the Code of Federal Regulations.

Recommendation #10:

Require MEMA to change its time allocation system to record the actual activity
of staff, or get approval from FEMA on its current time allocation system.

Management Comments and OIG Analysis

FEMA and MEMA provided comments on the draft of this report. Appendix B
includes a copy of the responses in their entirety.

Management Comments to Recommendation #1. FEMA concurred with the
recommendation and has established and implemented a system to help states,
territories, and urban areas establish measurable goals and objectives that will
enable them to systematically measure improvements in first responder
capabilities and statewide preparedness.

FEMA said that as part of the National Preparedness System, it has developed
and is implementing performance assessments that measure progress toward
achieving the National Preparedness Goal. According to FEMA, its strategy is to
base assessments on the principles that the Nation needs to understand existing
risks, use those risks to determine required capabilities, assess current capability
levels against those requirements, and track its progress in closing identified
capability gaps.

According to FEMA, on August 29, 2013, it released a consistent methodology for
determining risks in the Comprehensive Preparedness Guide 201: Threat and
Hazard Identification and Risk Assessment (THIRA) Guide Second Edition. The

www.oig.dhs.gov 14 01G-14-86


http:www.oig.dhs.gov

GEARTA

OFFICE OF INSPECTOR GENERAL

Department of Homeland Security

‘\011 Ly
T

£ 5
LAND So

guide details a four-step process that jurisdictions can use to achieve desired
outcomes and capability targets for each of the core capabilities. According to
FEMA, this approach allows a jurisdiction to establish its own capability targets
based on the risks it faces. On December 31, 2012, states, territories, and major
urban areas receiving HSGP funds were required to submit their THIRAs to
FEMA. Also in 2012, states and territories were required to submit state
preparedness reports (SPR) to FEMA. Lastly, per FEMA, the THIRA and SPR
results highlight gaps in capability and the progress of grantees in closing those
gaps over time. The results of the capability assessments are reported annually
in the National Preparedness Report.

According to FEMA, the next component of the National Preparedness System is
to build and sustain capabilities. This step ties grant investments directly to
needs and shortfalls. Grantees address documented capability requirements and
gaps in their grant applications. Within the investment justifications submitted in
the grant application, grantees must identify the core capability, the priority of
the core capability, and the capability gaps noted in their SPR that investment
intends to address. FEMA officials said they verify completion of the
investment/projects through programmatic monitoring and the Biannual
Strategy Implementation Report.

FEMA officials said they addressed OIG’s recommendation for states to establish
SMART goals and objectives to systematically measure improvements in first
responder capabilities and statewide preparedness by requiring use of a set of
tools including the THIRA, SPR, and investment justifications.

OIG Analysis. We consider FEMA’s corrective actions to be responsive to the
recommendation. The recommendation is considered resolved and closed. We
did not include the enclosures to FEMA’s response—Maine’s THIRA and its SPR—
in appendix B because they were too large and did not affect our analysis and
conclusion.

Management Comments to Recommendation #2. FEMA concurred with the
recommendation and will require MEMA to develop and implement a plan to
verify that subgrantee procurement procedures are in compliance with 44 CFR
§13.36 Procurement. The estimated completion date is June 20, 2014.

MEMA concurred with the recommendation. According to MEMA, for FY 2014
grants and all future grant awards, it will amend its guidance to ensure that
subgrantees adhere to Federal and state purchasing guidelines.
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OIG Analysis. We consider FEMA’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending completion of the corrective action.

Management Comments to Recommendation #3. FEMA concurred with the
recommendation and will require MEMA to provide supporting documentation
permitting FEMA to determine whether the questioned costs for the two
purchases made by subgrantees complied with 44 CFR §13.36 Procurement.
Should MEMA be unable to provide such supporting documentation, FEMA will
require the recoupment of any disallowed costs. The estimated completion date
is June 20, 2014.

MEMA disagreed with these questioned costs. According to MEMA, the
subgrantees were following guidance current for the grant years in which they
were spending funds. MEMA believed the local purchasing procedures were
sufficient. In its response to recommendation #2, MEMA said it would ensure
that future grant guidance contains requirements to follow Federal and state
purchasing procedures.

OIG Analysis. We consider FEMA'’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action. We did not include
the enclosure to MEMA'’s response—Timeline and Rationale for Purchasing
Decisions—in appendix B because it included names and possible fiduciary
information.

Management Comments to Recommendation #4. FEMA concurred with the
recommendation and will require MEMA to develop policies and procedures to
ensure and document that equipment purchased by subgrantees is on the AEL,
prior to reimbursement. The estimated completion date is June 20, 2014.

MEMA concurred with this recommendation and stipulated that it is already
being met. According to MEMA, grant applications and invoices from
subgrantees pass through multiple layers of review at MEMA before being
approved. Additionally, items purchased and reimbursed under the program are
reviewed by MEMA staff during the subgrantee monitoring process, either in
desk review or in a physical visit to the subgrantee’s location.

OIG Analysis. We consider FEMA’s proposed corrective action to be responsive

to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.
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Management Comments to Recommendation #5. FEMA concurred with the
recommendation and will require MEMA to execute MOUs with local
jurisdictions prior to spending funds on their behalf and provide copies of the
MOUs to FEMA. The estimated completion date is June 20, 2014.

MEMA concurred with this recommendation. MEMA noted that it corrected this
discrepancy on June 19, 2013, with the signing of MOUs by County Emergency
Management Agency directors who agreed to the funding strategy of “statewide
shared programs.” MEMA also reported that it has already executed a similar
MOU for FY 2013 funds.

OIG Analysis. We consider FEMA’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.

Management Comments to Recommendation #6. FEMA concurred with the
recommendation and will require MEMA to review and update its obligation and
approval process to identify ways to shorten the process so subgrantees have
sufficient time to procure and spend grant funds. The estimated completion date
is June 20, 2014.

MEMA disagreed with this recommendation. MEMA maintained it has
communicated its current “pre-award notification letter” procedure to FEMA
program staff through annual monitoring visits for as many years as the practice
has been in place, and not once has the procedure been questioned. In addition,
MEMA said that FEMA requires documentation of this 45-day pass-through
period through filing of the Initial Strategy Implementation Plan. MEMA has filed
each year’s Initial Strategy Implementation Plan on time, and FEMA program
staff have not questioned the manner in which funding is released to
subgrantees.

OIG Analysis. We consider FEMA’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.

Management Comments to Recommendation #7. FEMA concurred with the
recommendation. FEMA will require MEMA to develop and implement a
subgrantee monitoring plan that complies with 44 CFR §13.40 and includes
documentation of the methodology it uses to determine which subgrantees will
be monitored. This documentation should provide the total percentage of
Federal funds that will be audited, as well as the percentage-breakdown of each
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Federal grant, including SHSP grant funding. The estimated completion date is
June 20, 2014.

MEMA concurred with this recommendation. According to MEMA, subgrantee
monitoring is the historic weakness of its program, but MEMA officials believe
they provide adequate controls throughout the application, review, awarding,
and reimbursement processes, which limits the risk of improper spending by
subgrantees. MEMA officials said they have made attempts to increase grant
staffing through state budget processes, but have not been successful. MEMA
officials contended that they conduct the best monitoring they can, with the
limited resources available.

OIG Analysis. We consider FEMA’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.

Management Comments to Recommendation #8. FEMA concurred with the
recommendation and will require MEMA to develop and implement a
subgrantee monitoring plan that complies with 44 CFR §13.40 and ensures
oversight of programs, functions, and activities, as well as progress toward
achieving performance goals. The estimated completion date is June 20, 2014.

MEMA concurred with this recommendation, for the same reasons as stated
previously.

OIG Analysis. We consider FEMA’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.

Management Comments to Recommendation #9. FEMA concurred with the
recommendation and will require MEMA to develop and implement policies and
procedures to ensure that all SHSP inventory records comply with 44 CFR §13.32
Equipment. The estimated completion date is June 20, 2014.

MEMA partially concurred with this recommendation. MEMA recognizes that
inventory controls are inadequate as required by the CFR; however, it questions
the level of detail required by grant regulations and the value of collecting and
reporting this information to FEMA. MEMA said that it will develop a basic
inventory tracking sheet that subgrantees will be required to complete and file
with the agency.
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OIG Analysis. We consider FEMA’s proposed corrective action to be responsive
to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.

Management Comments to Recommendation #10. FEMA concurred with the
recommendation and will require MEMA to provide evidence that its time
allocation system is in compliance with 2 CFR Part 225. The estimated
completion date is June 20, 2014.

MEMA disagreed with this recommendation. According to MEMA, it accounts for
employee time using an online accounting system, which includes multiple
project codes that employees can choose to record their time. According to
MEMA, FEMA has never raised any issues with this method. Where multiple
FEMA grants have complementary and often overlapping, allowable activities,
MEMA accounts for employee salaries and benefits using a percentage of time
spent working for each program. This is done instead of requiring employees to
record time spent on each grant to the fraction of an hour. MEMA believes this
adequately ensures that employees are working and being paid for by their
appropriate grant program.

OIG Analysis. We consider FEMA'’s proposed corrective action to be responsive

to the recommendation. The recommendation is considered resolved and will
remain open pending the completion of the corrective action.
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Appendix A
Objectives, Scope, and Methodology

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and
special reports prepared as part of our oversight responsibilities to promote economy,
efficiency, and effectiveness within the Department.

Public Law 110-53, Implementing Recommendations of the 9/11 Commission Act of
2007, requires DHS OIG to audit individual states” management of SHSP and Urban
Areas Security Initiative grants. This report responds to the reporting requirement for
Maine.

The audit objectives were to determine whether the State used SHSP grant funds in
accordance with the law, program guidance, homeland security strategies, and other
applicable plans; and the extent to which funds awarded enhanced the ability of
grantees to prevent, prepare for, protect against, and respond to natural disasters, acts
of terrorism, and other manmade disasters. The scope of this audit included about $14.5
million in SHSP grants awarded for FYs 2010 through 2012 as shown in table 3.

Table 3: Maine SHSP Awards, FYs 2010 Through 2012
Grant Program FY 2010 FY 2011 FY 2012 Total

State Homeland Security Program $6,613,200 $5,137,205| $2,801,316| S$14,551,721
Source: DHS OIG analysis of FEMA data

The HSGP encompasses several interrelated Federal grant programs as described in
appendix D. We only reviewed the SHSP funding of equipment and programs for
compliance during this audit.

Our audit methodology included work at MEMA and several subgrantees located
throughout Maine. To achieve our audit objective, we analyzed data, reviewed
documentation, and interviewed key state and local officials directly involved in the
management and administration of the SHSP. We reviewed the plans developed by the
State to improve preparedness and respond to hazards.

We met with four subgrantees and MEMA during our audit fieldwork and judgmentally

selected and reviewed FYs 2010 through 2012 files of those SHSP subgrantees. These
four subgrantees included the following two counties and two metro areas:
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e Bangor Metro Area
e Cumberland County
e Portland Metro Area
e Waldo County

The four local subgrantees accounted for about $1.8 million in grant funds, totaling 12
percent of all local SHSP grant funds for FYs 2010 through 2012. MEMA accounted for
S4.4 million in grant funds, totaling 31 percent of all SHSP grant funds.

In addition to the data tests described above, we judgmentally selected equipment from
subgrantee records and verified the existence of the equipment.

We relied on Maine’s Advantage Information System for data on the grant funds
awarded in FYs 2010 through 2012. We conducted limited tests on this data and

compared it with source documentation to ensure that the data were sufficiently
reliable to be used in meeting our audit objective.

We conducted this performance audit between May 2013 and September 2013
pursuant to the Inspector General Act of 1978, as amended, and according to generally
accepted government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based upon our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions
based upon our audit objectives.
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Management Comments to the Draft Report

LS. Depariment of Homeland Security
Washingion, DO 20472

JAM BT

MEMORANDUM FOR: Mark Bell
Acting Assistant Inspector General for Audits
Office of Inspector General (O1()
Department of Homeland Security

FROM: David ¥ Kaunfman
Assceiate Administrator for
Poiicy, Program Analysis and International Atfairs
SUBIECT: Federat Emergency Management Agency (FEMA) Response Lo

OIG's Draft Report: “Maine’s Managemant of State Homeland
Security Program (SHSP) Grants Awarded During Fiscal Years
2010 Through 2012™ OIG Project No. 13-139-AUD-FEMA

Thank vou for the opporturtity to comment on your Drafl Report, “Maine’s Management of State
Homeland Security Program Grants Awarded Dunng Fiscal Years 2010 Fhrough 20127 OIG
Project No. 13-139-AUD-FEMA. The findings m the report will be used fo strengthen the
effectiveness and efficiency of how we execute and measure our program. We recognize the
need to continue to impreve the process, including addressing the recommendations raised in this
report. The following are our written respense to the ten (10} recommendations for
implementation, of which, FEMA concurs with all ten (10) recommendations.

Recommendation #1: We reconumend the FEMA Assistant Administrator, Grant Programs
Directorate to develop and provide States with consistent and comprehensive measurement teols
that include baselines for measuring and demonstrating progress toward enhancing their level of
preparedness through the use of SHSP grant funds.

Response: Concur. The imegrated preparedness systemn has its basis in the strategic plan and
planning process. As part of this plan and process, OIG has recommended that FEMA help
states, tersitories and utban arcas establish measurable goals and objectives that will enable them
to systematicaily measure improvements in first responder capabilities and statewide
preparedness. FEMA has established and implemented a system to do exaetly that, as described
below.

Measuring Grant Effectiveness

As part of the National Preparedness Syslem, FEMA has developed and is implementing
performance assessments that measure progress toward achieving the National Preparcdness
Goal. FEMA’s strategy is to base assessments on the principles that the Nation needs to
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understand existing risks, usc those risks to determine required capabhilities, assess current
capabitity levels against those requirements, and track its progress in closing identified capahility
geps.

On August 29, 2013, FEMA released a consistent methodology for determining risks in the
Comprehensive Preparedness Guide 201: Threat and | lazard identification and Risk Assessment
(THIRA} Guide (CPG-201) Second Edition. CPG-201 details a four-step process jurisdictions
can use o achieve desired outcomes and capability targets for cach of the core capabitities. This
approach atows a jurisdiction to establish its own capability targets based on the risks it faces.

On December 31, 2012, states, territories, and major urban arcas recciving Hlomeland Security
Grant Program {HSCGP) funds were required to submit their THIRAs to FEMA. Once each
Jurisdiction has determined capability targets through the TIIRA process, i estimates its current
capabitity levels against those targets. Also in 2012, states and territorics were required to
submit Siate Preparedness Reports (SPRs) to FEMA. The THIRA and SPR PIOCESSES are
scalable o atlow sub-jurisdictions, sub-grantees and subject matter experts to provide input to
the state ar territory. In conjuaction, the THIRA results and the SPR identify capability needs
and gaps. The THIRA and SPR results highlight gaps in capability and the progress of grantees
in closing those gaps over time. FEMA reports the results of the capability assessments annually
in the National Preparedness Report (NPR),

Sustaining, Building and Delivering Capabilities

Having estimaling capability requirements, the next component of the National Preparedness
System is to build and sustain capabilities. This step tics geant investments directly to needs and
shortfulls. Grantees address documented capability requitements and gaps in their grant
applicaiions. Within the Investment Justifications (1) submitted in the grant application,
grantees must specifically identify the core capability or capabititics, the priority of the core
capability as well as the capability zaps noted in their SPR that investment intends to address. In
addition, grantees must identify the specitic outcome(s) of each investment. FEMA verifies
completion of (ke investmentprojects through its programmatic monitoring and the Biannual
Strategy Implementation Report (BSIR). Since the period of perfurmance for the HSGP is two
years, a time limit is set for completion of the project once it is funded.

FEMA addressed the OIG recommendation for States to establish SMART goals and objectives
that will enable states and territories o systematically measure improvements in first responder
capabilities and statewide preparedness by requiring states to use a set of tools including the
THIRA, SPR, and s, Strategy updates are encouraged bur not required as the THIRA, SPR,
and  methodology provide the goals and assessment of progress against (hose goals.

Based on this information, FEMA requests that this recommendation be resoived and closed.

Recommendation #2: We recommend the FEMA Assistant Administrator, Grant Programs
Directorate 0 require Maine Emergeney Management Ageney £ MEMA) to verify that
subgrantee procurement procedures are in compliance with Federal and State procurement
reguiations,
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Response: Concur: The Assistant Administrator, Grant Programs Directorate, will require
MEMA to develop and implement a plan to verily thal subgrantee procurement procedures are in
compliance with 44 CFR 13.36 Procuremnent.

FEMA requests that this recommendation be resolved and open pending completion of the
corrective action plan.

Estimated Completion Date (ECD): June 20, 2014

Recommendation #3: We recommend the FEMA Assistant Administrator, Cirant Programs
Directorate to review and remedy the questioned costs for the two purchases made by
subgrantees that did not comply with Federal and State procurement policies, returning to FEMA
the cost of any unallowable expenditurc.

Responsc: Conecur: The Assistant Administrator, Grant Programs Directorate, will require that
MEMA provide supporting decumentation permitting FEMA to determine whether the
qucstioned costs for the two purchases made by subgranives complicd with 44 CFR 1336
Procurement. Should MEMA be unable to provide such supporting documentation, FEMA wil}
require the recoupment of any disallowed custs.

FEMA requests that this recommendation be resolved and open pending completion of the
corrective action plan,

Estimated Completion Date (ECD): June 20, 2014

Recommendation #4: We recommend the FEMA Assistant Administeator, Grant Programs
Directorate te require MEMA to verify and document that cquipment purchased by subgrantees
is o the Autherized Equipmeni Tist, prior to reimbursement.

Response: Caneur: The Assistant Administrator, Grant Programs Directorate, will require
MEMA to develop policics and procedures to ensure and document thal eyuipment purchased by
subgrantees js on the Authorized Equipment List, prior to reimbursement.

FEMA requests that this recommendation be resolved and epen pending completion of the
corrective action plan.

Estimated Completion Date (TCD): June 20, 2014

Recommendation #5: We recommend the FEMA Assistant Administrator, Grant Programs
Dircctorate to require MEMA to obtain written censent frum local jurisdictions prior 10 spending
funds on their behalf,

Response: Conenr: The Assistant Adminsstrator, Grant Programs Directorate, will require
MEMA lo execute memorandums of understanding with local jurisdictions prior to spending
funds on their behalt and provide copics of same to FTMA.
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FEMA requests that this recommendation be resolved and open pending ¢completion of the
cortective action plan.

Estimated Completion Date (ECD): June 20, 2014

Recommendation #6: We recommend the FEMA Assistant Administrator, Grant Programs
Directorate t require MEMA to review and update its obligation and approval process to
1dentify ways to shorten the process so subgraniees have sufficient time to procure and spend
their grant funds.

Response: Concur: The Assistant Administzatar, Granl Programs Directorate, will require
MEMA to review and update its obligation and approval process to identify ways to shorten the
pracess so subgrantees have sufficient time fo procure and spend grant funds.

FEMA requests that this recommendation he resolved and open pending completion of the
cotrective action plan.

Estimated Completion Date (ECDY: June 20, 2014

Recommendation #7: We recommend the FEMA Assistant Adminjstrator, Grant Programs
Directorate to require MEMA to document the methodology it uses to determine which
subgrantees will be reviewed annually. This documentation should provide the total percentage
of Federal funds that will be audited. as well as the pereentage-breakdown of each Federal grant,
including SHSP grant finding.

Response: Concur: The Assistant Administrator, Grant Programs Directorate, will require
MEMA to develep and implement a subgrantee mumitoring pian that complies with 44 CFR
13,40 and includes documentation of the methodology it uses to determine which subgrantees
will be menitored. This documentation should provide the total percentage of Federal funds that
wilt he audited, as well as the percentage-breakdown of cach Federal granl, including SHSP
grant funding.

FIEMA reguests thai (his recommendation be resolved and open pending completion of the
corrective action plan.

Estimated Completion Pate (ECD): June 20, 2014

Recommendation #8: We recommend the FEMA Assistant Adm; nistrator, Grant Programs
Directoraie to require MEMA to conduct and document onsite fonitoring of subgrantee
programs, fanctions, and activities w ensure compliance with applicable Federal requirements
and progress toward achieving performance goals.

Response: Congur: The Assistans Administrator, Grant Programs Directorate, will require
MEMA to develop and implement a subgrantee monitoring plan that complies with 44 CFR
13.40 and ensurcs oversight over programs, functions, and activities as wel! as progress toward
achieving performance goals.

4
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13.40 and ensures oversight over programs, functions, and activities as well as progress toward
achieving performance goals.

FEMA requests that this recommendation be resolved and open pending completion of the
corrective action plan,

Estimated Completion Date (ECD): June 20, 2014

Recommendation #9: We recommend the FEMA Assistant Administrator, Grant Programs
Dircetorate to require MEMA 1o develop and implement procedures 1o ensure that ail SHSP
inventory records comply with the Code of Federal Regulations.

Respoense: Concur: Lhe Assistant Administrator, Grant Programs Directorate, will require
MEMA (o develop and implement policies and procedures to ensure that all SHSP jnventory
records comply with 44 CFR 13.32 Equipment,

FEMA requests that this recommendation be resolved and open pending complelion of the
corrective action plan.

Estimated Completion Date (ECD): June 20, 2014

Recommendation #10: We recommend the FEMA Assistant Admintstrator, Grant Programs
Directorate to require MEMA to change its time aflecation system to record the acual activity of
staff, or gt approval from FEMA on its current time allocation system,

Response: Concur: The Assistant Administrator, Grant Programs Directorate, wit) require
MEMA 1o provide evidence that is time allocation system is in compliance with 2 CFR Part
225,

FEMA requests that this recommendation be resolved and open pending completion of the
corrective action plan.

Estimated Completion Date (ECD): June 20, 2014

Again, we thank you for the work that you and your team did to inform vs of measures we can
take to enbance the program’s overall effectivencss. We look ferward to OIG's final report for
“Maine’s Management of State Homeland Security Program Grants Awarded During Fiscal
Years 2010 Through 20127, Pleasc direct any questions regarding this response to Gary
McKeon, FEMA’s Chief Audit Liaison, at 202-645-1 308,

Enclosures:
1. Maine THIRA
2, Maine SPR

Ay
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PAUL R LEPACE

GOVERNCR PHONE: 207-624-4400/800452-8735
BG James D, CAamreeLL Fax: 207-287-3180 BRUCE F FITZGERALD
COMMISIIONER 0 DIRECTCR

To: Mr, Mark Bell
Acting Assistant Inspector General for Audit, DHS-O1G Office of Audit

From: Bruce Fitzgerald
Acting Director, Maine Emergency Management Agency

Date:  February 21, 2014

RE:  Maine's response 1o QLG s Drafl Reporl: Maine s Management of Stale Homeland Securily
Program Grants Awarded Duving Fiscal Years 2010 Through 2012

lirrst please aceept our thanks for the extended pertod of time to submit these comments. We have
axperienced a difficult winter m Maine, with a severe 1ce storm and ongomng recovery period, in the
nmuddle of a transition 1 leadershup here at Maine Emergency Management Agency. We appreciate your
consideration of these circumstances and the additional time provided to submit this response to CIG's
Diraft Audit Repoart

Below are MEMAs comments regarding the OIG recommendations from the Draft Report:

Recommendation |; MEMA coneurs with this recommendation. Further, as the recommendation
specilically dircets FEMA w develop and provide consisient, comprehensive measurement tools o the
States, we request that this recommendation be removed from the State of Maine’s individual audit report.

Recommendation 2: Maine concurs with this racommendation. Prior grant guidance to subgrantees
included requirements to follow the “local purchasing practices™ of the subgrantee jurisdiction. Going
forward, MEMA will amend 1ts guidance to ensure that subgrantees adhere to Federal and Stare
purchasing guidelines. This will be applied to FY2014 grants and all future grant awards

Recommiendation 3: MEMA disagrees with these questioned costs. The subgrantees werea following
cutdance current for the grant vears being spent, 1.e. that their local purchasing procedures were
sutticient.

1. Inthe case of Waldo County EMA, the Emergency Management Director has provided a
clear timelie and justification for the rationale far hus purchasing decisions. A copy of this
numeline 15 included with this Memo. The Agency demonstrated cost savings by acting as the
“general contractor”™ for a tower construction project. rather than contracting out the entire
project ata significant mark-up. Additionally, the Agency can provide all back-up
documentation and attempts to secure local hids for various components of the project. Tn
some cases, there was only cne local vendar that could provide the needed service.

In the case of the City of Bangor, the City demonstrated that they followed thewr own
established purchasing rules. The City Council authorized the purchase of specific software
by scle source procurement, waiving their normal bid process.

[
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As stated in the response to Recommendation 2, MENMA will ensure that fiture grant guidance containg
requirements to follow Federal and State purchasing procedures.

Recommendation 4: MEMA concurs with this recommendation, and stipulates that it is alrcady being
mel. {irant applications lrom subgrantess pass through multiple Tayers of review al MEMA belore being
approved. Once spending on specific items has been authorized, subgrantees purchase items and submit
invoices to MEMA for reimbursement. At this point the invoices also receive multiple reviews by
MEMA program and [inancial stall. Over many years of managing HSGP spending, MEMA stall arc
very [amiliar with the Allowable Lguipment List (AliL). and ineligible expenses are nol reimbursed.
Additionally, the items purchased and reimbursed under the program are reviewed by MEMA staft during
the subgrantee monitoring process, either in desk review or in a physical visit to the subgrantee™s location.

OIG Audit Stall scemed focused on the fow examples of grant application forms where subgrantees did
notl [ill in a bux [or ALL number ol specilic items. MUEMA counters that routing ilems such as “portable
radios™ and the like, which are clearly on the AFL, should not be held up or disallowed for an oversight in
filling out a form. MEMA respecttully requests that this recommendation be removed from the final
audit report.

Recommendation 5: MEMA concurs with this recommendation. OIG Audit Staff discovered a lack of
documentation in MEMAs files regarding the spending of HSGP funds on “statewide shared programs™
which benefit multiple counties or regienal groups of responders. As noted by OIG staff, MEMA
correcled this discrepancy an June 19, 2013 with the signing of MOUs by County IMA Directors that
apreed to the funding stratepy of “statewide shared programs.” TFurthermore, MIIMA has already
executed a similar MOU for FY2013 funds. With this correction in mind, MEMA respectfully requests
that this recommendation be removed from the final audit report.

Recommendation 6: MEMA disagrees with this recommendation. Lor all grant years, MUEMA provides a
“pre-award notification letter™ to subgrantee agencies within the 435 dav period required by the grant. An
application period ensues, in which subgrantees submit their projects for review by MEMA and an
official award lottcr and MOU are oxeented. From the moement the pre-award lotter is roleascd.
subgrantees are aware ol their impending award and can begin to budget [or their projects. MEMA has
communicated this procedure to TTMA Program Staff through annual monitoring visits for as many vears
as the practice has been in place, and not once has the procedure been questionsd. Furthermore, FEMA
requires documentation of this 45 day pass-through period through filing of the Initial Strategy
Implementation Plan (ISIP). MEMA has filed cach year’s ISIP on time, and with no qucstions from
FEMA Urogram Stall aboul manncer in which [unding is released Lo subgranteos.

Recommendation 7: MEMA concurs with this recommendation. Subprantee monitoring is the historic
weakmness of MEMA’s program. We belicve the Ageney provides adequate controls throughout the
application, review, awarding, and reimbursament processos, which limits the risk ol mimproper spending
by subgrantees. However, as has been documented in past audits, MIENA’s linancial and program stall’
congists of 3 full time emplovees managing seven or more annual federal grants, along with multiple state
and other revenue streams. We believe that HSGP subgrantee monitoring could be strengthened with the
addition of (inance/grant management stalll The Ageney has made atlempls Lo inerease grant stalling
through stale budget processes. and has not been successful. As a resull, the Agency conducts the best
monitoring that it can, with the limited resources available. We provided documentation of menitoring
policies and procedures, along with reports from prior monitoring visits, to OIG Audit Staff.

Recommendation §: MEMA concurs with this recommaendation, for the same reasons as stated above.

Recommendation @: MEMA partially concurs with this recommendation. The Agency recognizes that
iventory controls arc imadequate as required by the CFR. However, the Agency questions the level of
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detail required by grant repulations and the value of collecting and reporting this information to FEMA.
Through the Apency’s established monitoring process, and in accordance with the CFR reculation on
reporting items valucd at $3,000 or more, subgrantces are asked to produce for ingpection the
ilems/cquipment thal were reimbursed grant expenses. Diserepancics are noled in the monitoring report
and subsequently deall with between MEMA and the subgraniee. 1'o expect every subgrantee o
document the level of detail for everv single item purchased is an unnecessary level of data collection that
we believe serves little purpose to FEMA. MEMA will develop a bagic inventory tracking sheet that
subgrantces will be required o complete and file with the Ageney.

Recommendation 10: MEMA disagrees with this recommendation. T.ke all State of Maine agencies,
MEMA accounts for employee time using the MS-TAMS online accounting svstem. The system

provides for multiple project codes that employees can choose to record their tune. The Agency funds its
stall using a combination of $tate, Federal and Other revenue streams. We provided multiple cxamples of
timekeeping and payroll certification sheets o OLG Audit $tall, and lurther belicve this process to be
adequate based on previous annual grant monitoring performed by FEMA Program Staff, who never
raised any issucs with the Ageney’s methods. MEMA belicves it to be overly burdensome to require
individual stall 1o record tme spent on work products w the level reeommended by OIG Audil $tafl.
Where mulliple FEMA grants (such as LMPG and [1SGP) have complimentary, and olien overlapping,
allowable activities, MIIMA accounts for employee salaries and benefits using a percentage of time spent
working for each program, rather than requiring employess to record time spent on each grant down to the
fraction of an hour. Instead, pavroll certification sheets are signed by the emplovee to account for the
percenlage of Lime spent an allowable grant activities under sach program. We believe this Lo be
adequate to ensure that statt are working, and heing paid for, by their appropriate grant program.
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Appendix C
MEMA Grant Allocation Process

FEMA SHSP
Grant Funds

MEMA

+ v

g
20% State Level Funding ?D Yo ;aEs“?]'Ihrough
q
: ?_;2/“"';”0" ) . Metro Areas
Emaares . Counties/Locals
MEMA Statewide ¥ * X
Programs 55% (80% of
- Public Awareness 45% (80% of funds) funds)
. Hazmat & Special to Metro Areas competitively
Teams awarded to
- Training Countesilocals
. Exercises H
MEMA sends
MEMA:gands.iirs. Grant Guidance &
Award Letter to z
Metro Areas ARBlicationo .
Counties/Locals Inform Counties/
Locals
No
Mairos somd Grant Review
Budget Proposal MEMA Original/ Committes scores Grant Proposal
Approved Revised Budget Approved
& ranks proposals
Proposals
MEMA sends Award |letter & MOU Yes
to Sub-grantee({obligating grant |«
funds)

v

Sub-grant=es sign
and return MOU to
MEMA and can
get reimbursed

*FY 2012 Funding is
based on formula not a
competitive process.
Process is similar to FY
2010/2011 Metro Awards.

Source: DHS OIG
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Homeland Security Grant Program

The HSGP provides Federal funding to help state and local agencies enhance capabilities
to prevent, deter, respond to, and recover from terrorist attacks, major disasters, and
other emergencies. It encompasses several interrelated Federal grant programs that
together fund a range of preparedness activities, including planning, organization,
equipment purchase, training, and exercises, as well as management and administration
costs. Programs include the following:

e The State Homeland Security Program provides financial assistance directly to each
of the states and territories to prevent, respond to, and recover from acts of
terrorism and other catastrophic events. The program supports the implementation
of the state homeland security strategy to address identified planning, equipment,
training, and exercise needs.

e The Urban Areas Security Initiative provides financial assistance to address the
unique planning, equipment, training, and exercise needs of high-risk urban areas,
and to assist in building an enhanced and sustainable capacity to prevent, respond
to, and recover from threats or acts of terrorism and other disasters. Allowable costs
for the urban areas are consistent with the SHSP. Funding is expended based on the
urban area homeland security strategies.

The HSGP also includes other interrelated grant programs with similar purposes.
Depending on the fiscal year, these programs include the following:

e Metropolitan Medical Response System

e (Citizen Corps Program
e Operation Stonegarden
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Appendix E

Potential Monetary Benefits

Classification of Monetary Benefits

Funds To Questioned Questioned
Rec. Costs —
No Be Put to Unsubborted Costs — Total
" | Better Use PP Other
Costs
Subgrantee purchases not
in compliance with Federal 3 $0 $89,500 $0 $89,500
and state procurement
policy.
Source: DHS OIG
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Major Contributors to This Report

Alexander Best, Director

Patrick Tobo, Audit Manager

Tessa May-Fraser, Auditor in Charge
Christopher Byerly, Program Analyst
Elaine Ferguson, Program Analyst

Megan McNulty, Program Analyst

Kelly Herberger, Communications Analyst
Stephanie Christian, Referencer

www.oig.dhs.gov 33 01G-14-86


http:www.oig.dhs.gov

SRARTA
A A

;j = ; OFFICE OF INSPECTOR GENERAL
o Department of Homeland Security
Appendix G

Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

Deputy Chief of Staff

General Counsel

Executive Secretary

Director, GAO/OIG Liaison Office

Assistant Secretary for Office of Policy
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
Chief Privacy Officer

Federal Emergency Management Agency

Administrator

Assistant Administrator, Grant Programs Directorate
Federal Emergency Management Agency Audit Liaison
Grant Programs Directorate Audit Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as appropriate
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ADDITIONAL INFORMATION

To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.

For further information or questions, please contact Office of Inspector General (OIG)
Office of Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov, or follow us on
Twitter at: @dhsoig.

OIG HOTLINE

To expedite the reporting of alleged fraud, waste, abuse or mismanagement, or any
other kinds of criminal or noncriminal misconduct relative to Department of Homeland
Security (DHS) programs and operations, please visit our website at www.oig.dhs.gov
and click on the red tab titled "Hotline" to report. You will be directed to complete and
submit an automated DHS OIG Investigative Referral Submission Form. Submission
through our website ensures that your complaint will be promptly received and
reviewed by DHS OIG.

Should you be unable to access our website, you may submit your complaint in writing
to:

Department of Homeland Security

Office of Inspector General, Mail Stop 0305
Attention: Office of Investigations Hotline
245 Murray Drive, SW

Washington, DC 20528-0305

You may also call 1(800) 323-8603 or fax the complaint directly to us at
(202) 254-4297.

The OIG seeks to protect the identity of each writer and caller.



http:www.oig.dhs.gov
mailto:DHS-OIG.OfficePublicAffairs@oig.dhs.gov
http:www.oig.dhs.gov



