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Executive Summary 

Independent Review of the Cartagena, Colombia Incident Involving United States Secret Service 
Employees 

Synopsis 

In response to a joint request by Senators Lieberman and Collins to conduct an independent 
inquiry into alleged misconduct of United States Secret Service (USSS) employees around the 
time of the President’s April 2012 trip to Cartagena, Colombia, the Department of Homeland 
Security (DHS), Office of Inspector General (OIG), Office of Investigations, initiated an 
investigation. The President travelled to Cartagena to attend the Summit of the Americas. 

The objectives of our investigation were (1) to determine the details of the incident in 
Cartagena, and (2) to assess USSS’ cooperation with our investigation. This report contains the 
results of our investigation into the details of the incident in Cartagena. 

As part of our investigation of misconduct reported prior to the President’s April 2012 visit to 
Cartagena, we interviewed or attempted to interview 251 USSS personnel. Based on our 
interviews and review of records, we identified 13 USSS employees who had personal 
encounters with female Colombian nationals consistent with the misconduct reported. We 
determined that one of the female Colombian nationals involved in the incident was known to 
the Intelligence Community. However, we found no evidence that the actions of USSS 
personnel had compromised any sensitive information. 

While the scope of the investigation was limited to the conduct of DHS personnel in Cartagena, 
we did obtain hotel records that suggested female foreign nationals signed in as guests to 
rooms registered to one White House Communications Agency employee (an officer with the 
Department of Defense) and one reported member of the White House staff and/or advance 
team. We did not interview the two non‐DHS employees. 

During our investigation, we attempted but were not able to interview the female Colombian 
nationals involved in the incident. Nor were we able to obtain records for 14 of the 15 hotels 
used by official U.S. Government personnel to determine whether similar misconduct occurred 
during the time USSS personal were in Cartagena, between April 1st and April 17, 2012. We 
made an official Mutual Legal Assistance Treaty request from the Department of Justice so we 
could interview the female Colombian nationals and secure other investigative records. 
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However, the Department of Justice declined our request because the information was sought 
for a Congressional proceeding rather than a U.S. criminal matter. 

Details 

Methodology 

Upon initiating our investigation, we independently identified USSS personnel who directly 
supported the Cartagena visit and other potential witnesses who may have had information 
regarding the Cartagena trip. We identified the personnel directly involved in the incident, as 
well as the potential witnesses, through documentary sources including official travel records, 
hotel registries, country clearance cables, personnel assignments, and USSS and U.S. Embassy 
records. 

Of the 251 USSS employees we interviewed or attempted to interview, 32 employees declined 
to answer our questions. Of these 32 employees, 10 were senior level managers or senior 
executives; and 22 were special agents or inspectors. Before conducting an interview, we 
informed employees that our investigation was separate and distinct from the investigation 
conducted by the USSS Office of Professional Responsibility.1 In addition, depending on the 
USSS employee interviewed, we generally asked them to read and sign an Advice of Rights 
(Beckwith/Garrity) form, stating that participation in the interview was voluntary, or Advice of 
Rights (Kalkines) form, stating that participation in the interview was non‐voluntary. In 
addition, we asked employees to sign a Non‐Disclosure Agreement. Twenty‐two of the 219 
USSS employees who were interviewed did not sign an Advice of Rights (Beckwith/Garrity or 
Kalkines) form and/or Non‐Disclosure Agreement, but still agreed to be voluntarily interviewed. 

We also attempted to interview eight additional current and former employees regarding issues 
related to the USSS personnel in Cartagena, but were unable to contact them. 

Results of Interviews and Review of Records 

Based on our interviews and review of records, we identified 13 USSS employees who had 
personal encounters with female Colombian nationals consistent with the misconduct reported 

1 On May 30, 2012, OIG consulted with the U.S. Department of Justice (DOJ) after preliminary reports indicated 
that the USSS Office of Professional Responsibility did not provide any employee rights advisements during 
interviews conducted as part of its investigation of this incident. By not providing such advisements, the office may 
have potentially “tainted” information obtained during, or as a result of, these interviews. After consulting with 
DOJ, we decided to conduct new interviews to ensure that our information was obtained voluntarily, and 
therefore, would be usable in any potential criminal or administrative proceeding. 
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in April 2012, around the time of advance activities for the President’s visit to Cartagena. These 
encounters took place at the Hotel Caribe, the Hilton Cartagena Hotel and at a private 
residence. 

Our investigation determined that 12 of the 13 USSS employees met 13 female Colombian 
nationals at bars or clubs and returned with them to their rooms at the Hotel Caribe or the 
Hilton Cartagena Hotel. In addition, one USSS employee met a female Colombian national at a 
private residence; we attempted to interview this employee but he refused. We interviewed 
the remaining 12 USSS employees who had personal encounters with the 13 female Colombian 
nationals. Through our interviews, we learned that following their encounters, 3 females left 
the rooms without asking for money, 5 females asked for money and were paid, and 4 females 
asked for money but were not paid. In addition, one female, who asked to be paid but was not, 
brought a Colombian police officer to the door of the USSS employee’s room; the employee did 
not answer the door. As a result, she was paid by another USSS employee and left. 

During our investigation, USSS personnel alleged that a White House Communications Agency 
employee (an officer with the Department of Defense) and one reported member of the White 
House staff and/or advance team had personal encounters with female Colombian nationals. 
We reviewed the registry from the Hilton Cartagena Hotel for this time period, which showed 
names of two people who we identified as the non‐DHS employees associated with the White 
House, registered in two separate rooms. The names of three females were listed as visitors to 
these two rooms during the advance activities for the President’s visit. We did not interview 
the two non‐DHS employees. 

We also reviewed travel vouchers from Cartagena submitted by 7 of the 13 USSS employees 
who had personal encounters with female Colombian nationals consistent with the misconduct 
reported. We found no evidence of any claims for reimbursement for overnight guest fees, a 
fee charged by the hotels for the female Colombian nationals who visited the 12 USSS 
employees. The remaining 6 USSS employees did not submit travel vouchers. 

During our interviews, we asked USSS employees whether they were aware of incidents similar 
to those that occurred in Cartagena and whether they thought this incident was indicative of 
larger organizational or cultural issues within the USSS. One hundred twenty‐three 
interviewees believed the incident was an anomaly, 5 said the underlying organizational culture 
played a role, and 11 relayed knowledge of similar misconduct occurring on other occasions. 
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National Security 

As part of our investigation, we identified 16 female Colombian nationals involved in the 
incident; we could not identify the name of the female Colombian national involved in the 
incident at a private residence. We queried the Intelligence Community to determine whether 
these 16 females were connected to criminal or terrorist organizations. Two of the females’ 
names had associated derogatory information, which is classified; however, just one could be 
supported. The other was vetted and found not to be the foreign national in question. 

During our interviews, no USSS personnel reported any potential loss or disclosure of national 
security information or any specified threat to the President directly related to the Cartagena 
incident. More specifically, we found no evidence that the actions of USSS personnel had 
potentially compromised any sensitive information. 

Reporting of Contact with Foreign Nationals 

As part of our investigation, we reviewed USSS reports of contact with foreign nationals dated 
between December 16, 2008 and June 15, 2012, to determine whether contact with foreign 
nationals had been reported and documented as required2 and to identify any contacts with 
foreign nationals similar to that in Cartagena. We found that 105 reports of contact with 
foreign nationals had been filed by USSS personnel before the Cartagena incident. Following 
the Cartagena incident and a subsequent reported change in USSS policy, 423 new reports of 
contact with foreign nationals were filed for contacts dating back to 1976. Of the 423, one 
report was filed for the Cartagena trip. 

Director of Central Intelligence Directive, DCI Directive No. 6/4, Personnel Security Standards and Procedures 
Governing Eligibility for Access to Sensitive Compartmented Information (SCI) dated July 2, 1998 and Security 
Awareness and Reporting of Foreign Contacts Presidential Decision Directive PDD/NSC‐12, dated August 5, 1993 
contain requirements for reporting contact with foreign nationals. 
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