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Executive Summary 

Independent Review of the Cartagena, Colombia Incident Involving United States Secret Service 
Employees 

Synopsis 

In response to a joint request by Senators Lieberman and Collins to conduct an independent 
inquiry into alleged misconduct of United States Secret Service (USSS) employees around the 
time of the President’s April 2012 trip to Cartagena, Colombia, the Department of Homeland 
Security (DHS), Office of Inspector General (OIG), Office of Investigations, initiated an 
investigation. The President travelled to Cartagena to attend the Summit of the Americas. 

The objectives of our investigation were (1) to determine the details of the incident in 
Cartagena, and (2) to assess USSS’ cooperation with our investigation. This report contains the 
results of our investigation into the details of the incident in Cartagena. 

As part of our investigation of misconduct reported prior to the President’s April 2012 visit to 
Cartagena, we interviewed or attempted to interview 251 USSS personnel. Based on our 
interviews and review of records, we identified 13 USSS employees who had personal 
encounters with female Colombian nationals consistent with the misconduct reported. We 
determined that one of the female Colombian nationals involved in the incident was known to 
the Intelligence Community. However, we found no evidence that the actions of USSS 
personnel had compromised any sensitive information. 

While the scope of the investigation was limited to the conduct of DHS personnel in Cartagena, 
we did obtain hotel records that suggested female foreign nationals signed in as guests to 
rooms registered to one White House Communications Agency employee (an officer with the 
Department of Defense) and one reported member of the White House staff and/or advance 
team. We did not interview the two non‐DHS employees. 

During our investigation, we attempted but were not able to interview the female Colombian 
nationals involved in the incident. Nor were we able to obtain records for 14 of the 15 hotels 
used by official U.S. Government personnel to determine whether similar misconduct occurred 
during the time USSS personal were in Cartagena, between April 1st and April 17, 2012. We 
made an official Mutual Legal Assistance Treaty request from the Department of Justice so we 
could interview the female Colombian nationals and secure other investigative records. 
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However, the Department of Justice declined our request because the information was sought 
for a Congressional proceeding rather than a U.S. criminal matter. 

Details 

Methodology 

Upon initiating our investigation, we independently identified USSS personnel who directly 
supported the Cartagena visit and other potential witnesses who may have had information 
regarding the Cartagena trip. We identified the personnel directly involved in the incident, as 
well as the potential witnesses, through documentary sources including official travel records, 
hotel registries, country clearance cables, personnel assignments, and USSS and U.S. Embassy 
records. 

Of the 251 USSS employees we interviewed or attempted to interview, 32 employees declined 
to answer our questions. Of these 32 employees, 10 were senior level managers or senior 
executives; and 22 were special agents or inspectors. Before conducting an interview, we 
informed employees that our investigation was separate and distinct from the investigation 
conducted by the USSS Office of Professional Responsibility.1 In addition, depending on the 
USSS employee interviewed, we generally asked them to read and sign an Advice of Rights 
(Beckwith/Garrity) form, stating that participation in the interview was voluntary, or Advice of 
Rights (Kalkines) form, stating that participation in the interview was non‐voluntary. In 
addition, we asked employees to sign a Non‐Disclosure Agreement. Twenty‐two of the 219 
USSS employees who were interviewed did not sign an Advice of Rights (Beckwith/Garrity or 
Kalkines) form and/or Non‐Disclosure Agreement, but still agreed to be voluntarily interviewed. 

We also attempted to interview eight additional current and former employees regarding issues 
related to the USSS personnel in Cartagena, but were unable to contact them. 

Results of Interviews and Review of Records 

Based on our interviews and review of records, we identified 13 USSS employees who had 
personal encounters with female Colombian nationals consistent with the misconduct reported 

1 On May 30, 2012, OIG consulted with the U.S. Department of Justice (DOJ) after preliminary reports indicated 
that the USSS Office of Professional Responsibility did not provide any employee rights advisements during 
interviews conducted as part of its investigation of this incident. By not providing such advisements, the office may 
have potentially “tainted” information obtained during, or as a result of, these interviews. After consulting with 
DOJ, we decided to conduct new interviews to ensure that our information was obtained voluntarily, and 
therefore, would be usable in any potential criminal or administrative proceeding. 
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in April 2012, around the time of advance activities for the President’s visit to Cartagena. These 
encounters took place at the Hotel Caribe, the Hilton Cartagena Hotel and at a private 
residence. 

Our investigation determined that 12 of the 13 USSS employees met 13 female Colombian 
nationals at bars or clubs and returned with them to their rooms at the Hotel Caribe or the 
Hilton Cartagena Hotel. In addition, one USSS employee met a female Colombian national at a 
private residence; we attempted to interview this employee but he refused. We interviewed 
the remaining 12 USSS employees who had personal encounters with the 13 female Colombian 
nationals. Through our interviews, we learned that following their encounters, 3 females left 
the rooms without asking for money, 5 females asked for money and were paid, and 4 females 
asked for money but were not paid. In addition, one female, who asked to be paid but was not, 
brought a Colombian police officer to the door of the USSS employee’s room; the employee did 
not answer the door. As a result, she was paid by another USSS employee and left. 

During our investigation, USSS personnel alleged that a White House Communications Agency 
employee (an officer with the Department of Defense) and one reported member of the White 
House staff and/or advance team had personal encounters with female Colombian nationals. 
We reviewed the registry from the Hilton Cartagena Hotel for this time period, which showed 
names of two people who we identified as the non‐DHS employees associated with the White 
House, registered in two separate rooms. The names of three females were listed as visitors to 
these two rooms during the advance activities for the President’s visit. We did not interview 
the two non‐DHS employees. 

We also reviewed travel vouchers from Cartagena submitted by 7 of the 13 USSS employees 
who had personal encounters with female Colombian nationals consistent with the misconduct 
reported. We found no evidence of any claims for reimbursement for overnight guest fees, a 
fee charged by the hotels for the female Colombian nationals who visited the 12 USSS 
employees. The remaining 6 USSS employees did not submit travel vouchers. 

During our interviews, we asked USSS employees whether they were aware of incidents similar 
to those that occurred in Cartagena and whether they thought this incident was indicative of 
larger organizational or cultural issues within the USSS. One hundred twenty‐three 
interviewees believed the incident was an anomaly, 5 said the underlying organizational culture 
played a role, and 11 relayed knowledge of similar misconduct occurring on other occasions. 
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National Security 

As part of our investigation, we identified 16 female Colombian nationals involved in the 
incident; we could not identify the name of the female Colombian national involved in the 
incident at a private residence. We queried the Intelligence Community to determine whether 
these 16 females were connected to criminal or terrorist organizations. Two of the females’ 
names had associated derogatory information, which is classified; however, just one could be 
supported. The other was vetted and found not to be the foreign national in question. 

During our interviews, no USSS personnel reported any potential loss or disclosure of national 
security information or any specified threat to the President directly related to the Cartagena 
incident. More specifically, we found no evidence that the actions of USSS personnel had 
potentially compromised any sensitive information. 

Reporting of Contact with Foreign Nationals 

As part of our investigation, we reviewed USSS reports of contact with foreign nationals dated 
between December 16, 2008 and June 15, 2012, to determine whether contact with foreign 
nationals had been reported and documented as required2 and to identify any contacts with 
foreign nationals similar to that in Cartagena. We found that 105 reports of contact with 
foreign nationals had been filed by USSS personnel before the Cartagena incident. Following 
the Cartagena incident and a subsequent reported change in USSS policy, 423 new reports of 
contact with foreign nationals were filed for contacts dating back to 1976. Of the 423, one 
report was filed for the Cartagena trip. 

Director of Central Intelligence Directive, DCI Directive No. 6/4, Personnel Security Standards and Procedures 
Governing Eligibility for Access to Sensitive Compartmented Information (SCI) dated July 2, 1998 and Security 
Awareness and Reporting of Foreign Contacts Presidential Decision Directive PDD/NSC‐12, dated August 5, 1993 
contain requirements for reporting contact with foreign nationals. 
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SYNOPSIS 

The U.S. Department ofHomeland Securi~y (DRS), Office ofthe InspeCtor General (OIG) initiated 
this investigation on May 23, 2012, based upon a Congressional request that OIG conduct an 
indepet?-dent inquiry into the alleged misconduct of United States Secret Service (USSS) employees 
associated with the President's trip to Cartagena, Colombia in Apri12012 . During the inquiry, OIG 
also received reports that USSS employees had engaged in similar misconduct on other occasions and 
reports ofbroader organizational issues within the USSS. 

OIG interviewed or _attempted to interview 25 1 USSS personnel associated with the President's trip 
to Cartagena, totaling 283 interviews. Before questioning these employees, OIG advised them that ·. 
our inyestigationwas completely separate from the investigation previously conducted by the usss~ . 
Office ofProfession~ Responsibility. In addition, depending on the USSS employee interviewed, we . 
generally asked them to read and sign an Advice ofRights (Beckwith/Oarrity) form, stating that · · 
participation in the interview was voluntary, or Adviee ofRights (Kalkines).form, stating ·that 
participation in the interview was non-voluntary. Of the 251 personnel, 32 employees. declin~d to 
participate in a voluntary interview and to answer our questions. Of these 32 employees, 10 were 
senior level managers or senior executives; and 22 were special agents or inspectors. Twenty-two of 
the 219 USSS employees who participated did not sign an Advice ofRights (Beckwith/Garrity or 
Kalkines) form and/or Non-Disclosure Agreement, but still agreed to be voluntarily interviewed. 

Based on interviews and review ofrecords, OIG identified 13 USSS employees whohad personal 
encounters with female Colombian nationals consistent with the misconduct reported. A 14th USSS 
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employee who was initially identified by the USSS as involved in misconduct was subsequently 
determined by USSS and OIG to have been misidentified. 

While the scope ofthe investigation was limited to the conduct ofDHS personnel in Cartagena, OIG 
did obtain hotel records that suggested female foreign nationals signed in as guests to rooms 
registered to one White House Communications Agency employee (an officer with the Department of 
Defense) and one reported member of the White House staff and/or advance team. We did not 
interview the two non-DHS employees. 

OIG identified 16 female Colombian nationals involved in the incident; OIG could not identify the 
name of the female Colombian national involved in the incident at a private residence. OIG queried 
the IC as to whether these 16 females were connected to criminal or terrorist organizations. Two of . 
the females' names had associated derogatory information, which is classified; however, just one 
could be supported, the other was vetted and found not to be the foreign national in question. 

OIG made an official Mutual Legal Assistance Treaty request from the Department of Justice so we 
could interview the female Colombian nationals and secure other investigative records. However, the 
Department of Justice declined our request because the information was sought for a Congressional 
proceeding rather than a U.S. criminal matter. 

Our investigation developed no evidence to suggest that the actions ofUSSS personnel in Cartagena 
had potentially comprised the safety and security of the President or anysensitive information during 
this trip. 

Other Allegations.Reported: 

Evidence obtained during this investigation suggested USSS officials reportedly knew of the IC 
interest in one female foreign national (FFN), but apparently never reported this information to the 
OIG or to the Congress until after OIG became aware ofthis issue during our investigation. The OIG 
has initiated another investigation, which will be conducted and reported separately. 

Certain USSS employees interviewed also reported organizational issues and specific misconduct 
allegations that have been either referred to OIG Inspections Division or are under OIG review as 
independent investigative matters. OIG confirmed incidents of prostitution solicitation dilring 
official visits in two other foreign countries, El Salvador and Panama. 

IMPORTANT NOTICE 
!rhis report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of 
Inspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in 
part, outside the Department ofHomeland Security, without prior authorization by the Office of Inspector General. Public availability of the report 
~ill be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or 
~dministrative penalties. 
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DETAILS 

The U.S. Department of Homeland Security (DHS), Office ofthe Inspector General (OIG) initiated 
this investigation on May 23, 2012, based upon a Congressional request that OIG conduct an 
independent inquiry into the alleged misconduct of United States Secret Service (USSS}employees 
associated with the President's trip to Cartagena, Colombia, in April2012. Specifically, OIG was 
asked to determine whether USSS employees had engaged in similar misconduct on other occasions 
and whether this incident was indicative ofbroader organizational issues within the USSS. 1 The OIG 
Office oflnvestigations (INV) was tasked with the initial phase which included the re-investigation 
of the Cartagena incident. 

On May 30, 2012, the OIG consulted with the U.S. Department of Justice (DOJ) after USSS 
employees reported that the USSS Office of Professional Responsibility (RES) did not provide USSS 
personnel with any employee rights advisements during the interviews conducted as part of their 
investigation of this incident. After consulting with the DOJ, OIG decided that the OIG would 
conduct an entirely new investigation to ensure that the information OIG obtained during our 
interviews was obtained voluntarily and therefore use.able in any potential criminal or administrative 
proceeding.2 

Allegation 1: . U.S. Secret Service and other official personnel allegedly solicited prostitutes in 
Cartagena, Colombia, while on official government travel. 

When OIG initiated our investigation, OIG independently identified both the USSS personnel who 
had supported the Cartagena visit and other potential witnesses in the position to have information or 
insight regarding the Cartagena trip. These individuals were identified through documentary sources, 
to include: official travel records, hotel registries, country clearance cables, foreign personnel 
assignments, USSS and U.S. Embassy records, etc? · 

Based upon our review of these documentary sources, OIG identified and conducted 283 interviews 
of251 related USSS personnel. Depending on the USSS employee intervi.ewed, wegenerally asked 
them to read and sign an Advice of Rights (B~ckwith!Garrity) form, stating that participation iri the 
interview was voluntary, or Advice ofRights (Kalkines) form, stating that participation in the 
interview was non-voluntary. OIG generally provided each interviewee with their Advice of Rights 
and a Non-Disclosure Agreement (NDA), and notified them that our investigation was completely 

1 
(Exhibit# l, 365, 366) 

2 
(Exhibit# 1) 

3 (Exhibits# b ~, lQ, 24, 25, 27, 28, 29, 365) 

IMPORTANT NOTICE 
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separate and distinct from the previous USSS RES investigation of the matter. Some personnel OIG 
· interviewed declined to sign the Rights and NDA forms OIG presented to them, but still agreed to be 

voluntarily interviewed: Of the 251 personnel, 32 employees declined to participate in a voluntary 
interview and to answer our questions. Of these 32 employees, JO were senior level managers or 
senior executives; and 22 were special agents or inspectors. Despite repeated.efforts, OIG was 
unable to establish contact with eight USSS employees in request for voluntary interviews who OIG 
·had identified as potentially having information relevant to 'our investigation.4 

. 

Based on our interviews and review of records, OIG identified 13 USSS employees who had personal 
encounters with female ·Colombian nationals consistent with the misconduct reported in April 2012, 
arol.md the time of.advance activities for the President's visit to Cartagena. These encounters took 
place at the Hotel Caribe, the Hilton Cartagena Hotel and in a private residence.5 

. . 

Our investigation determined that 12 ofthe 13 USSS employees met 13 female Colombian nationals 
at bars or clubs and returned with them to their rooms at the Hotel Caribe, and the Hilton Cartagena 
Hotel. In addition, one USSS employee met a female Colombian national at a private residence; OIG · 
attempted to interview this employee but he refused. OIG interviewed 12 USSS employees who had 
personal encounters with the 13 female Colombian nati<?nals. The final USSS employee failed to 
appear for an interview despite being compelled to do so. Through our interviews, OIG learned that 
following their encounters, 3 females left the rooms without asking for money, 5 females asked for 
money and were paid, and 4 femates asked for money but were not paid. In addition, one female, · 
who asked to be paid but was not, brought a Colombian police officer to the door of the l!SSS 
employee's room; the emfloyee did not answer the door. As a result, she was paid by another USSS 
employee and left: A 141 USSS employee who was initially identified by the USSS as involved in 

· misconduct was subsequently determined by USSS and OIG to have been misidentified. 

to questtonmg, was 
was-omelled, and being conducted independent or'any ongomg . · 

investigation. ·was also administered the "Warnings and Assurance to Employe~ired to 
Provide Information" (Kalkines), which he signed. Additionally, prior to questioning, - was 
administered the OIG "Warning to Not Disclose Investigative Information," which he also signed. 

provided the following information in substance: 

4 .. (Exhibits# 75, n,~ 92, J..Qb .!M, ill, .!Q2, .!,.!.L ill, .!1Q, ~ill, ill, ill,, ill..!11 .112, m,ill, ill, ill, ll2, ill,ill,~ £Q.l m 
~m•~~ . 

5 
.(Exhibits# ~.~ 
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or'the advance team in preparation for the Presidential 
a cargo plane carrying approximatel~­

ppr<)xrrnat~~l) 2:00a.m. on- Apn~
was.delayed due to mechanical 

were r~quired to · for 
at the 

USSS, Washington, D.C, . 
to meet a-- at the hotel lobby. 

USSS SAs who were · to ·oin them 

told him that was ·=~LU.5 

the name ofthe club when they arrived. 


the bouncer escorted them into the.club and sat at a table inside 
· • 

of the 
I 

club. 

them drinks and they agreed. 
• e approached another J.vllU'-"-' ll<A..UU.vU 

and started talkin~r. - It seemed to 
- asked

would cost the equivalent 
a better price; however she stated she had already given him a price and that the price.was not · 
negotiable. - then stated to - that he would also need to . · 
· blems understanding her Spanish at that point and 

stated that ifhe wanted to take }ler out of the he to 
of the tax and they both agreed to take·the women to their · 

$1 00 he negotiated 
with the 

cameras 
were recorded having . sex with her . at the club. 
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REPORT OF INVESTIGATION 


Once at the hotel, the females approached the hotel counter and signed a form. T!!~~~~'e the hotel 
employee their identification cards (IDs). signed them in and- did not 
recall a clause in the form stating that guests to depart the hotel by 6 a."m. the next day. 

had to pay a $20 fee to the hotel so that they would be able to take the femal.es to 
room. finished signing the females in, - arted ways and went to 

their respective rooms with their prostitutes. st~ had sex in his hotel . 
room. She wanted to stay the night and herwhether she would an additional fee 
if she did. She stated no. At while 

her to the gave mo~ey departed 
did not tell - why he was in Cartagena, nor did he tell her that he was a USSS SA.· He not 
release any classified or sen$itive information to the prostitute. The only other USSS emplqyee who 
solicited prostitutes that he knew ofwas - He was not aware of any other U.S. government 
employees that were involved. When asked why there were so many USSS employees involved that 
were not aware ofeach other he stated that considering how much USSS SAs travel, they learn what 
is permissible and legal in certa~ locations overseas and what is not. . 

at· 

may already known about 
to the.fact that they were 

were emailed b~, USSS, and 
told to report to were not told the nature ofthe m~eting. Before they 
arrived at the meetmg they made an agreement between themselves. 
• asked them regarding their 1"1,.....,, "''"<' night they would respond that they met 

If. 
some 

women that night and took them home. was concerned about 
regarding the previous night due 
When theyarrived at the hotel they 
what was going on and- stated 
- then believed that they were being called 

- was ~terviewed by regarding his involvement with prostitutes 
in Cartagen~ impressiOn was was not voluntary, 'andhe felt that ifhe did 
not answer_.-qUestions lie would be found to be insubordinate the USSS. - was not 
administered any rights during his interview · also stated at the beginning 
of the interview something to the effect of stated he answered the 
questions truthfully and the interview was ...v . . ............._.. 


IMPORTANT NOTICE· 
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REPORT OF INVESTIGATION 


received another email that they needed to ...,.,..,,'"'..,. 
...........1"\..T, • ..., to the hotel and 


and the other usss employees who solicited prostitutes were sent home, and he was notified 
that he needed to report to USSS Office ofProfessional Responsibility (RES) on 
2012 for an interview. was also notified to to the interview on the 

ifhe needed to At 

cooperate. 
compelled 
woul.d not be · 

[Agent's Note: The OIG determined that the "Do Not Admit" list was a notice that is disseminated to 
all USSS personnel when USSS employees were placed on administrative leave for an issue. The · 
notice advised USSS personnel not to admit an individual to USSS property and was a method of 
sharing information with all employees.] 

IMPORTt\NT NOTICE 
~lliS re~eFt is inteREieEI sale~· ~r tile efBsiaiYse efthe De~ar'.llleRt efWemelal!Ei Sesuri~·. er aHY eRtity reseiviRg a ee)l~' EliresUy frerR tile Offiee ef 
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REPORT OF INVESTIGATION 


- stated that to his kno~ledge, none. of the USSS personnel involved in the Cartagena incident 
had been put on a "Do Not Admit" list. • . believed the reason they were not put on a "DoNot 
Admit" list was because the USSS did not GOnsider them a security risk. He also believed that USSS 
personnel who were well-connected were not put on the list due to their connections. [Agent's Note: 
The OIG later determined some personnel involved in Cartagena had been placed on the " D o Not 
Admit list" and disseminated to all USSS employe~s.] 

was contacted to report to the USSS Headquarters. 
rP.r\l"lrT~•rt to and WaS taken tO a IOQm 

stated to 

to was on 
and would be able to. It to DHS OIG­ . 

- - advised - that he was ·still a USSS employee and that he needed to report to .
the USSS ifthey contacted him. · 

·was called to USSS headquarters. 
form for his 

to them, 

On-20 i2, two notices were sent 
USSS was in the of 

was 
- · Despite was an mvesttgatwn, was 
·still conducting personnel actions without knowledge ofthe outcome of the DHS OIG investigation. 
- statedthat action was not done to the other USSS personnel mvolved with the Cartagena 
incident and being used as scapegoats by the USSS. - also stated 

· ! 

 

ll\4PORTf.NT NOTICE 
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REPORT OF INVESTIGATION 


there were also criminal leaks within the USSS because 

The OIG 
~sss, to was 
compelled and being conducted independent ofany ongoing investigation. 
was also administered the Advice of Rights (Kalkines), which he signed. Additionally, prior to 
questioning,- w- as administered the OfiiG "Warning to Not Disclose Investigative Information," 
which he also signed. provided the ollowing information in substance: · 

• 2012. Later in the day on April • . 
at the Caribe hotel in Colombia. 

·however, 
......,,............. to accompany evening 

could not remember the name of the 
Caucasian males, who he believed 

to be mostly military personnel. stated he did not know the other 
USSS personnel or ifany White House staffwas 

some point during their 
conversations with females·, purchased 

drinks for the females, whether they were interested in going back to the hotel 
:with them. The female- was talking to was named- Last Name Unknown (LNU). 

of 150,000 to the establishment~- paid a 200,000 
and- paid a total of400,000 pesos for his 

the females to leave the establishment with 
prostitutes then left the strip club - to the Hotel Caribe. 

the prostitutes gave the hotel clerk their identification and 
believed the hotel charged a fee for extra occupants in the rooms and the 

c·ould be charged the extra occupancy f~e. ~elieved the hotel 

­

. 1 

(Exhibits# 123, ill,~ 

­
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. REPORT OF INVESTIGATION 


was complicit in prostitutio~ activities. Once the hotel forms had beeniiied- and his 
prostitute went to - room and - and his prostitute went to room. 

· - and the prostitute engaged in sexual activities. - L~ the night with - and 
she left the next morning at approximately IIIII When she left, - gave her approximately 
20,000 pesos so she could catch a taxi. 

After the briefi~g. - knew 
something was amiss. in Cartagena, Colombia, 
after the briefing. was not administered any . -
impression was that was compelled, and that failure to submit to the interview would 
result in his probable termination. · . 

• began the interview with- stating there had been $peculation that USSS agents had 
solicited prostitutes and that her team was in: the process of reviewing hotel video recordings. She 
added that she was going to briefthe U.S. Ambassador to Colombia about the incident 

to conduct hi~ interview because 
- was asked to recoulit 

- stated he was asked whether he had secured sensitive or classified documents while he was 
with' the Colombian prostitute on April . 2012. - was not asked whether he had disclosed 
classified information to the prostitute or whether he knew ifshe had a criminal background; 
however, told USSS · he had secured all sensitive or classified documents - · 

stated he was interviewed again on 012, in Washington, D.C, by 
USSS, Washington, 

. 
D.C. was read an administrative warning during. . 

- stated he was told during that interview there would be no."criminal effect" to the interview 
and he understood that to mean it was adJ:ninistrative in nature. - impression was that the · 

· interview was not voluntary, that it was compelled, and that failure to submit to the interview would 
result in adverse action against him. 

... . ll\IPORT.....NT NOTICE 
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REPORT . OF INVESTIGATION 


- stated he had been -..v..,,.,............ 

interview, nothing ·was ,....v........,........ 
·interview, 
W D.C. 

told 

- stated he was instructed to meet 
W · D.C, on 2012. 
and that had been truthful 

that 

pre:senLted himself for interview on - 2012, at USSS Headqu~ers and 
conducted the interview. Upon arriving at the interview 

was read his Garrity Warnings was told the interview was voluntary. At that point, he realized 
the inte1viewwas not administrative as they had told - · · 

statemc~nts he made during that of . 
stated that this interview focused on 

­

­

­
­

E\'lPORTANT'NOTICE 
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REPORT OF INVESTIGATION 

' ' 

alleged sexual encounters 

stated he was allowed 
and that he 

was to get perpetrators to resign in 
the Director to save face, not to obtain the facts about what happened in Cartagena. 

The OIG interviewed USSS, - Field Office 
Prior to questioning, the interview was vohmtary and 
ofany ongoing .......... ,,.. investi gation. - was also administered the Advice ofRights 

which he signed and agreed to be interviewed. Additionally, prior to 
waS administered the OIG"Warning to Not Disclose Investigative information," · 


at the advice ofhis attorney. - provided the following information in 

Cartagena, '-'v•v""v.... 

administrative leave 
longer had access to his 

- stated he arrived in 
~stated 

(Exhibits#~ill,~) 
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REPORT OF ·INVESTIGATION 


statedh

females arrived at Hotel Caribe, went their separate 
went way females and ,,.·;:.:.......... females who 

went to his room. front desk hotel attendant was a fee for 
guestS, so- paid the fee to hotel attendant. 

-
 stated when they got to the room he put on some music continued 
socializing. The females began soliciting for sexual services telling the 
ladies he was not interested in that kind of service. stated he then .....,, ..,TT~·" out of 
the hotel and went back to his room and fell 
 stated he did not 
were prostitutes but as soon as he realized · he know he was not m 

doing business with them. - with him,_did not cause a 

S(fene or make any accusations against to authorities. - stated he did not engage in · 

sexual relations in exchange for money, nor was he involved in illicit behavior during the Cartagena, 

Colombia assignment. 


On April . 2012,- received an email instructing him to report to the hotel where the President 
was for an interview arrived and met · 

was not given any type of 
was interviewed because 

he had signed in- to his room. explained what happen~d in his hotel room then left 

the interview. Fifteen minutes later, - was notified that he would be departing Colombia to go 

back to his Field Office. 


~12,.arriv~ and was approached by 
- of the USSS~ Office and was told he 
Inspectors the following day in Washington D.C. 

On April·· 2012,- met with USSS Inspectors and was interviewed. - did not recall if he 
was given any typ~ of · · to this interview. - provided a written statement. -
stated he was willing on.that written statement. - was then told he was 
being placed on took his badge and gun and told that if 

ll\4PORTANT NOTICE 
:fhls repeFt is iRteReee selely fer tile eftisialyse eftl:le DejlaF!R!eRt ef:W:emeland £estuity, er any eRtity resei" iRg a SGflY eirestly :liem the Oftise ef 
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REPORT OF INVESTIGATION 


to com~ to 
to submit to a. 
that he was 

On April . 2012, . wasscheduled to take a 
the Basic National Security Polygraph ex2tmrnat1on 

. The .exam ended at approximately 
Following this the 

l 
which WCl$ to focus 

regarding 

a:d 
payment for sex.

OnApril . 2012, . met · 
- he had two options, resign ~r 
clearance, he would not be able to work for the USSS because 
that would allow someone to be without a clearal)ce. 
and submitted his has 

IMPORTANT NOTICE 
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- stated he had heard rumors .of other USSS SAs '"·•t"~"'...i'> in activity with prostitutes in 
Cartagena, Colombia · USS refused to pay a prostitute for 
services rendered and had """""~"'" 

The OIG · USSS Prior to questioning, 
- was advised the ew was . · ofany ongoing · 
USSS internal investigation. -was also administer:ed the Advice ofRight~kwith!Garrity), 
which he signed and agreed to be interviewed. Additionally, after questioning, - was 
administered the OIG "Warning to Not Disclo seI nvestigative Information," which he also signed. 
- provided the following information in substance: 

President, and foreign dignitaries. traveled on 
traveled internationa,Ily for protection details 

never until April . 2012, when he was placed 
on adrmrustrat<~d stated .he never solicited a prostitute or engaged in illegal activity 
while employed. by US 

'"!<.'"""and assigned _· 
flew to Cartagena and . · 

with 

....u ....... u.u..... , where . 
stated he had . drinks at dinner. 

After they paid, 

8 
(Exhibits# 82 lQi = > 122)
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REPORT OF INVESTIGATION 


led them to a club the restaurant. - could not remember the name of the 
club, but said they arrived about 

any s.exual 
was room . He did not 

saw- enter or exit his room, knew he took to his 
room. 

did not give .his contact information to - nor did he. obtain her COJ?-tact information. 
believed that she gave the hotel her contact information, but other than that would not know 

to contact- if he returned to Caiiagena ..•told- that he was a tourist from the 
U.S., but did n~er his occupation, nor did he ask her occupation. - did not ask'any · 
questions about the U.S. government, USSS, or anything about the U.S. other than the fact that she 
mentioned $he would like to visit the u.s. at some point in her life. - did not have any classified 
information, any documentation · the Presidential visit ·to Cartagena,- in his 
room. - did his credentials locked in the safe in·his room. 
believed he may have tra documentation, such·as plane tickets and-receipts, in a · 
bag in his room. - was carrying his USSS blackberry, but it was locked with a password.· 

­

­
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REPORT OF INVESTIGATION 


- stated he was .called to an' interview USSS, Miami Field Office. 
was not given any type of rights advisements or warmngs, stated he felt that it was a vohmiary 
interview; however,- believed that ifhe did not cooperate with the interview, he would be sent 
back to the U.S. immediately and disciplined, but no one told him this told 
the events of the night prior, explaining that when and she left. 
- did not spec¢cally state or not, nor did-
specifically ask him . • asked was to . he agreed to do. 
After the interview was was told to check in with his supervisor for further 
instructions: - was then told would be returning to the U.S. the next morning~ 

On April . 2012, - left . to .Miami at about - was Instructed to 
be at USSS headquarters · 2012, to be interviewed. He then left Miami to 

to D.C at 
arrived home 

uc1.•auo)c he was worried about 

2012, - arrived at USSS Headquarters at abou- and interviewed with 
Inspector, USSS. - was given some sort ·of rights advisements or warnings, 

not remember what type ofwarning it was. - stated he believed that the interview was 
however, he felt ifhe did not cooperate he would receive · action. told 

the same ·information that he but specified 
provided a typed statement. asked · 

he. agreed to do. - was 

- stated he did not sleep on the nights o-·2012 to-· 20 12, because. he vyas. 
worried about the situation. 

. IM:PORT!-.:~n NOTICE 
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The ne.xt step 
u•u·~""'vu that it would be best 
seek legal advice. - was ..,."'~'"''"' 

equipment. 

- stated he did not believe that he violated any re-lations or laws. On-2012,
stated he had attended a counterintelligence briefmg at along with many other SAs, wherein 
theywere told that "one night stands" with foreign nation s were acceptable and needed to be 
,.,..r,r.rr"'11 if the continued. signed statements from 

USSS, 

- believed he was a scapegoat and was being pressured to resign due to the media scrutiny of the 
situation. He was concerned about the veracity of the information the USSS used to evaluate him. In 
particular, the USSS stated that he received an in country briefing and packet that noted that he could 
not have a foreign national in his room. - stated he never received this information. During the 
bus ride from the airport to the hotel, there was a USSS employee who gave them tourist type 
information ·about the area, but did not discuss any regulations: At no point did he re~eive a packet 
discussing country specific regulations. 

still ha.S all of the· official einails related to the Cartagena trip and .didnot delete any of them. · 
did delete some of the unofficial emails between him and other agents in order to clear up 
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fltiS £Sfl9Ft is iRteAEieEI selsly fer the effleial11se efthe Deflar'.Hlsat r.=. ... ef.WemelanEI . Sse11rity, er !lfl}' eAtity reesiviRg a 69flY Elireetly fl:em the Offlse ef 

/"!, Tl... • • , i'

-d: 
+1.. 1"!. • • • • • 

. , . • . ,,, , ~ , ... TT. " t' . •J • ;..,., , , ... /"!. n, • ' • ? .... , 

wiU lle Elete££AiAeElby tke o ftiee aflAspester GeA~Fal !!REier$ u.s.c. $$2. UAautkeriieEI Eliselesure efthis f8fj9~ H~ay result iA sri~iRftl, ei·til , 9f 
··· ·~. . . . 

INVFORM·OI 

­

Page 18 of65 

KuehnS
Cross-Out



REPORT OF INVESTIGATION 


room on his blackberry.- del~ted some ofthes~ before the night ofAprilll, 2012 and some 
after. · 

· - stated he did not have any direct or second hand knowledge ofany USSS '-'U1 1J1 V 

sexual intercourse or sexual acts in stated he heard that 
USSS, later identifie~IG 
Cartagena incident. - am:tarEmtl 

.other incidents similar to the situation in 
~ould not remember where he heard this informatiOn 
on all of these incidents.9 

. 

. . 

TheOIGinterviewed- USSS, - Priortoquestioning, · 
- was advised th~untary~pendent of any ongoing · 
USSS internal investigation. - was also administered the Advice ofRights (Beckwith/Garrity), · 
which he signed and agreed to be interviewed. Additionally,- was administered the OIG 

· "Warning to Not Disclose Investigative Information," which he .also signed. - provided the 
following information in substance: 

-traveled to Cartagena to be a- on·- April~ The official email · 
notification was the only information he received concerning the trip. -had no Top Secret or 
classified information in his possession. - was interviewed by USSS RES and received the 
appropriate advisements during his interview w~ich he believed was voluntary. - provided a 
detailed sworn statement to USSS RES and subq1itted to a polygraph exam concerning his statement 
and national security items. 

restaurant 
l, 2012. The other SAs involved in 
had no direct knowledge of the allegations ..,v•.l,"'-'l.Ull.L,!<, 

everung, were at a·typical, non-strip club establishment. 
and having a few beers:· Eventually,- met a girl who was dancing 

9 (Exhibits#~. 365, JQQ) 
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and the woman left the club together in a cab and returried to the Caribe Hotel, 
vvvuu•.u went to-room, where they had a few beers over 45 minutes. IIIII 

, when the woman said that ifhe wanted her to stay longer, it would be "more 
denied knowing she was a 

Aft~r the situation in Cartagena unfolded, IIIIIwas interviewed locally. by USSS management and 
sent back to the U.S., departing o~, A~ 2012. - was placed on paid administrative 
leave for - which was later lifted. - believed the. egregious act s in Cartagena were 
_swiftly addressed and taken care of. IIIII declined to provide a signed statement,. citing he had ·. 
given one to USSS RES. 10 

· 

employee the USSS; 
was not pnor to quest10rung. He submitted to a 

voluntary intervi~w. - provided the following information in substance: 

- stated he was previously interviewed by 
USSS, RES, Washington, D.C., following the Cartagena u ..... , ............. 

warnings prior to either of the two He 'did not believe was voluntary 
because he was told by his to participate in the interviews. He believed he 
would have received some type to comply with the interviews. 

was hired by the USSS 
before he 

stated he was in Cartagena from April . 2012,' through April.· 2012. 
went on the· detail to Colombia. - was .. ...,.,,., ..19 a.-.u 

at the Caribe Hotel while in Cartagena. 
mo:rnn'tg at · 7:00a.m. 

he 

IO (Exhibits# 124, ill,366) 
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After 
I 

they arnved 
•

back at the hotel at apJ>rOJ<ll11tate:l~ they went to a bar called-
which was chosen bec:am;e They arrived at the bar at · 

ran into other members of the 

had begun socializing with a few females that were sitting at a · 
- at some point during the females 

females little no .LJUj ............. 5 

whose name he 
u..,~,lu~;u to the bar and return 

"'"'nT"''" to come back to the hotel with them. 
and - females .went back to the hotel. 

When they arrived at the . had to check the girls in at the .front desk, 
but did not a fee at that A. vJ';<»<'-'A.'-•V to the room. Then went up to the 
floor where 
- not .exactly what encounters him and . 
the female, because all he remembered was coming into the room, then waking up early that morning . 

. - did not deny that he had a sexual encounter with the female, but said he simply did not· 
recall what exactly happened. 

on the dresser · in his hotel room and believed 
and asked him 

In · ..,, ,..-;, . ,., IMPORTANT NOTICE 
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any sexual encounter between the two of them. 
lookin~tes and that 
... also stated 
stated that he would never pay for a pro·stitute. 

The following day, - was in conference with asked 
him ifhe had ~restitute the · not hire a 
prostitute and advised arrangements to meet with for. 
an interview. 

. . . . 

. - stated he was interviewed by ~erein he advised . ofwhat took place the 
previous night. - WB;S confused becauseiiiiJ was asking him questions about other 
incidents with other USSS employees and U.S. Military PersolUlel which occurred the previous 
evening. stated he advised that he was · but ran into a few 
USSS · would be 

following the incident, - was interviewed by 
SS, RES, Washington, D.C. stated 

rights prior to the interview. The only 
important matter and that he needed. to be interview. - stated he was asked 
what happened and he provided a chronology ofthe incident. At the conclusion of the RES 
interview,- provided a statement and was advise4 he would be contacted _for further action. 

- stated that either u.::;;....uav or Wednesday following the interview, he was called to RES to 
take a polygraph examination. was with RES for hours and took the · 

was sent home. 

cn<>f'1't"\rC a written statement 
did not know who statement was 

oec~aw:;e the USSS had not even 
c'ould not locate her. . of that week, - reported 

Office in Washington, D.C. whose name he could not 
two options, either to resign or wait out the process of his 

the usss would revoke his security clearance because of. 
his actions in Colombia, and then he would be terminated. 
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The OIG interviewed USSS, 
Prior to questioning, was the interview was 
independent of any ongomg SB internal investigation. - was also administered the Advice 
of Rights (Beckwith/Garrity), which he signed and agreed to be interviewed. Additionally, prior to 
questioning, - was administered the OIG "Warning to NotDisclose Investigative 
Information," which he also signed. - provided the following information in substance: 

- had been ...u.~..~·•v 
stated he worked as 
Jn 

On April . 2012,- arrived in 
After checking into his room at the Hotel '-'"·uv·~, 

After 

and after conversing with~ women at a, table,
to come join him and the women. felt the women were 

Colombian because not speak fluent English. Initially 
did not talk niuch based on his limited ability to speak Spanish, nmse sports 

·was wat~hi~. At some point the~eafter, IIIII left the group and went to talk t~ another 
~manm~. . 

11 (Exhibits# .11M., 365, 362) . 
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On April . 2012, at approximately 
• of the women and returned with them to 
the group left. did not recall seeing any additional 
. . 

- did not recall the.names of the women he and departed with, but described them. 
At the Hotel Caribe, had to women at the front desk in order 
for them to go to theu rooms. females to present the~r identification to a · 
representative of the Colombian National Police (CNP) so that they could be logged into the hotel. 

- stated that he and his female acquaintance went to - hotel room and engaged in. 
consensual sexual relations. denied that the sexual relations were done in for 
money. Similarly,- register his female 
Hotel Caribe and they proceeded to room, w~;ateu. 
hotel room. 

went out into the hallway. Despite 
nwnerous emails to- via his USSS-issued .......~....,..v...,. 

contact- . ·

--·someone should pay the female accompanying 
the matter without causing further incident. Around the same · 

the 

to· ofhis 
to handle the complaint. · 
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- ..wo~en. subsequently left the 
hallway and departed_the hotel. 

During the incident 
from 

was 
rather was very upset 
did not further explain the s1tuat10n 

and regarding the matter. in Cartagena, · 
vUil<4A>.,, via their USSS-issued Blackberry devices, were ""-'-•ll<U.>t;;'-'... regarding the incident. 

interviewed at the Hilton Hotel by the 

not any warnmgs 
. lasted approximately twenty minutes. understood that the interview was administrative, and 
related to his suitability of retaining his security clearance. - described the interview as 
"definitely voluntary," but would have "not ended up so well"-ifhe did not participate in the 
interview. - further described his participation as"volun-told." 

On April . 2012: at approximately--was notified via email that he was directed 
to return to th~ U.S . On April. 2012, at approximately 
~otel Caribe lobby to start their depru;ture. . In ..............,u 

the additional USSS were identified 
2012: 

Approximately - after his n~,_,.,,.,..",.~ from Cartagena, - particip ated .in a polygraph 
examination given by the USSS RES. advised he took national and 
criminal-focused polygraph examinations . 

. was 110t issued 
·the examinations . 

12 
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TheOIG 
Prior to questioning, was 
independent of any ongoing USSS Additionally, the OIG administered the 

. Advice ofRights (B_eckwith/Gan:ity), si~ned and a,gretld to be interviewed. - was 
verbally administered his "Warning to Not Investigative Information," which he stated that 
he would take under advisement, but- did not sign the warnings form. - provided the 
following information in substance: 

. Prior to 
was of any ongoing 

investigation. - was administered the OIG "Warning to Not Disclose Investigative 
. Information," which he signed. During the interview, - provided the following informati on: 

of the Cartagena investigation on April . 20 12, by 
was not given warnings and was :under the 

did not believe th~ interview was 
.believed the USSS .would "let go ofme" had not submitted to the interview. 
- in connection with the investigation. 

believed he was 
- where 

13 
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While in Cartagena, and· his team members visited 
did not recall the names of the venues. 
for ........J .........., 

- said he had a lot to 4rink and was very tired. He said when be entered his room, he used 
the restroom while the female he was with was playing with her hair in the mirror. When he returned 
from the restroom, they sat on the bed and watched the television show, "Jersey Shore." He later told 
her that he was tired and asked her to leave. She began arguing with him in Spanish, but he could not 
understand what she was · He understood her references to time and money, 

She became 
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owed her $ 150 USD and ifhe did not IJV' ·'"'"'· Not wanting the female to call 
the police, He gave her $150 USD 
and she said he did not any sexual relations with the female and did not 
know her name. kiss him on the cheek. 

susoec~tea the females were prostitutes when he 
time hanging out with 

a reputatiOn of 
going to bars and u ...........J"" said he never would have taken the female to his room 
and believed he was 

Later that afternoon~- received an email 
-by-~ The email was related to conduct and contact with foreign 
nationals. After receiving that email, - got nervous, but did not think it was related to him. 
He did not think he had done anything to rise to that level. wondered what and 
susoec.tea someone had been arrested. 

involved in the incidents to 
what occurred the night before. 

met with them; · · 

- did not know what occurred and the girls that they brought to 
their room. He did not know sexual relations with them or if they paid 
them any money for their services or said the "culture ofthe team" was that you do 
not want to .know anybody' s personal business. was a "brotherhood" where you do not ask 
questions about personal business unless you are close friends. Ptior'to j oining,- thought the. 
team would consist of guys that were womanizers, but once on the team he realized that was not the 

· stated most were described as "good guys," but there were some "bad eggs" in the 
as he later learned.· 

received an email instructing him to report to a specific 
room who he would be meeting with. Upon arriving, 
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entered the room and immediately recogmzea 

askedlllllllllto 

story~ved no 

were continuing to look into the matter and to keep his telephone close. 
considering sending people home. · · 

- went out to eat and waited to hear back 
logistical email stating he was to · for a 
checked o·ut of the · to 

During the bus ride and fli.ght, people said they thought the situation would "blO\~ over" and there 

wa.S not much on the bus ride; however, on the flight, 

involved incident with pro~stl1:utes, 


more contact with 
management and had re<;e1ved a call at him about the 
incident afte~- heard· rumors that a 

· The flight consisted of two layovers -in-and - While on the layovers, everyone checked 
their emails during which emails were received them to report to USSS Hea~s on 

2012, to meet with USSS RES. received an email from 
him to report at 

On-April . 201 to USSS RES where he was interviewed and . 
provided a written statement, a polygraph examination. - was told he was 
being placed on administrative leave. His T)SSS property (i.e. credentials, uniforms, pins) was 
retrieved and he was instructed to go to his duty station and collect his oe1:soJrra1 ,..,.,.,,.,...rt., 

went without hearif!.g back from the USS 

to speak with 


received a tellePilOrle 
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was also after several 
rPt,~rr~•f1 tO that his security clearance \Va8 

·received a print-out of why his clearance was being suspended I 
did not receive any documentation. 

- stated he did n~t witness any other USSS emploxees with girls andlor prostitutes and had . 
no knowledge ofanyone _Qaying prostitutes. -did not know - and/or - paid 
the girls they were with. - stated he heard stories ofpeople getting prostitutes while on . 

. international trips and suspected it was common in countries where prostitution was prevalent, such 
as Indones~a, Japan, Korea and Brazil. - believed being with prostitutes was tolerated by 
USSS supervisors, as long as you did not get caught.· He further stated that USSS supervisors also 
participate by getting prostitutes themselves. - could not provide specific examples, but said 
"Everybody doesn't know everything, but people know. Senior people know." 

- had never reported allegations ofmiscond~ct or illegal activities to DHS OIG. He did not 
~at DHS OIG was or that he could report misconduct to them. 14 

· 

The OIG . USSS, 
interview,- was . arrung to Not ....,~ .~'"'~·oJ~'"' " 
which he signed. -provided the following information in substance: 

14 
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security clearance had been suspended. 

- most recent assignment with the USSS was . 
member on one ofthe teams during his assignment in 

1111 command for this ass. ignment consisted ofhis team leader, . 
Due to being prematurely sent home as a result of the incident in Cartagena, - never had an 
opportunity to work while the President of the United States was · While was in 
Cartagena, he 

!!!::~the visit. · 
~=:.::....!:<...:....:..>::..:::. · 

Cartagena.] 

- stayed at the Hotel Caribe in Cartagena. Once - had returned to the U.S., he was 
interviewed by USSS RES in relation to the incident in Cartagena. Upon conclusion ofRES' 
·interview,- was placed on administrative leave and escorte~ out of the building. - had to 
return his access cards/keys and was placed on a "Do Not Admit" status. - did not hav~ an 
opportunity to submit a travel voucher. 

While in Cartagena, went to several retail establishments that sold alcohol and/or 
including nightclubs, restaurants and bars. On- at · 
his other members drinks at a restaurant which was locate:d 

Approximately an hour and a half later, - and maybe six or . 
team to a nearby restaurant where they ~ad dinner and wine. 

Afterwards, they left and met up with other member:s down the street, which some may have possibly · 
· been the same individuals that attended the first restaurant - earlier in the evening. Certain 

members broke away at times, but reunited as the evening pro~ 
.............,...,... several other bars with team members, to includ e-

if she was "working" upon which she replied, 
he asked ifshe was "working".] 
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- said that upon arrival at his hotel, he uv'"'"'"''"' each accompanied by a 
female acquaintance, were also arriving to the hotel at same time. 1-'.Vf'""'n"' was then escorted 

· into the hotel by a security guard and guided to the front desk where had to sign-in their female 
visitors and pay a fee. The females presented Iae:ntiUC(ltlOn, vised the front desk to add 
his visitor's fee onto his bill. 

O?~e the beer had been delivered,_ it was cons~ed in- r~ subsequently had to 
utiliZe the bathroom. Onc;e he_fimshed and eXIted the bathroom,~tered the bathroom 
where he believed she may have taken a shower because he heard the water .F 

the bathroom, 
....,.,,.,,,..ri a phone call from . 

what sounded voice on the other end. Once ended the call; she 
advised him that 1t was and_she had to leave. - for money to_pay for a 
cab. - pulled some pesos~ket, which he to equivalent to about 
$10 to $20 USD and gave it to - was familiar with the currency and gave some . 
back to him after looking through it and removing a few bills. - claimed that the money she 
took would be enough for a cab. - was not sure exactly how much money·- took, but he 
believed it could not have been much since he had already spent much ofhis money on food and 
drinks. - believed he may have been missing some money that he placed in a drawer 
underneath the television in his hotel room. - did not accuse anyone of taking the money, but it 
was possible that hotel staff or may have done so. - did not exchange any contact 
information _the room by herself and presumably stopped by the front 
desk to·check out on way out, was probably sometime either prior to or around 

. - later walked down the street and got a bite to eat- . · 

On- at around y contacted by a friend 
who advised him that one had been arrested for 

· soliciting prostitution. - also recei who advised him of the same 
issue and that he had heard about misconduct allegations · employees. - was 
told by- that employees were allegedly partying too much, canines were sleeping on beds, 
things had been broken, and the rooms were being trashed._They that the U.S. Embassy 

. had been contacted and the hotel staff was not content with the did not advise 
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and ~s activities with- because he did not think she was a prostitute. 
told b~ and - that.he ~ould look into the issues. . · . 

- then spoke on: the who was also unaware ofthe alleged incidences. 
decided to track since he observed them bringing women to the hotel 

the female he brought back to.the hotel had 
propositioned him sex exchange money, which he refused and made her leave his room. 

spoke to who advised that he and his female visitor had 
· · in his room. said 

visitor departed his room upon being asked.to leave. After speaking 
concerned and notified- about the situations involving the girls they 
hotel. 

received an e-mail instructing himto meet with- who was on. scene. 
met with. and provided an oral account ofthe events that 

occurred while in present dunng that meeting · were 
The meeting occurred at the Hilton Hqtel in Cartagena. 

not supposed to bring women back to the hotel. 
ever heard ofsuch directive. - had never 

to his hotel room while employed with the USSS. advised that 

- stated he was flown back to the U.S. 
submitted to - USS porygr:apn,ers, 
believed.this was UOJ)re<;ealent<ea 
was advised 

- stated he did not witness any USSS or government employees hire prostitutes during th~ .· 
Cartagena trip. - stated he had never paid for sexual favors while employed with the USSS or 
engaged in illegal activity; however, - provided the OIG with additional information pertaining 
to incidents similar to Cartagena. · 

- stated the USSS SecurityClearance Division held a meeting on- , 2012, at WFO, and 
.advised that you do not have to report a one night stand with a foreign national. It had never been an 
issue in the past and- belie.ved it was only an OPSEC violation ifyou had a relationship that 
could subject a government employee to coercion or blackm.ail. A consensual relationship (sex with 
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a female) had never been an iss~e prior to the _Cartagena incident. - declined to provide D HS . 
OIG with a written statement.15 

· 

TheOIG 
• Prior to was was 
conducted independent ofany ongomg USSS internal investigation. was also administered 
the Advice of~eckwitb/Garrity), which he signed and to . 

Additionally, - was administered the OIG "Warning to Not Disclose Investigative 

Information," which he also signed. - provided the following information in substance: . 


with theUSSS. As a result of an· by 
resigned from the USSS ew~cnv~ 

IJI;iJ.I<)J.\.1!.1 ofhis top secret security clearance, 
to . being_ revoked, or he could voluntarily resign. 

felt he had no choice but to resign based on the way the USSS presented their findings against him. 

Prior to the USSS · 
started with the 

was assigned by the USSS to officially travel to Cartagena for the visit to 
stated that he .was scheduled by the USSS to arrive in Cartagena a few da~ecause 

arrport in Cartagena could only hold a certain number of airplanes at one time. - stated 
that there seemed to be a rnisperception in the media that several USSS arrived early for 
no particular reason. In most cases, as the trip to 

... ,....., 5 but because· ofthe lo he 

15 (Exhibit# 125, 365, 362) 
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- arrived in "'"o·~u.. ori. April . 2012, around and arrived at his hotel, the 
Hotel around On this same evening, . dinner at a restaurant 

. He had no rPY\I"\r1~ <> contact with foreign nationals 

While in I-~!- . • • • • ' 
including I 
did not any '- I - ' - • • 

did not socialize with. any other DHS personnel, non-DHS employees or • I - !' • 
personnel. 


Prior to discussing the events surrounding the allegations ofprostitution in. Cartagena, - · 
wanted to clarify background information about the Hotel Caribe and information that was · 
to him in the briefing packet he 1;eceived. - admitted that he had 
prior to this trip. · 

- stated that to his knowledge, the Hotel Caribe had been completely r~nted out by U.S. . 
personnel. In addition, he stated there were at least seventy-five to one-hundred police officers (non­
U.S. citizens) that provided security around the Hotel Caribe. - stated that there were also at <, 

least twenty-five uniformed hotel security officers patrolling the hotel ~me.. 

- also wanted to make clear that the Hotel Caribe did not have - the nearby 

Hilton hotel where the President was going to stay while in Cartagena. The Hotel Caribe was a 

secure location, but he did not believe the hotel would have been considered secure by USSS 

standards. 


- heard the staff at the Hotel Caribe had issues with USSS personnel prior to the incident 
involving the prostitutes. - was not drrectly made aware .ofthese complaints by hotel staff, 
but heard that the hotel staff had complaints about USSS employees throwing a football in and 
around the pool area, USSS employees bringing in their own coolers filled with beer instead of 
buying beer from the hotel bar, a USSS canine reportedly defecated on a bed, a USSS employee who 
damaged something in their room, and a usss employee who vomited in a hallway. - saw 
people with their own coolers, but did not know the contents or if the people that had it were USS S 
employees. - did not know if these issues at the hotel were broughtto the attention ofUSSS 
personnel or ifUSSS personnel were asked to stop any specific activities or actions that the hotel · 
stafffound offensive. . 

· continued that on 
make sure 

Hotel was given w:elcome pac~Kets nrl'>too<>r••rt with the U.S. · 
Embassy/Department ofState. The U~SS advance team distributed the packets 
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and mission assignments. - stated that no one from the U.S. Embassy spoke to them or 
briefed them about issues in Cartagena. · 

- further stated that he did not know that pr~stitution was legal in Cartagena and there was no 
~on in the packet he received that warned or advised them about prostitution or criminal 
activity in _the area. - stated that there was a bullet point on the individual protective · 
measures form in the packet that stated to not give your hotel room number to strangers. 
stated this was one of the items the USSS used against him adminif?tratively once he admitted that he . 
had brought a female foreign national back to his hotel room. [Agent's Note: - provided a 

. copy ofthe measures form.] 

decided to meet 
not recall the this first 

uu•.•vu<u contacts were made other than wait staff. In 

At the third location, identified 
had arrived group, 

left this l ocation and proceeded· to a fourth locatiOn, was a bar 
On the way to the bar, the group split up for a brief time but 

eventually met up team members already inside of the bar. The was sitting 
at a table with females that appeared to be foreign nationals. 
- and introduced himself, but not as a USSS ~mployee. did not recall the name 
of the female, but assumed she was a local resident/foreign and the female sat 
together had a few drinks,. talked and danced. The female · the bar with 
- and told him that he would need to 
had exch~ey in the USSS control room prior to that 

. in pesos. could not recall the exchange rate, but thought he paid 
· around three million or $140 in U.S. currency for the to 

understood that he was paying for her to leave with him and 
..,....u=~J go room. There was no discussion at this time about sexual intercourse 

or any sexi.lal services she would provide. 

left the fourth location and, as best he could recall, he 
J.yll.l <LJ."-' with him. went to a fifth location, also a 
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bar with female foreign nationals, had a few drinks and left. - stated at this point he was 
dancing and not paying much atteJ?-tion to what the other members in the group were doing. 

When they left the fifth bar, - the female and a few others - back to the hotel. Prior 
~to the hotel, the group stopped at another bar, which would be. location number six for 
- Several members from the team had left as - stated they "lost several from the 
group." There were also several national females at this location. - left this bar, · 
which was Hotel Caribe, with the female he picked up. 

- did not specifically recall an:y--ask about his female companion duri.Dg the 
evening or any of the details about payments for the female . - did not recall any 
- identifying themselves to the female foreign nationals as USSS per~onnel and did not have . 
any outward identification that would have identified them as USSS personnel. ·- stated that 
he did not tell his female companion anything about the USSS or thar he was employed with the 

.usss. . . 

When- arrived at the Hotel Caribe he _was st<?pped by a person at the front desk and was told · 
he needed to sign in a.i:J.y guests. recalled a form, but was not sure what kind of 
form or what the form stated. at this 
time. - was also ad needed to pay 
OIG a receipt from the Hotel Caribe that had a 
charge appeared as an incidental charge and 

the charge 
extra guest was to as an mctae11ta1 and he did not 

seek reimbursement from the USSS for this Uv;)Lv\..1 a copy ofthe 
hotel receipt, but- stated that it information on the receipt and 
did not want to pr.ovide a copy at this time. did not file a voucher for 
reimbursement of any incidental exp~nses he 

After signing the hotel form and the fee to check the female into his 
female companion went to his room. estimated that he had at 

this time and was mcap<:tc1tate1d. When 

stated that outsid.e of Cartagena, he had 
never paid for sexual services while employed the USSS. 
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the female down to the lobby and .she proceeded to the front desk. 
not walk to the front desk with her but ass:umed she needed to sign out and retrieve her 

l U'-'lULU'-'c•uvu. - provided the OIG with a copy of the Hotel Caribe policies that were located 
in his room that addressed visitors. 

- checked his electronic mail messages (e-mail) on his government issued Blackberry cellular 
~ and looked up ap.d noticed the female was no longer at the front desk. A hotel security 
guard pointed towards where ·she exited and- went towards that direction and eventually met 
up with her at an entrance other than the main entrance. The female she needed more 

were called. The 
heard ~hat the 

decided to While 
.....,,.... u...l", that the to throw twenty-two 

personlilel out of Colombia because of incidents involving prostitutes. - said the USSS 
wanted to "remove their own" instead ofhaving the U.S. Ambassador remove them from the country. 
- understood that the twenty-two individuals involved included USSS personnel and U.S. 
Department ofDefense (DOD) personnel. 

. That afternoon, - received an email 
to conduct in Cartagena. Later that afternoon, 
he - needed to report to a hotel room 
appearing and · to be called in, he received e-mail 

. the U.S. on to the .arrival of the President. were present 
There were no discussions events of the previous 
the meetings were about. 
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entered the room andwas joined by- an unknown 
supervisor who was also unknown. 

ofthe containing travel 

After the meeting wi~ returned to his hotel room and prepared to leave 
He did not receive an email the travel order that - said 

to - and several.others 

•
. and arrived in Washington, or 

instructed to report to USSS headquarters to meet

At USSS he~dquarters,-met with two SAs from the USSS RES and was instructed to type a 
statement in regards to his involvement in the incident in Cartagena. - recalled some type of 
warnings being read to him prior to providing the statement, but he could not reC.all the exact type of 
warnings given . . - stated that it was on this date, - April • 2012, that he had to turn 
in property issued to him by the USSS. - provided a ofthe memorandum placing him 
on administrative leave. The memorandum was dated 2012, with an effective date ofApril 
. 2012, and was signed by USSS 

.stated that he was later called back to be adniinistered - polygraph 
was told the polygraph was going to be a "national security" polygraph and he only 
questions in to national security. - voluntarily took the polygraph which he 

described as being about and was told that - · . . · . 

- 1also provided a copy ofa memorandum to - that detailed the notice ofsuspension · 
of top secret security clearance dated - 2012; and a copy ofa USSS memorandum dated IIIII 
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~with a ect of''Notice ofDetermination - 'addressed to 
- stated that the individual 
protective measure m packet he received and specifically referenced . 
foreign intelligence services and not giving yolir room number to strangers. - stated that not 
only did he-have to sign in with her, but as he previously stated, the hotel had police officers and · 
hotel security and he did not believe that what he did reached the levels as from the warnings 
in the packet. In stated that the USSS took 
out of context. but was 

The e-mail stated in part, 
stated that the usss took it vVUl }Jlv 

USSS employees . and (First Name 

Th~ memorandum also referenced - statement that was made to the USSS RES regarding 
his self-admitted alcohol consumption and taking the female national to his hotel room . The 
polygraph was also noted in the memorandum and 

was natmerunl!Z 
stated that it was presented to him or on ve 

pending an investigation in which he could lose his top secret clearance. also stated 
that .all of this could have been avoided if the pre-advance teams, advanc.e teams, and Department of 
State had advised arid made clear the propensity for prostitution in Cartagena. 

. . 
- felt as ifhe had no choice but to resign .in lieu of his top secret security clearance and 
~with his letter of resignation which would be effective . 
·- also provided a copy of a u ....,uu= Request for Personnel · 
Action that documented the resignation. 

- stated that because ofthe media coverage and embarrassment to the oorr••nru 

punished more severely than required based on his purported actions . 
a great deal ofdisparity and treatment within the usss nPT'<XfP••n 

stated that there were people within the USSS t hat comniitted 
by theUSSS. - admitted he may hav.e 
his. actions in Cartagena were not a violation aw m not job 
as a result. Again he stated the whole situation could have been alleviatecj. ifthe advance and pre
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advance teams had done their jobs properly and made proper advisements about the area and 
prostitUtion in the area. 

- stated that the incident in Cartagena was not typical within the USSS; however he believed 
that ifthe local police and media were not involved, the USSS would have handled it in-house. · 
- believes there is a level of acceptance balanced with a level ofprofessionalism. Hecould 
not say that this type of behavior never happe~ened during every foreigntrip, or if this was 
the only time this type ofbehavior occurred. -refused to provide a written statement. 16 

attempts to conduct a voluntary interview with 
USSS, Washington, D.C. 


attorney was that the DOJ had warnings arid that 

- was compelled to appear for an interview with the OIG. - failed to comply and 
never appeared for an interview.17 

· 

The OIG interviewed USSS, Washington, D.C. Prior to questioning, 
- was advis~d mtemew was being conducted independent of any ongoing· 
USSS internal investigation. Additionally, was administered the OIG "W t.o Not. 
Disclose ·ve Information, " which signed. [Agent's Note: 

administer Kaikines warnings to- in to compel him to 
speak to the cOpies ofhis resignation letter and SF-50 showing a resignation 
date effective therefore Kalkines would not be applicable. - agree~ to . 
proceed with the .] - provided the folloWing information in substance: 

- stated that he was in Cartagena approximately - for the Presidential visit and stayed 
at the Hilton hotel in Cartagena, Colombia. He did not have any classified paperwork in his hotel 

16 {Exhibits#~ ID, J.2Q) 

I {Exhibits# 112, 177A,~ J22) 
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room; all of the classified paperwork and his laptop were 
He spent his off-duty time 

because they both worked similar 
to Colombia, be went 

was at the bar drinking and met a foreign .., ... v""'' 
was at the bar drinking - and a female named 
talking and dancing. She asked him, "if he wanted to leave ,"and he agreed. 
declined to answer what "leaving together" implied, but advised he did not pay a fee to 
female from the bar and stated that the females that were at the bar seemed like 'iregular girls." 

They both returned to the Hilton Hotel and he signed her in at the hotel lobby and she provided her 
identification card at the hotel lobby. He had to pay a guest fee to the hotel but did not recall the 
exact figure. He gave her a fictitious name and told her he was there on vacation. When asked · 
whether he paid the female any money, or the details ofwhat occurred when they left the bar 
together,.he declined to answer. 

- stated that he tried to be discreet and never said anything to anybody for the .remainder of the 
advance. He continued on with his duties for the trip and did not have additional contact with any 
other foreign nationals for the remainder of the trip. - stated that the ~st time he heard that 
USSS employees were involved in prostitution ·in Cartagena, Colombia, was when he heard that some 
of the Department of Defense a scene at the hotel with some · 
Hewas told 

- advised factor in the loss of the 
members. to stated the USSS jeopardized the mission 
because they sent - members. mission was complete. He felt that the DOD 
response to the incident was more appropriate because they kept the employees in country to 
complete the mission and then dealt with the disciplinary action after the mission was completed. 

- stated that there were subsequent meetings with the advance team regarding the prostitution 
incident in Cartagena and the advance team was told to information knew · 
pro,stltuti<>n and USSS stated that 

returned to the U.S. 

Once in the U.S., he received an email from SOD Support stating that he needed to 
USSS RES for a witness interviewWhere he was interviewed by RES He 

. stated that he was not issued any warnings prior to the interview by RES 
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impression that it was a witness interview. He did not feel that the interview was voluntary and felt 
that he would be subject to administrative action ifhe did not participate in the interview. He stated 
that du.ritig the interview, the inspectors implied that they had knowledge ofwrongdoing by 
He then told them about the incident with the female foreign national at the bar. - believed . 
that the USSS found out about the female the sheet that he wh~eturned to the 
hotel with the female . During the interview, 
USSS RES asked him to to a polygraph 
examination and gave him a written request to which he agreed. The was administered on 
- April. 2012, and the polygraphers told him that 

and met
could not recall his 

was giVen two optiOns meeting, sign a typed letter of 
resignation or face proceedings and revocation ofhis clearance due to his 
"unauthorized contact with a foreign national" the letter after his · 
options w~ained to him and his was 
--stated that he had approximately 15 minutes to decide whether he was going to 
resign or allow the USSS to take administrative action while his supervisors were staring at him. 

--stated he did not feel that the USSS RES investigation was fair because ofhow quickly 
everything happened, he gave a statement on a on a and si a 
~~~-•l">u""u"'u letter on - He also stated 

are still working for the USSS. 
and is currently 

status. 

stated he had witnessed the involvement on.other. foreign tnps 
He stated that he witnessed SAs from PPD drinking excessively 

· · stated he had direct KnC>Wl·eO!l[e 
because 

.,.,..,_,."'"'.. occasiOn, returned to his .. .,.,.• ........ 5 

a supervisor m a taxi and the supervisor went to. the front desk to advise them he 
(the supervisor) was expecting a young lady to come back to his room for the night. 18 

. · 

USSS, Washington, D.C. Prior to questioning, 
was advised the was being conducted independent of any ongoing USSS 
internal investigation. - was also administered the Advice ofRights (Beckwith!Garrity),.which 

18 
. . (Exhibits# 173C, 365, 366) 
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he signed and agreed to be interviewed. Additionally, before questioning, - was administered 
the OIG "Warning to Not Disclose Investigative Information," which he also signed. 
provided the following infonnation.in substance: 

Miami, 
stated that he was stated that not 
know what the interview was about and was not with any or oral warnings (Garrity 
or Kalkines) prior to the interview. - stated that he did not believe the interview was voluntary 
and thought he would have suffered negative consequences ifhe refused to answer questions. 

- stated that when he returned from Cartagena he was interviewed by investigators from the 
USSS Inspections Division in Wa.Shin~C. - stated that he was issued a Non-Disclosure. 
warning and provided with his rights. - was not sure ifhe was advised ofGarrity rights. 
- stated that he knew this interview was voluntary and did not think he would suffer negative 
contsequences ifhe had declined to be interviewed. stated that he was not asked t~

~;:.-u~au anyone about the trip. 
received e-mails containing lo mformation such as travel dates, hotel reservations, etc. 
stated that he did not receive or send any e-mails regarding after hours activities in 

'"""'"'u"' and that he did not go to 
El Caribe Hotel and · 

- stated that on - 2012, he was interviewed by. and- and they asked ifhe 
knew what the interview was about. - said he did 11.0t and they informed him El Caribe 
complained about USSS personnel. They asked if- had anyone in his hotel room the night 
before and said, ''No." stated th3:t he was dismissed from the interview and not told 
anything else. The next day received an e-mail addressed to him and eleven other USSS 
personnel informing them to out ofthe hot~l because they were being sent home. 
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interviews, OIGand USSS 
he was not involved in the 

- stated that he has never hired a prostitute and that he did not witness or hear about any USSS 
personnel hiring prostitutes prior to t~e incident. ~d that while in Cartage~a, he d.id not 
have access to any top secret or classified docum~ stated that he was provided With 
~ent sheets, but nothing that would specifically detail the President's locations or movements. 
- provided a sworn written statement. 19 

· . . . . . . 

The OIG also identified othe~s who potentially possessed information regarding pri01: encounters; 
however, individuals declined voluntary interviews.20 OIG also reviewed travel vouchers froin 
Cartagena submitted by 7 of the 13 USSS employees who had personal encounters with FFNs with 
the misconduct reported. OIG found no evidence ofany claims for reimbursement for overnight 
guest. f~es, a fee charged by the ~otels for t~e FFNs who visited the. 12 USSS em~loyees. The 
remammg 6 USSS employees did not submit travel vouchers for reimbursement. 1 

· · 

During our investigation, USSS personnel alleged that a White House Communications Agency 
·employee (an officer with the Department ofDefense) and one reported \vhite House staff and/or 
advance member had personal encounters with female Colombian nationals. OIG reviewed the 
registry from the Hilton Cartagena Hotel for this time period, which showed two people who OIG 
identified as these individuals associated with the White House, registered in two separate rooms. 
Names of- emales were listed ~ visitors to these two rooms during the advance activities for the 

19 
. (Exhibits # 87, _ll§) 

20 (Exhibits #~. 2. IQ, .u. 20, 24, f2., ~. n, 28, J.U.z, m m m 2o8, 216, m m. 223, m, 221, m, 26S,lJJ.A, ~ 

21 
. (Exhibits# m 329A, 365) 
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President's visit in April.22 OIG did not interview or investigate the activities of any individuals not 
employed by DHS, to include the WHCA employee and the reported White House staff and/or 
advance member. 

OIG made an official Mutual Legal Assistance Treaty request from the Department of Justice so we 
could interview the female Colombian nationals and secure other investigative records. However, the 
Department of Justice declined our request because the information was sought for a Congressional 
proceeding rather than a U.S. criminal matter. Therefore, OIG had to rely on the FFN statements 
previously obtained by the USSS.23 

· · 

During questioning, USSS employees reported they were aware of incidents similar to those that 
reportedly occurred in Cartagena and were asked whether they thought this incident was indicative of 
a broader organizational issue within the USSS. INV preliminarily identified reports that 123 · 
believed it was an anomaly24 

, 5 said that the broader organizational issues played a role25 
, and 10 

relayed knowledge of similar misconduct occurring on other occasions?6 The remainder made no 
assertions of any opinion. 

The reports of broader organizational issues within the USSS were referred to OIG Inspections 
Division for assessment in that these reports fell outside the scope of the INV investigation of the 
Cartagena incident. 27 

· 

Allegation 2: The DHS OIG received reports that the USSS RES did not provide any employee 
administrative warnings during the Cartagena interviews. 

The OIG consulted with the U.S. Department of Justice (DOJ) after USSS employees reported that 
the USSS Office of Professional Responsibility (RES) did not provide USSS personnel with any 
employee rights advisements during the.interviews conducted as part of their investigation of this 
incident. After consulting with the DOJ, OIG decided that the OIG would conduct an entirely new 
investigation to. ensure that the information OIG obtained during our interviews was obtained 

22 (Exhibits # 20, 25, 123, 306, 314, 316, 317, 324, 340, 346, 352) 

23 (Exhibits # 3A, 315, 365) 

24 
(Exhibits# 38, 39, :ill, 41, 42, 43, 44, 12., ~& g 56, g 58,~ Q1 M, §1,.@., m, 1L ]],_, ']]_, H, ~ 71, ~ TI., ~ ll M, ll2121. 25., 22, 
1~1~~mm1~1~13~ill13~13~1~~m.1~mm1~15~m1~1s~~m~mmmm 
m1~1~mmmm1~mm~~m~~mm~m~~~m~m~~mm 
~~~1,mm~~~~~~~mur,~~ 

25 (Exhibits# 49, 50, 65, 126, 127, 145, 168, 234, ill, 268, 292, 6.21, m 306, ill, 324, 326, m 343, ~ 345A, W, ill, ill, lli l2Q) 

26 (Exhibits#:!.,26,62,80,84,86, 122,125,126,127,145,168, 173C, 198,212,~ill,M291,m,ill,JM,~ 

27 
(Exhibit# 366) 
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voluntarily and therefore useable in any potential criminal or administrative proceedings. OIG found 
that of the employees initially interviewed by USSS RES, 38 said they were provided with an 
administrative rights advisement,28 72 advised that they were provided with no rights advisement29 

and 48 had no recollection of receiving any warnings whatsoever. 30 

USSS employees OIG interviewed reported that they felt compelled to participate in the USSS RES 
interviews, citing concerns ofpunishment or reprimand if they failed to cooperate in the RES 
investigation.31 

· · 

Two USSS RES Inspectors responsible for conducting the internal interviews also reported that 
administrative rights were not provided to employees.32 

The reports ofUSSS policy regarding the use of administrative warnings for USSS employees was 
referred to OIG Inspections Division for assessment in that these reports fell outside the scope of the 
INV investigation of the Cartagena incident. 33 

. · · 

Allegation 3: Th~ DHS OIG received reports that U.S. Secret Service personnel failed to 
properly record foreign national contact reports. 

As part of our investigation, OIG reviewed the completed USSS foreign national contact reports and 
conducted interviews to determine whether the USSS personnel had complied with the mandatory 
reporting provisions ofDCID 6/4 and PDD 12, as authorized by Executive Order 9397, 6 USC 341, 
44 USC 3101, PDD 12 and DCID 6/4. Specifically, the OIG requested all foreign contact reports on 
file with the USSS since January 2008, to determine whether foreign contacts had been properly 
reported and documented as required, and to identify instances with foreign nationals similar to those 
of the Cartagena incident. Our review of these documents found that in the four years prior to this 
incident, 105 total reports were filed. Our review revealed that following the Cartagena incident and 
a subsequent reported USSS policy change, 423 new reported foreign national contacts were filed, 

28 
· (Exhibits# 39, il,, 42, 55, 64, 11, 73, 85, 86, 87, 95, 97, 98, 100, 107, ill, ill, 122C, 123, 124, 128, 129, ill, ill, ill, ill, ill, ill, m 184, 

190, 199,212,221,223,234,2J8,,240,249, 360E) 

29 
(Exhibits# .1£, .12, 20, 26, 44, 49, i!_, 52, 57, 58, 62, 63, 74,.76, 77, 78, 79, .81, 89, 21, 94, 96, l.Ql, Jill., 106, 108, ill ill, 118A, 1.12, 123, ill, 
1~~~~3~1~I3~I~I~I~I~ITI~I~I~I~m~~,l~l~~~~~m~m~~mmm 
235,236,239,241,243,244,246,247,251,273, m 312, 360E) 

30 
(Exhibits# 38, 43, 47, 53, 54, 59, .Q.L 65, 67,.@, 69, 70, 80, .82, M, 99, ll.Q, 130, ill, ill, HQ, ill, ill, .1.@, 12.2, ill, 185, .1.£2., l2L m, 121:, 

~~m~w~,~~215,2I~2I1~n~mmmm~~~ 

31 
(Exhibit# 26, 65, 68, 74, 82, 85, 86, 94, 98, 107, ll.Q, ill, liSA, 123, ill, 173C, 199, 220, m, ill, 360E) 

32 
(Exhibits# 297, 312, 363) 

33 
(Exhibit# 366) 
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the majority ofwhich were retroactively filed subsequent to this incident, dating back to 1976. Of the 
423, one report was filed for the Cartagena trip.34 

The reports ofprior USSS policy and new procedural changes regarding the reporting of foreign 
contacts were referred to OJQ.Jnspections Division for assessment in that these reports fell outside 
the scop~ of the' INV investigation of the Cartagena incident. 35 

. 	 . , · 

Allegation 4: The DHS OIG reviewed the Cartagena incident for any potential disclosure of 
national security information and/or related threat to the President of the United States. 

During our interviews of USSS personnel, OIG received no reports of any potential loss or disclosure 
ofnational security information or any specified threat to the President directly related to the 
Cartagena prostitution incident. More specifically, our investigation develope4 no evidence to 
suggest that the actions .of USSS personnel had.potentially compromised the safety and security of · 
the President or any sensitive information during this trip; however, OIG received reports ofother 
alleged compromises ofsafety and security.36 These additional allegations are currently under OIG 
review. 

As part ofour investigation., OIG identified 16 female Colombian nationals-involved in the incident; 
OIG could not identify the name of the female Colombian national involved in the incident at a 
private residence. OIG queried the IC as to whether these 16 females were connected to criminal or 
terrorist oi:gaillzations. · Two of the females' ·names had associated derogatory information, which is 
classified; however, Just one could be supported, the other was vetted and found not to be the foreign 
national in question. 7 Our interviews ofUSSS executive personnel and our review ofrelevant 
records confirmed that the USSS had knowledge that one FFN had derogatory information,38 but 
were not aware of the second identified by the OIG. · 

[Agent's Note: Records from the Hilton Cartagena Hotel also showed names of two people OIG 
identified as the non-DRS employees associated with the White House; registered in two separate 
rooms. The names of the- females listed as visitors to these two rooms during the advance . 
activities were queried through the IC, which did not reveal any derogatory information. OIG did not 
interview the two non-DHS employees or the FFN visitors regarding any disclosure issues.] 

34 (Exhibits# 122C, 152, l6JA,lli,261,lli,W,284,lai,339,360A,~;ill) 

3 . 5 (Exhibit#~) 
H 	 . . . . 

(Exhibits# ill, ill, ill, iliA.~. ill,~. ill) 

37 
(Exhibits# ill, ill, llM, ill.. ~) . 

38 (Exhibits #2M, 162,211, 277A, 278, 21M, ID, lli,W, JQQ, ill, ill, ill, 317, ill,~ lli, 365, JQ2) 
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The OIG interviewed USSS, Washington, D.C . ~not tell the . . 
prostitute why he was Ill nor tell her that he was a uss-s ~ stated did not . 
release any classified or sensitive information to the prostitute and did not report any loss?9 

The OIG . USSS, Washington, D.C. 
- statedthathe pot any or to - LNU. 
told investigators he had secured all sensitive or classified documents in the car plane and in the safe 
ofhis hotel room. 40 · · . . 

-------J to 
doc;un1en.ts m a safe in his hotel room when they · 

not msJJost~a oftothese documents by Rlacing them ·in a burn bag at the 
- No unauthorized persons access - paperwork. 1 

· 

The OIG interviewed USSS, - Washington, D.C. - stated that he told 
his female companion was a tourist from the U.S ., but did not tell her his ·occupation, nor did 
he ask her occu:eation. - stated the feinale companion did not ask any questions·about ·the U.S. 
government, USSS, or anything about the U.S. other than the fact that she mentioned she would like· 
to visit the U.~. at some point in her life. - stated .he did not possess any classified information, 
any documentation the Presidential visit to Cartagena, or a weapon in his ro~ · 
stated he did have and his credentials locked in the safe in his room. ~eved 
he may have had documentation, such as plane tickets and receipts, in a bag in his 
room. - stated he was carrying his USSS blackberry, but it was locked with a password. He did 
not report anything missing.42 

. . · 

USSS, - Washington, D.C. - stated he had 
possession. He did not report anything missing.43 

. 

TheOIG' 
:Washington, D.C. 

39 
. (Exhibits# m, ill,1@ 

40 (Exhibits# 26, ill,~) 

4 1 (Exhibits#~. ill. 366) 

42 
.(Exhibits # M. ill. ~ 

43 (Exhibits# 124, 365,JQ2) 
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that the FFN may have had access to or whether she accessed any .of information. -also 
. denied her having any access to weapons or la~ enforcement tools. 44

The OIG interviewed USSS Washington, D .C. 
While in Cartagena, no or sens1 stated he·was not 
aware of any comprom1se such material by anyone during the Cartagena operation. -had 
no knowledge ofany incident, to include Cartagena, in which the actions ofUSSS personnel 
compromised the safety and security of the President.45 

. · . 

The OIG submitted an official Mutual Legal Assistance Treaty (MLAT) request so that OIG could 
proceed with re-interviews of the FFNs and secure additional records to identify any other 
outst!lllding investigative leads; however, that request was declined: Therefore, OIG had to rely on 
the FFN statements previously obtained by the USSS.46 

. 

Other Allegations Reported: 

During our investigation, OIG received allegations that the USSS learned on April 19, 2012, that one 
FFN had derogatory information within the IC; 

It was also reported that USSS officials had previously advised 
Congress that no White House personnel were invol ved in the Cartagena incident despite knowledge 
of their potential misconduct. 

44 (Exhibits# 118A, 365, ~ 

45 (Exhibits #ill, ill, 366) 

46 (Exhibits # JA ill, 365) 

47 (Exhibits# 2M, ill, 277, 277A, m, 278A, m; ill, 289, lQQ, 310, 312, ill, ill,m; ~M2A, ill,~) 

48 (Exhibits# 20, ll,l.llA, l 52, 2Q2, JM,llQ, ill. ill,W.lli. ill. m, ~ 1@ 
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The DHS OIG received allegations of interference by USSS personnel with transparency 
during the Cartagena investigation. 

During our investigation of this matter, OIG received reports that USSS managers and executives 
advised their subordinates not to speak voluntarily with the OIG or proactively cooperate with the 
OIG investigation of this incident. Interviewees alleged that USSS legal counsel and others directed 
them not to participate in the interviews with the OIG. 49 Of the 32 employees who declined to 
participate in a voluntary interview and declined to answer our questions, 10 were senior level 
managers or senior executives, to include Deputy Assistant and Assistant Directors; and 22 were 
special agents or inspectors. 50 

· 

One in~ividual i~teivie.wed regorted threats of retaliation for co~peratin~ with the OIG and 
consentmg to be mterv1ewed, 1 and another reported that USSS mformatwn technology (IT) 
personnel had intercepted OIG email communications with USSS employees regarding their 
availability, or willingness, to be interviewed by the OIG. 52 

Additionally, OIG received reports that USSS officials continued to proceed with their investigative 
activities into the Cartagena incident, despite having been advised by the OIG on several occasions to 
cease their investigative activities, in order to enable the OIG to conduct an independent 
investigation. 3 

5 [A separate DHS OIG investigation has been initiated on this matter.] . 

All reported information of broader organizational issues within the USSS was referred to OIG 
Inspections Division for assessment in that these reports fell outside the scope of the INV 
investigation of the Cartagena incident. 54 

. 

49 (Exhibits# 260, 267, 359, 365) 

50 
(Exhibits# 104, ill, 153, 163, ill 258,259,260,263, ~ 282,301, 365) 

51 
(Exhibit# 267) 

52 
(Exhibit# 299) 

53 
(Exhibits# 123, 162, 278A) 

54 (Exhibit# 366) 

IMPORTANT NOTICE 
!rhis report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of 
lnspector.General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in 
part, outside the Department of Homeland Security, withouf prior authorization by the Office of Inspector General. Publ.ic availability of the report 
~ill be detennined by the Office oflnspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or 
~dministrative penalties. 
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EXHIBITS 

. NUMBER DESCRIPTION 

1 Predicate Document - Case Opening, on May 23, 2012 

2 Memorandum of Activity, Other- Records Request (Dept of State, DSS), on May 30, 
2012 

3 Memorandum ofActivity, Personal Interview - Meeting with DOJ Public Integritv, on 
2012 . 

3A Memorandum of Activity, Other- MLAT Request Rejection, on July 27, 2012 

4 Memorandum ofActivity, Records Review- USSS Complaint Referrals, on May 31, 
2012 

•__1 • 

Memorandum ofActivity, Records Review - National Finarice Records, on June3, 
2012 

11 Memorandum ofActivity, on June 
2012 

12 on 

13 

14 oil June 13, 2012 

15 Memorandum ofActivity, on July 23, 2012 

16 Memorandum ofActivity, 

17 Memorandum ofActivity, 

18 Memorandum ofActivity, 
2012 

19 .Memorandum of Activity, 

20 Memorandum of Activity, on June 13, 2012 

21 Memorandum of Activity, on July 23, 2012 

22 Memorandum ofActiv~ty, on July 23, 2012 

23 Memorandum of Activity. on June 1.2, 2012 

24 Memorandum of Activity, Records Review- Country Clearance AJ2prova1s, on June 
2012 
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2~ Memorandum of Activity, Records Review - Hotel Hilton Cartagena Records, on June 
2012 

27 Memorandum of Activity, Records Review - USSS Trip Emails for Assigned Visit 
on June 7 20 12 

28 Memorandum ofActivity, Records Review- DOD JAG Records, on June 7, 2012 
29 Memorandum of Activity, Other- Records Request from DSS, on June .12, 2012 

30 Memorandum of Activity, Record Review - USSS Names, on June 21,2012 


31 Memorandum ofActivity, on Jurie 12, 2012 


32 on June 28, 2012 


Memorandum ofActivity, 

36 Memorandum ofActivity, 

37 Memoranduni ofActivity, 

38 Memorandum ofActivity, on June 19, 2012 

39 Memorandum ofActivity, June 19,2012 
40 Memorandum ofActivity, 18,2012 

41 Memorandum ofActivity, 


42 Memorandum ofActivity, 

43 Memorandum ofActivity, 


44 ofActivity, 


45 Memorandum ofActivity, 

46 Memorandum .ofActivity, 


47 Memorandum ofActivity, 


48 Memorandum ofActivity, 

27 2012 


49 

50 on June 19, 2012 

51 Memorandum of 12 

52 Memorandum ofActivity, 


19 2012 

53 Memorandum of on June 19, 2012 

54 Memorandum of 2012 
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54A · Memorandum of 

55 
 on June 19, 2012 

on June i9, 2012 
57 Memorandum of 
58 Memorandum of on June 19, 2012 

59 Memorandum of 2012 


61 

62 
 on June 19, 2012 

63 
 on June 19,2012 

64 
 2012 

65 


66 Memorandum of 

.67 

68 

69 Memorandum of 

70 Memorandum of 

71 

72 


74 

75 

76 

77 

78 Memorandum of 

79 · Memorandum of 

80 

81 Memorandum of 

82 

83 

84 

85 

86 
 on June 19, 2012 

' ' 
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87 

88 

89 

90 

91 

92 

93 

94 

95 

96 

97 

98 

98A 

99 

100 

101 

102 

103 

. 104 

104A 

105 

106 

107 

108 

109 

110 

111 

U2 

113 

114 

Memorandwn of 
Memorandum ofActivity, 
2012 
Memorandwn ofActivity, 
June 19 2012 

Memorandum ofActivity, 
201 

Memorandum of 

Memorandwn ofActivity, 
Memorandwn ofActivity, 
2012 
Memorandwn 

Memorandwn of 
Memorandwn ofActivity, 
2012 
Memorandum of 
Memorandum ofActivity, 
2012 
Memorandum of 

Memorandum of 
Memorandum ofActivity, 
2012 
Memorandum of 

Memorandum of 

Memorandum of 

on June 19,2012 

on June 19, 20 12 
on June 19,' 

~ - -~~~-

on 

2012 

on July 12, 2012 

on June 20, 

on June 20, 2012 

on June 20, 20 12 

on July 11, 2012 

on June 20,2012 
on June 20, 

on June 20, 20 12 

on June 20,2012 
on June 20, 

on June 20,2012 · 

on June 20, 2012 

2012 

i 

I 
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115 on June 20,2012 
'116 Memorandum of on June 20, 2012 
117 Memorandum ofActivity, Other - Record Request from Department of State, on June 

20 2012 
117A Memorandum ofActivity, Records Review- Certified Official Passport Records, on 

21 . 2012. 
118 Memorandum of Activity, on June 18,2012 

118A Memorandum of Activity, July 26, 2012 
119 

121B Memorandum of Activity, Receipt ofInformation - United States Air Force, on July 
17 2012 

. 121C Memorandum ofActivity, on July 25,2012 

121D Memorandum ofActivity, Receipt of Information - Forensic Threat Analysis Unit on 
2012 

121E on 

122 
on June 

on June 28, 2012 
ori July 10, 2012 

on July 25, 20 12 
on June 21, 2012 

127 Memorandum of 

129 Memorandum of Activity, 

130 Memorandum ofActivity, ~]Q!}&!!lli~~~ on June 21, 
2012 

131 Memorandum ofActivity, 21,2012 
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133 Memorandum of Activity, on June 21, 
2012 

134 on June 21,2012 
135 on July 24, 201 
136 

137 Memorandum ofActivity, on June 21, 
2012 

138 Memorandum of Activity, 
139 Memorandum of Activity, 
140 Memorandum ofActivity, 
141 Memorandum of Activity, on June 21, 

2012 
!42 Memorandum ofActivity, 
"143 Memorandum 

12· 
147 MemorandUII1 ofActivity, 
148 Memorandum ofActivity, 
149 . Memorandum ofActivity, 
150 Memorandum ofActivity, on June 21, 

2012 
151 June 21, 2012 
152 on Augilst 2, 2012 

152A on July 20,2012 . 
153 on June 27, 2012 

153A on Ju ly 10, 2012 
154 on June 21,20 12 
155 Memorandum ofActivity, on June 26,2012 
156 Memorandum ofActivity, on June 22,2012 
157 Memorandum ofActivity, 
158 Memorandum ofActivity, 
159 Memorandum ofActivity, 
160 Memorandum of Activity, 
161 Memorandum Of Activity, 

161A Memorandum ofActivity, 
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. 162 Memorandum ofActivity, on July 13, 2012 

163 Memorandum ofActivity, on July 12, 2012 

164 Memorandum of on June 20,2012 

165 Memorandum·ofActivity,_ on June 20,2012 

166 ofActivity, on July 23, 2012 

167 Memorandum ofActivity, onJune 25, 2012 

168 Memorandum ofActivity, on July 10, 
2012 

169 Memorandum ofActivity, 

170 Memorandum ofActivity, 

171 Memorandum ofActivity, 

172 Memorandum of 

173 
173A Memorandum ofActivity, on 

June 2012 
173B Memorandum ofActivity, 

on June 26 2012 
173C Memorandum of Activity, on August 3, 2012 

174 Memorandum ofActivity, on June 27, 2012 
175 Memorandum ofActivity, on June.2l, 2012 

176 Memorandum ofActivity, on June 27,2012 

177 

177A 

178 
179 

180 Memorandum ofActivity, on June 21, 
2012. 

181 Memorandum ofActivity, on June 25, 2012 

182 Memorandum ofActivity, on June 28,2012 

183 ofActivity, Cancelled Lead, on July 20, 2012 

184 Memorandum ofActivity, on June 28, 2012 

185 Memorandum ofActivity, on June 21,2012 

186 Memorandum ofActivity, Lead Combined with #349, on July 12, 2012 

187 Memorandum ofActivity, on June 22,2012 

188 Memorandum ofActivity, on June 26, 2012 
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189 


. 190 


191 

192 

193 

194 

195 


196 

197 

198 
 Memorandum 

202 
 Memorandum ofActivity, 

203 
 Memorandum ofActivity, 

205 Memorandum ofActivity, ~:§Q!]truJ~m~.=. 


2012 

206 Memorandum ofActivity, 


210 Memorandum ofActivity, 

211 

212 Memorandum of 

213 

2 14 Memorandum ofActivity, 

215 Memorandum ofActivity, 


219 Memorandum ofActivity, 
220 . Memorandum ofActivity, 

on' June 22, 

on June 22, 2012 

on June 25,2012 
on June 25, 

on June 25, 2012 
on June 27,2012 

on June 25, 2012 

REPORT OF INVESTIGATION 


JNV f()RM.(lll 

· Page 59 of65 


KuehnS
Cross-Out

KuehnS
Cross-Out



----

2012 

221 Memorandum ofActivity, 

222 Memoraildum ofActivity, 

223 Memorandum ofActivity, 
224 Memorandum ofActivity, 

225 of Activity, 

226 Memorandum ofActivity, 
Memorandum ofActivity, 

228 

on June 26, 2012 

on June 26,2012 

229 
230 

231 

232 
233 

Memorandum ofActivity, on June 27, 2 

Memorandum of Activity, on June 27,2012 

Memorandum of Activity, Cancelled Lead, on July 20, 2012 
--~--~~~~----~ 

Memorandum ofActivity, on June 27, 2012 · 

Memorandum ofActivity, 

234 

237 Memorandum ofActivity, rm]Q!illl!!:lli~~~ 
2012 

on June 18,2012 
on June 27, 20 12 

on June 27, 

238 Memorandum ofActivity, Personal Interview­ 27,2012 

n9 ~ ~ro~~~~- une 20,2012 
240 . Memorandum ofActivity, Personal Interview - on June 27, 

2012 

243 Memorandum ofActivity, .!::m]Q!:ill!...!!lll~~~ 
2012 

244 

245 Memorandum of 

246 Memorandum ofActivity, 

247 Memorandum ofActivity, 

. 248 Memorandum ofActivity, 
249 
250 

on June 28, 

on June 28, 

on June 28, 20 12 
on June 28, 2012 

on June 26, 20 12 

on June 49,2012 

on June 29, 2012 
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252 Memorandum: ofActivity, 

253 Memorandum ofActivity, 


254 Memorandum ofActivity, 


255 Memorandum of Activity, 

256 Memorandum ofActivity, Records Request- DCA, June 18, 2012 


257 Memorandum ofActivity, 


258 Memorandum ofActivity, ~.~.,.,..",._,., 


259 Memorandum ofActivity, 


260 Memorandum ofActivity, 


277A 
278 

278A 

279 Memorandum ofActivity, 

280 . Memorandum ofActivity, 

281 Memorandum ofActivity, 


on June 19,20 12 
on July 23,2012 

on July 23, 2012 

on July 23,2012 

on June 2 1, 2012 

on June 25,2012 
on June 27, 2012 

on June 21, 2012 

on July 11, 2012 
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282 on July 10,2012 
283 on July 12, 2012 

284 Memorandum of 
285 Memorandum ofActivity, 
286 Memorandum ofActivity, Other- Receipt ofTrip Survey Packet for Trip #34 1-0 li -

on June· 2012 

287A · Memorandum ofActivity, Receipt/Review ofInformation - Flying While Armed 

288 
289 
290 
291 
292 

.293 
294 

295 
296 
297 

297A 
. 298 

299 
300 
301 

' 302 

303 

on June 25 2012 
Memorandum ofActivity, on Jw1e 26,2012 

on June 25, 2012. 
on July 23, 2012 

on June 26,2012 
on June 26, 2012 

Memorandum of Activity, on June 26,2012 
Memorandum ofActivity, on June 27, 2012 
Memorandum ofActivity, on July 11, 2012 
Memorandum of Activity, Records Check CEDS), on July 7, 2012 

----------------~ 
Memorandum ofActivity, on July 11, 2012 
Memorandum of Activity, on July 11,2012 
Memorandum ofActivity, on July 12,2012 
Memorandum of Activity, on July 9, 12 
Memorandum ofActivity, on July 12, 
2012 

on July 

304 Memorandum of Activity, on July 10,2012 · 
305 Memorandum ofActivity, on July 23, 2012 
306 Memorandum of Activity, on July 11,2012 
307 Memorandum of Activity, Other- Request for Intelligence Report, on June 26, 2012 

309 Memorandum ofActivity, on June 27, 2012 
310 · · Memorandum ofActivity, on June 26, 2012 

311 Memorandum ofActivity, on July 9, 2012 

' . 
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311A Memorandum of Activity, on July 9, 2012 
312 Memorandum ofActivity, on July 11, 2012 

313 Memorandum· ofActivity, on July 11, 2012 

314 Memorandum of Activity, Receipt of Summit ofAmericas Hotel List, on June 14, 
2012 

315 Memorandum ofActivity, Records Review- Colombian Female Foreign Nationals, 
on June 2012 

317 Memorandum ofActivity, ~].Q!!&!!!!!~~~ 
13 2012 

318 
319 

· 320A Memorandum of 
2012 

321 

322 
•323 

324 

325 
326 
327 

on July 

on July 13,2012 

on July 23, 

on June 28,2012 
on June 28, 20 

on June 28, 2012 

on June 28, 2012 
on June28,"2012 

328 Memorandum of Activity, Other.- Receipt of Documents from DHS OIG, Office of 
· on June 29 2012 

329 2012 
329A 

333 Memorandum ofActivity, Cancelled Lead, July 3, 2012 

334 Mel):lorandum ofActivity, Records Request- Request to USSS for Credit Card 
on 20 12 
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337 
337A 
338 

Memorandum ofActivity, 
Memorandum of Activity, 

on July 12,2012 
on July 12, 2012 

~=·on July 5, 

_339 Memorandum of Activity, Receipt ofInformation- Foreign Contact Reporting, on 
Jupe 2012 

340 Memorandum ofActivity, Records Review - White House Advance Staff Records 
20 12 

. 341 

342 on June 29, 

343 Memorandum ofActivity, on June 29, 2012 
--~~~~~~----~ 

344 Memorandum ofActivity, on July 10, 2012 
·345 Memorandum ofActivity, on July 10, 20 12 

Memorandum ofActivity, Receipt ofRecords- Documents Received by CS, on July 
13 2012 

346. 
347 
348 

ofActivity, on July 10,2012 
on July 11, 2012 
on July 9, 2012 

-349 

349A 

350 

351 

352 

353 on July 12, 2012 

354 

355 

12 

358 

. 
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358A 

360 Memorandum of Activity, Other- Receipt ofUSSS Documents, on July 25, 2012 

360A Memorandum of Activity, Record Review - USSS Training Docturients, on July 27, 
2012 

360B 

360C 

Memorandum of Activity, Record Review - Employee Reporting Responsibilities, on 
2012 . 

Memorandum ofActivity, Other- Receipt ofRecords (USSS Documents), 01;1 July 30, 
12 

360D Memorandum of Activity, Other- Receipt ofEmail Discs, on August21, 2012 . 

360E 

361 

363 

Memorandum of Activity, Records Review- USSS Documents- RES, on August 24, 
2012 . . 

onAugust 2, 

364 Memorandum ofActivity, Record Review- USSS Internal Allegations, on August 21, 
2012 

365 

366 . 

Memorandum ofActivity, Records Review - Congre·ssional Questionnaire to USSS, 
on 21 2012 
Memorandum ofActivity, Other.- INV Summarv for Referral to DHS OIG 

dated 2012 
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