UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
WASHINGTON, D.C. 20460

AUG 2 7 2018

INSPECTOR GENERAL

Mr. John V. Kelly
Acting Inspector General
U.S. Department of Homeland Security
Office of Inspector General
245 Murray Lane, SW
Washington, D.C. 20528-0305

Subject: System Review Report of the U.S. Department of Homeland Security, Office of
Inspector General
Dear Mr. Kelly:
Enclosed is the System Review Report of the U.S. Department of Homeland Security, Office of
Inspector General's audit organization. The audit was conducted in accordance with Government
Auditing Standards and the Council of the Inspectors General on Integrity and Efficiency's Guide
for Conducting Peer Reviews ofAudit Organizations ofFederal Offices ofInspector General.
The draft System Review Report was dated June 13, 2018. Your original response to our draft report
was dated July 13, 2018. We replaced your previous response to the draft report with your August 15,
2018, updated response included as Enclosure 3.
We appreciate the cooperation and courtesies extended to our staff during the review.

Enclosures

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
WASHINGTON, D.C. 20460

THE INSPECTOR GENERAL

System Review Report

Mr. John V. Kelly
Acting Inspector General
U.S. Department of Homeland Security
Office of Inspector General
245 Murray Lane, SW
Washington, D.C. 20528-0305
Dear Mr. Kelly:
We reviewed the system of quality control for the audit organization of the U.S. Department of
Homeland Security (DHS), Office oflnspector General (OIG) in effect for the fiscal year ended
September 30, 2017. A system of quality control encompasses the DHS OIG's organizational structure,
as well as policies adopted and procedures established to provide it with reasonable assurance of
conforming with Government Auditing Standards. Elements of quality control are described in those
standards.
The DHS OIG is responsible for establishing and maintaining a system of quality control designed to
provide the DHS OIG with reasonable assurance that the organization and its personnel comply with
professional standards and applicable legal and regulatory requirements in all material respects. Our
responsibility is to express an opinion on the design of the system of quality control and the DHS OIG's
compliance therewith, based on our review.
We conducted our review in accordance with Government Auditing Standards and the Council of the
Inspectors General on Integrity and Efficiency's (CIGIE's) Guide for Conducting Peer Reviews ofAudit
Organizations ofFederal Offices ofInspector General. During our review, we interviewed DHS OIG
personnel and obtained an understanding of the nature of the DHS OIG audit organization, and the
design of the DHS OIG's system of quality control sufficient to assess risks implicit in its audit function.
Based on our assessments, we selected audits and administrative files to test for conformity with
professional standards and compliance with the DHS OIG's system of quality control. The audits
selected represented a reasonable cross section of the DHS OIG's audit organization, with an emphasis
on higher-risk audits. Prior to concluding the peer review, we reassessed the adequacy of the scope of
the peer review procedures and met with DHS OIG management to discuss the results of our review. We
believe that the procedures we performed provide a reasonable basis for our opinion.
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In performing our review, we obtained an understanding of the system of quality control for the DHS
OIG's audit organization. In addition, we tested compliance with DHS OIG quality control policies and
procedures to the extent we considered appropriate. These tests covered the application ofDHS OIG
policies and procedures on selected audits. Our review was based on selected tests; therefore, the review
would not necessarily detect all weaknesses in the system of quality control or all instances of
noncompliance.
There are inherent limitations in the effectiveness of any system of quality control; therefore,
noncompliance with the system of quality control may occur and not be detected. Projection of any
evaluation of a system of quality control to future periods is subject to the risk the system of quality
control may become inadequate because of changes in conditions, or because the degree of compliance
with policies or procedures may deteriorate.
We noted the following deficiency during our review:
The DHS OIG needs to improve its system of quality control to provide reasonable assurance
that audits are performed in compliance with generally accepted government auditing standards
(GAGAS) and DHS OIG policies and procedures.
We also noted that one of the 13 performance audits reviewed during our peer review did not comply
with GAGAS and DHS OIG policies and procedures. We determined that weaknesses in the DHS OIG's
Office of Emergency Management Oversight (EMO) control structure did not assure compliance with
GAGAS for sampled audit OIG-17-80-D. We identified issues with audit planning, assessment of
evidence, supervision, indexing and reporting disclosures necessary for understanding the audit scope
and methodology. As a result, the audit report may not present a complete assessment of the issues
affecting the Federal Emergency Management Agency's (FEMA's) response to the 2016 Louisiana
flood.
In July 2017, we completed our initial selection ofDHS OIG reports to sample. One of the reports
included in our initial selection was report OIG-17-80-D. Around the same time as our sample selection,
on July 3, 2017, the DHS OIG initiated a review to determine whether report OIG-17-80-D complied
with GAGAS. In addition, on July 19, 2017, the DHS OIG temporarily removed report OIG-17-80-D
from its website. On December 4, 2017, the DHS OIG determined that report OIG-17-80-D did not
comply with GAG AS and permanently removed the report from its website.
On March 8, 2018, the DHS OIG permanently removed seven additional reports issued during the
period October 1, 2014, through September 30, 2017. 1 The reports were removed because the DHS OIG
was concerned that other reports containing similar objectives and methodologies may not comply with
GAGAS requirements and CIGIE's Quality Standards for Inspection and Evaluation. The seven reports
also may not have adequately answered objectives and, in some cases, may have lacked sufficient and
appropriate evidence to support conclusions. Enclosure 1 provides a detailed, technical discussion of the
deficiency and our recommendation.
In our opinion, except for the deficiency described above, the system of quality control in effect for the
DHS OIG's audit organization for the year ending September 30, 2017, has been suitably designed and
complied with to provide the DHS OIG with reasonable assurance of performing and reporting in
1

One (OIG-17-37-D) of the seven reports removed by OHS OIG was performed in accordance with Quality Standards for
Inspection and Evaluation.
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conformity with applicable professional standards in all material respects. Audit organizations can
receive a rating of pass, pass with deficiencies, or fail. The DHS OIG has received an external peer
review rating of pass with deficiency.
Enclosure 2 identifies DHS OIG offices that we visited and audits we reviewed. Our letter dated
June 11, 2018, presented findings that were not considered to be of sufficient significance to affect
our opinion expressed in this report. In addition to reviewing the DHS OIG's system of quality control
to assure adherence with Government Auditing Standards, we also applied certain limited procedures in
accordance with CIGIE guidance. The applicable CIGIE guidance involved DHS OIG monitoring
engagements performed by Independent Public Accountants (IPAs) under contract, where the IPA
served as the principal auditor.
Please note that the monitoring of engagements performed by IP As is not an audit. The monitoring of
IPA work is not subject to the requirements of Government Auditing Standards. The purpose of our
limited procedures was to determine whether the DHS OIG has controls to ensure that the IPAs
performed contracted work in accordance with professional standards. Our objective was not to express
an opinion, and we do not express an opinion on the DHS OIG monitoring the work performed by IPAs.
Thank you again for the cooperation and courtesies extended to our staff during the review.
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Enclosure 1

Deficiency: DHS OIG Needs to Improve Its System of Quality Control to Provide Reasonable
Assurance that Audits Performed Are in Compliance with GA GAS
We found that one of the 13 performance audits reviewed during our peer review did not comply with
generally accepted government auditing standards (GAGAS) and the U.S. Department of Homeland
Security (DHS), Office of Inspector General (OIG) policies and procedures.
The DHS OIG had determined that one of our sampled audits (OIG-17-80-D, titled FEMA Response
to the 2016 Catastrophic Flooding in Louisiana) did not comply with GA GAS, after the report was
selected for our review. The DHS OIG Emergency Management Oversight Team, which included
staff from the DHS OIG's Office of Emergency Management Oversight (EMO), completed report
OIG-17-80-D. Teams from this office focus on the Federal Emergency Management Agency's
(FEMA's) initial response to disasters, including a review of the challenges, resource shortfalls,
disaster-sourcing decisions, and coordination with state and local officials. 2
The OIG 17-80-D report was an audit of FEMA's initial response to the August 2016 Louisiana flooding
disaster. The audit's objectives were to determine whether FEMA's initial response to the Louisiana
flooding was effective, and whether FEMA's actions, resources and authorities were consistent with
federal regulations and FEMA guidelines in effect at the time of the disaster. The report released on June
22, 2017, concluded that FEMA's initial response and recovery efforts were generally effective and
consistent with federal law and regulations. In that report, the DHS OIG asserted that the audit
performed from August 2016 through March 201 7, pursuant to the Inspector General Act of 1978 as
amended, was conducted in accordance with GAGAS.
We determined that the Audit Director, Audit Manager and Auditor-In-Charge did not ensure that the
audit team complied with multiple GAGAS and DHS OIG Audit Manual requirements. Our review of
the audit identified clear noncompliance with GA GAS in areas involving audit planning, assessment of
evidence, fieldwork and reporting (see "Summary of Noncompliance with GAGAS" section below).
The DHS OIG Audit Manual, Section 9.0, outlines the system of controls that the agency follows to
ensure that audit offices and auditors comply with government auditing standards and other applicable
professional standards and legal requirements. The DHS OIG Audit Manual, Section 9.2, lists agency
quality controls governing supervision, management and independent referencer reviews (IRRs), and
completing the supervisory review checklist and the IRR checklist.
The DHS OIG supervisory review checklist for report OIG 17-80-D includes certifications from
the Audit Manager, Supervisory Auditor, and the Director. The supervisory review checklist confirms
that the designated officials reviewed the audit documentation, draft and final reports, and determined
that the work was completed in accordance with GAGAS. However, independent referencing, and
resolution of any IRR comments, are also steps in the supervisory review checklist. These additional
steps are required to be completed before the Audit Manager, Supervisory Auditor, and the Director
certify a report; and in the case ofreport OIG 17-80-D, the designated officials signed the checklist
2

On August 28, 2017, the DHS Inspector General announced that the Office of Audit and the Office of Emergency
Management Oversight would be combined to create a single program office, effective October 1, 2017. Both offices are now
under the Office of Audit control structure, which includes various requirements and guidance beyond what is required in the
DHS OIG Audit Manual.
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without the assignment complying with GAGAS. After completing our assessment of audit compliance
with the CIGIE peer review checklist, we identified several GAGAS noncompliance issues.

Summary of Noncompliance with GAGAS While Reviewing the Audit Performed by EMO
•

Taken as a whole, does the audit documentation show professional judgment
(that is, the exercise of reasonable care and professional skepticism) was used in planning
and performing the audit and reporting the results (GAS, 3.60)?
An assessment of audit risk and other GAGAS-required audit steps were not included in the
planning guide. In addition, the planning guide did not include steps clearly defining how the
guide would answer the portion of the audit objective regarding effectiveness.

•

Was work adequately planned and documented, as appropriate, to address the audit
objectives, scope and methodology, and did the work include GAS, 6.06, 6.07 and 6. 79?
Based on EPA OIG review, the audit was not planned to adequately comply with GA GAS
standards and the DHS OIG Audit Manual.

•

Did auditors design the methodology to obtain reasonable assurance that the evidence is
sufficient and appropriate to support the auditors' findings and conclusions in relation to
the audit objectives, and reduce audit risk to an acceptable level? (GAS, 6.10)
The DHS OIG audit guide did not include specific planning steps to fully address the audit
objective's effectiveness component or steps to reduce audit risk.

•

Did auditors gain an understanding of the nature and profile of the program and the needs
of potential users of the audit report to assess audit risk and its significance within the
context of the audit objectives? (GAS, 6.lla, 6.13)
The auditors did not include steps to reduce audit risk by considering the needs of potential users
of the audit report.

•

If information system controls were used extensively by the organization being audited and
are significant to the audit objectives, did auditors i) obtain an understanding of these
controls; ii) evaluate the controls' design and operating effectiveness; and iii) determine
which procedures related to the controls are needed? (GAS, 6.llc, 6.16, 6.24 and 6.27)
The audit team did not include steps in the audit plan to assess the controls ofFEMA's
information system. The audit team did not adequately assess evidence that was provided by
FEMA and used to support FEMA's disaster response effectiveness. In addition, the DHS OIG
EMO audit team did not verify the accuracy or reliability ofFEMA's data because FEMA is the
source of all disaster data.

•

When provisions of laws, regulations, contracts or grant agreements were significant
within the context of the audit objectives, did auditors assess the risk of noncompliance and
include procedures to obtain reasonable assurance of detecting instances of noncompliance
with provisions oflaws, regulations, contracts and grant agreements? (GAS, 6.lld, 6.28)
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There is no information in the Team Mate file showing that the DHS OIG EMO audit team
gained an understanding of the elements used to assess audit risk, or included steps in the audit
plan to assess the risk of noncompliance within the audit.

•

Did auditors identify criteria that are relevant to the audit objectives and permit consistent
assessment of the subject matter? (GAS, 6.12a, 6.37)
The audit team did not identify criteria to test the effectiveness of all sub-objectives. In many
cases, there was limited or no criteria referenced to make conclusions.

•

Did auditors identify potential sources of information that could be used as evidence;
determine the amount and type of evidence needed to obtain sufficient, appropriate
evidence; and evaluate whether the lack of evidence and its subsequent impact on internal
controls could be a basis for an audit finding? (GAS, 6.12b, 6.38, 6.39)
The audit team did not identify the type of evidence needed to obtain sufficient and appropriate
evidence, or evaluate whether a lack of evidence and impact on internal controls could be the
basis of an audit finding. In addition, many of the indexes were not adequate to support the
report's findings and conclusions.

•

Was staff properly supervised by audit supervisors or those designated to supervise?
(GAS, 6.53)
We identified a lack of proper supervision because of the inadequate planning guide and
methodology, decisions not to provide recommendations that address the report's findings, and a
lack of proper support for indexes.

•

Auditors must obtain sufficient, appropriate evidence to provide a reasonable basis for
their findings and conclusions. (GAS, 6.56 and 6.57)
The audit team did not adequately assess evidence used to support conclusions. Many indexes
provided were not sufficient to support the report's findings and conclusions.

•

When auditors used or relied on information provided by the audited entity's officials as
part of their evidence, did the auditors determine what the officials or other auditors had
done to obtain assurance of the reliability of information provided? If necessary, did the
auditors perform additional testing to obtain such assurance? (GAS, 6.65)
The audit team did not adequately assess evidence to support FEMA disaster response
effectiveness. The auditors also did not assess the sufficiency and appropriateness of computerprocessed information, other than to confirm the data came from FEMA's database.

•

Did auditors develop the elements of a finding necessary to address the audit objectives,
and when appropriate, recommendations for corrective action? (GAS, 6.73)
The audit team did not develop the elements of a finding necessary to address the effectiveness
component of the audit objective and did not make recommendations for corrective action.
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•

When auditors did not comply with applicable GAGAS requirements, did they document
the departure from GAGAS and the impact on the audit and on the auditors' conclusions,
including (1) assessing the significance of the noncompliance to the audit objectives, along
with their reasons for not following the requirement(s); and (2) determining the type of
GAGAS compliance statement? (GAS, 2.25, 6.84)
The audit team did not comply with applicable GAGAS requirements for this audit. The audit
team omitted GAGAS-required steps from the DHS OIG audit guide, did not design the
methodology to meet the effectiveness component of the audit objective, did not assess the
reliability of computer data provided by FEMA staff, and did not review internal controls.

•

When using sampling, as applicable, did auditors explain the relationship between the
population and the items tested; identify organizations, geographic locations, and the
period covered; report the kinds and sources of evidence used; and explain any significant
limitations or uncertainties based on the auditors' overall assessment of the sufficiency and
appropriateness of the evidence in the aggregate? (GAS, 7.12)
Sampling was used for site visits; however, no explanation or sampling methodology was
provided in the report or in the workpapers to document how the representative sample was
determined.

•

Did auditors report the methodology by explaining how the completed work supported the
audit objectives in sufficient details to allow knowledgeable users of their reports to
understand how the auditors addressed audit objectives, including evidence gathering and
analysis techniques; significant assumptions made; comparative techniques applied;
criteria used; and sampling results and methodology when used? (GAS, 7.13)
The audit methodology was not properly designed to address the effectiveness component of the
report objective.

•

With respect to reporting findings, did auditors present sufficient, appropriate evidence to
support the findings and conclusions in relation to the audit objectives? (GAS, 7.08, 7.14)
Many of the indexes provided were not adequate to support the report's findings and
conclusions.
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