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FEMA also performed unilateral modification to contract terms and cenditions to incerporate
required cyber security clauses on December 7. 2018. These clauses establish the
contractor’s responsibility for robust cybersecurity practices in all phases of program
administration and mandates that the most current DHS privacy training 1s conducted as
related to the management of Personally Identifiable Information and Sensitive Personally
Identifiable Information and sustained on an annual basis. In addition to addressing the 11
tindings, the contractor has taken additional actions to become compliant with the updated
cybersecurity requirements in the contract and communicate any changes (technical and
process) they have made based on the JAT recommendations. The contractor is also
capturing all changes in the updated security documentation.

The draft report contained two recommendations with which FEMA concurs. Attached is
our detailed response to each recommendation. Technical comments were previously
provided under separate cover.

Again, thank you for the opportunity to review and comment on this draft report. Please feel
Iree to contact me if you have any questions. We look forward to working with you again in

the future.
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Attachment: Management Response to Recommendations
Contained in OIG-18-082

The OIG recommended that FEMA’s Branch Chief for Mass Care:

Recommendation 1: Implement controls to ensure that the agency only sends required data

elements of t'eiistered disaster survivors to contractors, such as

Response: Concur. FEMA’s Office of Response and Recovery has taken or will take the
following corrective actions in response to this Recommendation:

1. FEMA has discontinued sharing non-required PII data with - FEMA deployed a
filter on December 4, 2018 and December 7, 2018, The filter prevents unnecessary
PII/SPII from leaving FEMA’s system of record for those survivors newly identified
as TSA eligible.

2. FEMA updated its agreements wilI-o ensure compliance with current DHS
information technology standards on December 7, 2018. FEMA will amend its
contract document(s) to include a Homeland Security Acquisition Regulation clause,
thereby requiring annual privacy and security awareness training by htafﬁ

Estimated Completion Date (ECD): June 30, 2020,

Recommendation 2: Assess the extent of this privacy incident and implement a il‘occss for

ensuring that PII/SPII, of registered disaster survivors previously released to
—is properly destroyed pursuant to DIHS policy.

Response: Concur. FEMA'’s Office of the Chief Information Officer (OCIO) has taken or
will take the following corrective actions in response to this Recommendation:

1. FEMA OCIO deployed internal resources, via the FEMA Security Operations Center
and the Department’s Enterprise Security Operations Center, to conduct an on-site
security and risk assessment oi'-data systems and network on December 7,
2018. A second security and risk asscssment was conducted from February 12 —
February 23, 2019.

2. Upon completion of initial assessment activities, FEMA OCIO collaborated with
to sanitize all previously transferred EFT and non-required P11/SPII frum}
system; and .

3. FEMA OCIO will continue to asscss- systems on a regular basis to assure-
maintains a security posture that is in accordance with federal security standards to
manage the handling of PII/SPIL, as well as the FEMA Records Retention Schedule
that covers this information,

ECD: June 30, 2020.
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Additional Information and Copies

To view this and any of our other reports, please visit our website at:
www.oig.dhs.gov.

For further information or questions, please contact Office of Inspector General
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.
Follow us on Twitter at: @dhsoig.

OIG Hotline

To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click
on the red "Hotline" tab. If you cannot access our website, call our hotline at
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at:

Department of Homeland Security

Office of Inspector General, Mail Stop 0305
Attention: Hotline

245 Murray Drive, SW

Washington, DC 20528-0305






