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FROM:

Jennifer L. Costello
Acting Inspector General

SUBJECT:

Management Alert – CBP Did Not Adequately Protect
Employees from Possible Fentanyl Exposure

For your action is our final Management Alert – CBP Did Not Adequately Protect
Employees from Possible Fentanyl Exposure, the purpose of which is to notify you
of an issue that requires immediate attention. Specifically, we are recommending
that U.S. Customs and Border Protection (CBP) provide guidance, knowledge, and
tools to handle and reverse overdoses from fentanyl and other opioids.
We have incorporated the formal comments provided by your office on the draft
management alert and appended them verbatim. Your office concurred with the
recommendation we made to improve safety of CBP personnel.
Based on the information provided in your response to the draft alert, we consider
the recommendation open and resolved. Once your office has fully implemented
the recommendation, please submit a formal closeout letter to us within 30 days
so that we may close the recommendation. The memorandum should be
accompanied by evidence of completion of agreed-upon corrective actions. Please
send your response or closure request to OIGAuditsFollowup@oig.dhs.gov.
Consistent with our responsibility under the Inspector General Act, we will
provide copies of our alert to congressional committees with oversight and
appropriation responsibility over the Department of Homeland Security. We will
post the alert on our website for public dissemination.
Please call me with any questions, or your staff may contact Sondra McCauley,
Assistant Inspector General for Audits, at (202) 981-6000.
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Results in Brief
During our ongoing audit of Customs and Border Protection’s (CBP) storage of
seized drugs at permanent drug vaults we visited, we determined that CBP does
not adequately protect its staff from the dangers of powerful synthetic opioids1
such as fentanyl. Specifically, CBP has not always made medications designed to
treat narcotic overdose available in case of accidental exposure. This occurred
because CBP lacks an official policy requiring standard workplace practices for
handling fentanyl and safeguarding personnel against exposure. In addition, CBP
does not require mandatory training for its staff to provide an understanding of
the hazards of fentanyl and methods to combat accidental exposure. As a result,
CBP staff are at increased risk of injury or death in case of exposure.

Background
CBP plays a critical role in the Nation’s efforts to interdict dangerous substances
and prohibited items at U.S. ports of entry and keep these materials from
harming the American public. An important part of CBP’s mission is preventing
individuals from importing illegal drugs such as opioids into the United States.
CBP is experiencing a rise in seizures of synthetic opioids such as fentanyl that
upon exposure can kill in minutes. Illicit fentanyl may be present in powder,
tablet, or liquid forms, and is 80 to 100 times stronger than morphine and 30 to
50 times more potent than heroin.
Overdose from opioids such as fentanyl can cause death by slowing, and
eventually stopping, a person’s breathing. It only takes two milligrams of fentanyl
to kill most individuals (see figure 1).
Figure 1. Lethal Dose of Fentanyl

Source: CBP graphic
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Examples of opioids include heroin, morphine, oxycodone, and fentanyl.
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When available, the drug naloxone, an opioid inhibitor, may be administered to
treat known or suspected opioid overdoses. Naloxone can be injected in the
muscle, vein, or skin or sprayed into the nose to restore breathing within 2 to 5
minutes and thereby prevent brain injury and death. The medication only works
if a person has opioids in his or her system; it has no effect if opioids are absent.
As such, naloxone has no potential for abuse.
Storage of Fentanyl
CBP’s Office of Field Operations (OFO) Fines, Penalties, and Forfeitures Division
(FPFD) stores, manages, and disposes seized property, including illicit drugs such
as fentanyl. For more than 4 years, CBP staff have seized and stored fentanyl in
its permanent vaults. As of April 2019, CBP had stored about 3,500 pounds of
fentanyl — up from 70 pounds in 2015. OFO may store fentanyl in its permanent
vaults for up to 60 days, or until an Assistant U.S. Attorney prosecutes the
violator. In cases of prosecution, fentanyl may remain in OFO vaults for years.
OFO Seized Property Specialists (SPS) operate the vaults and ensure property is
securely and appropriately stored. SPSs adhere to CBP’s Seized Asset
Management and Enforcement Procedures Handbook (SAMEPH) for daily
operations of the vaults, and the Occupational Safety and Health Handbook for
safety standards.

CBP Lacks Necessary Precautions to Protect Its Staff
Necessary precautions to protect its staff from powerful synthetic opioids such as
fentanyl were not in place at vaults we visited. According to the Office of National
Drug Control Policy’s Fentanyl Safety Recommendations for First Responders,2 all
first responders should follow standard safe work practices when they know or
suspect fentanyl or its analogues to be present. Specifically, it suggests first
responders administer naloxone according to a department’s protocols in case of
exposure to fentanyl. It further states that in some instances, multiple doses may
be required.
Despite these recommendations, CBP has not always made naloxone available to
treat its staff in cases of exposure to opioids. During our audit, we visited seven
vaults that contained fentanyl. Two of the vaults did not have naloxone, and an
officer at one of the vaults had never heard of it.
The other five vaults contained naloxone, but two of the five had it locked in
boxes with codes (see figure 2). One of the two vaults containing naloxone also
contained the largest recent seizure of fentanyl in CBP history.

2

Website: https://www.whitehouse.gov/ondcp/key-issues/fentanyl
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Staff had taped a piece of paper bearing the code to this vault on the wall next to
the lock-box. However, when asked to open the lock-box at the other vault, staff
could not open it because they could not
Figure 2. Naloxone Lock-Box
remember the code. If this had been an
actual event of fentanyl exposure, the staff
could have died because they did not have
timely access to the naloxone to counteract
the fentanyl.
OFO officials could not explain why OFO
does not require naloxone to treat staff in
case of potentially lethal exposure. Further,
officials could not explain why they
sometimes stored naloxone in lock-boxes at
vaults, which were secure facilities. Such
confusion can be attributed to CBP’s lack of
official policy on standard procedures for
handling fentanyl. Specifically, OFO does not
have guidance from CBP to ensure all OFO
Source: OIG photo
field offices have adequate and consistent
procedures on how to handle fentanyl safely,
and steps to take in case of accidental exposure. Although some offices within
CBP have proactively established their own practices for handling fentanyl, the
SAMEPH does not currently include specific procedures for managing the
substance. OFO officials stated that because fentanyl is a newer drug, it is not
included in the SAMEPH. CBP last updated the SAMEPH in July 2011.
Additionally, CBP does not require mandatory training for its staff to demonstrate
an understanding of the risks of fentanyl and methods for combating accidental
exposure. OFO personnel typically take some precautionary measures when
seizing suspected fentanyl, such as:




requiring all agents wear personal protective equipment including gloves,
eye protection, masks, and coveralls;
not disturbing packaging and sending fentanyl to a laboratory for testing;
and
double bagging, sealing, and clearly labeling seized property as "Suspected
Fentanyl/Fentanyl Related Substance."

Some OFO officials also said they store fentanyl on vault floors to limit the
possibility of accidental spills. However, OFO does not require formal instruction
for its staff who typically come in contact with fentanyl in the workplace.
With the recent rise in fentanyl seizures, CBP staff now routinely handle fentanyl
more than ever. However, without easy access to naloxone in case of exposure,
www.oig.dhs.gov
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CBP is unnecessarily jeopardizing the lives, health, and safety of its staff. Without
providing agency-wide guidance on safe handling of fentanyl, CBP has not set
adequate expectations or priorities for protecting its workforce. CBP’s lack of
training on managing the lethal substance further increases the risk of injury or
death to its employees from fentanyl exposure.

Recommendation
Recommendation 1: We recommend CBP Acting Commissioner revise its Seized
Asset Management and Enforcement Procedures Handbook to include guidance for
handling and storing opioids such as fentanyl. At a minimum, the revision should
include:
1. a requirement that naloxone be available to all employees, at facilities, and
in vehicles involved in seizure, transportation, and storage of fentanyl; and
2. training and expectations on administering naloxone.

Management Comments and OIG Analysis
CBP management provided written comments on a draft of this alert. We included
a copy of CBP management comments in their entirety in appendix A. We also
received technical comments that we incorporated in the alert as appropriate.
CBP Response to Recommendation 1: Concur. On June 24, 2019, CBP’s
Executive Assistant Commissioner for OFO issued a memorandum entitled:
“Naloxone Distribution and Training for Seizure Vault Personnel.” The
memorandum directed that all:
1. OFO permanent vaults be equipped with Naloxone nasal spray kits and
lock boxes, and
2. SPSs be trained on proper use of the Naloxone spray, an understanding of
the hazards of fentanyl, and methods to combat accidental exposure.
The estimated completion date is September 30, 2019.
OIG Response: We consider these actions responsive to the recommendation,
which is resolved and open. We will close this recommendation after CBP:





Confirms the full and complete distribution of materials to all 62 vaults;
Confirms personnel received training;
Includes training at the Federal Law Enforcement Training Centers as part
of the seized property basic course; and
Updates the SAMEPH to include guidance for handling and storing opioid
seizures.
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Appendix A
Objective, Scope, and Methodology
DHS OIG was established by the Homeland Security Act of 2002, Pub. L. No.
107−296, 116 Stat. 2135, which amended the Inspector General Act of 1978. We
issued this management alert during an ongoing audit of CBP’s storage of seized
drugs in permanent vaults. The objective of our ongoing audit is to determine
whether CBP is effectively transporting, storing, and destroying seized drugs.
To answer our objective, we interviewed officials from CBP headquarters. We also
interviewed officials and visited vaults in OFO field offices in Dallas, Laredo,
Roma, and El Paso, Texas; Nogales, Arizona; San Diego, California; and
Philadelphia, Pennsylvania. We reviewed Federal, CBP, and OFO criteria related
to vault storage; OFO process workflows and standard operating procedures;
inventory data; and OFO policies, procedures, and other documentation.
We conducted our work under the Inspector General Act of 1978, as amended,
Section 2.(2), “to promote economy, efficiency, and effectiveness in the
administration of, and [] to prevent and detect fraud and abuse in, [DHS]
programs and operations.” This management alert focuses only on the safety of
SPSs who encounter fentanyl and other dangerous opioids stored in OFO vaults.
Additional recommendations regarding this issue may be included in the final
audit report resulting from our ongoing audit. Any corrective actions CBP takes in
response to this management alert will be addressed in our full audit report.
Office of Audits major contributors to this management alert are Sean Pettersen,
Director; Melissa Williams, Audit Manager; Alphonso Hines, Auditor-in-Charge;
Lori Smith, Auditor; Patricia Epperly, Program Analyst; Jacob Farias, Program
Analyst; Brandon Landry, Program Analyst; Levino Johnson, Program Analyst;
Ralleisha Dean, Independent Reference Reviewer; Thomas Hamlin,
Communications Analyst.
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Appendix B
CBP Comments to the Draft Alert
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Appendix C
Report Distribution List
Department of Homeland Security
Secretary
Deputy Secretary
Chief of Staff
General Counsel
Executive Secretary
Director, GAO-OIG Liaison Office
Assistant Secretary for Office of Policy
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
Director, GAO/OIG Audit Liaison Office
U.S. Customs and Border Protection
Commissioner
Chief of Staff
Chief Counsel
Audit Liaison, CBP
Office of Management and Budget
Chief, Homeland Security Branch
DHS OIG Budget Examiner
Congress
Congressional Oversight and Appropriations Committees
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Additional Information and Copies
To view this and any of our other reports, please visit our website at:
www.oig.dhs.gov.
For further information or questions, please contact Office of Inspector General
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.
Follow us on Twitter at: @dhsoig.

OIG Hotline
To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click
on the red "Hotline" tab. If you cannot access our website, call our hotline at
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at:
Department of Homeland Security
Office of Inspector General, Mail Stop 0305
Attention: Hotline
245 Murray Drive, SW
Washington, DC 20528-0305

