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Why We Did
This Audit
This is the second of
two audits looking at
DHS’ Performance and
Learning Management
System (PALMS). Our
objective was to
determine whether
DHS’ funding and
payments for PALMS
complied with
appropriations law and
related policies and
procedures.

What We
Recommend
We made nine
recommendations to
address violations of
Federal appropriations
law and to improve
controls to prevent
potential violations in
the future.

For Further Information:
Contact our Office of Public Affairs
at (202) 981-6000, or email us at
DHS-OIG.OfficePublicAffairs@oig.dhs.gov.

What We Found
The Department of Homeland Security’s funding and payments
for PALMS violated Federal appropriations law. Specifically, DHS
violated the bona fide needs rule in using fiscal year 2011
component funds in FYs 2012 and 2013 for e-Training services
and PALMS implementation, respectively, when the funds were
not legally available for those needs. This occurred because the
Department misinterpreted a provision in DHS appropriations
acts dating back to FY 2009, regarding the availability of funds
provided to DHS’ Working Capital Fund.
Additionally, the Department used component funds for PALMS
implementation in FYs 2013 – 2015, which amounted to use of
appropriations for other than their authorized purpose, thereby
violating the purpose statute. PALMS implementation was not an
authorized purpose of the component appropriations. Violation of
the purpose statute occurred because DHS officials approved a
PALMS acquisition funding strategy that included using
component funds obligated for a Working Capital Fund activity.
Due to the bona fide needs rule and purpose statute violations,
DHS may also have violated the Antideficiency Act in FYs 2013
through 2015 when the Department augmented the Human
Resources Information Technology program appropriations with
component funds.
Finally, DHS made upfront payments for annual PALMS
subscriptions that exceeded the value of the subscription services
received, which violated the statutory prohibition on advance
payments. Headquarters and component contracting officers did
not purchase and pay for PALMS subscriptions according to the
terms in the PALMS blanket purchase agreement. The
Department misspent more than $4.6 million in fees for more
than 200,000 paid subscriptions that expired before the
contractor provided any subscription services.

DHS Response
DHS did not concur with our recommendations. A copy of DHS’
response to our draft report is included at appendix B.
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Background
This is the second of two audit reports concerning the acquisition of the
Department of Homeland Security’s Performance and Learning Management
System (PALMS). The first audit report, PALMS Does Not Address Department
Needs, OIG-17-91, dated June 30, 2017, showed PALMS does not address the
Department’s critical need for an integrated, department-wide learning and
performance management system. We initiated a second audit to review the
funding and payments for PALMS because we noted potential violations of
appropriations law while conducting the first audit.
In May 2013, DHS entered into a 5-year Blanket Purchase Agreement (BPA)
with Visionary Integration Professionals — with an estimated $95 million
ceiling — to provide the Department with an employee performance and
learning management system known as PALMS. Starting in August 2013,
headquarters and components issued task orders against the BPA for
implementation and migration activities, including user subscriptions.
The PALMS acquisition was part of the Human Resources Information
Technology (HRIT) program that supports the mission of integrating and
modernizing human resources systems across the Department. HRIT funds
are used to plan for, acquire, configure, and implement human resources
information technology systems across the enterprise. Congress provided more
than $23 million in line-item appropriations for the HRIT program between
fiscal years 2013 and 2015, as shown in table 1.
Table 1: HRIT Appropriations for FYs 2013 – 2015
FY
HRIT Appropriation ($)
9,680,000
2013
7,815,000
2014
2015
6,000,000
Total
$23,495,000
Source: Office of Inspector General (OIG) analysis of DHS appropriations acts

The Department funds the operations and maintenance of HRIT systems with
component contributions to the Working Capital Fund (WCF) for the e-Training
activity. The WCF is a DHS intragovernmental revolving fund providing a
number of centralized activities, including e-Training, for its headquarters and
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component customer agencies.1 The fund has a governance board responsible
for establishing WCF policies and procedures, and reviewing and endorsing
annual budgets and reprogramming requests. The Deputy Chief Financial
Officer and other senior management officials from DHS headquarters offices
and components comprise the governance board.
E-Training is a WCF activity supporting the use of technology for departmentwide learning and development programs. DHS components obligate funds for
e-Training services based on annual cost estimates and reimburse the WCF for
actual costs incurred during a fiscal year. (Appendix C diagrams the obligation
and reimbursement process for DHS WCF activities.)

Results of Audit
DHS’ funding and payments for PALMS violated Federal appropriations law.
Specifically, the Department violated the bona fide needs rule when it used FY
2011 component funds in FYs 2012 and 2013 for e-Training services and
PALMS implementation respectively.2 A fiscal year appropriation is available
only for the needs arising in the current fiscal year and is not available for the
needs of a future fiscal year. The FY 2011 component funds the Department
used were not legally available for e-Training services in FY 2012 or PALMS
implementation in FY 2013. The Department improperly carried over FY 2011
component funds based on its misinterpretation of a provision in the
Consolidated Security, Disaster Assistance, and Continuing Appropriations Act,
2009, and subsequent DHS appropriations acts, regarding the availability of
funds provided to the WCF. As a result, DHS augmented the HRIT
appropriation in FY 2013 and may have violated the Antideficiency Act.
The Department used additional component funds for PALMS implementation
in FYs 2013 – 2015, violating the purpose statute codified at 31 United States
Code (U.S.C.) § 1301(a), which prohibits the use of appropriations for other
than their authorized purpose. PALMS implementation was not an authorized
purpose of the component appropriations because Congress provided a specific
appropriation for the HRIT program. PALMS implementation was part of the
HRIT program. This violation occurred because DHS officials approved a
PALMS acquisition funding strategy that included using component funds
1 An intragovernmental revolving fund is a revolving fund whose receipts come primarily from
other Government agencies, programs, or activities. It is designed to carry out a cycle of
business-type operations with other Federal agencies or separately funded components of the
same agency.

Throughout this report, the term “component funds” refers to DHS components’ obligations to
the WCF, which the WCF had not yet earned through its operations.
2
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obligated for the e-Training WCF activity. As a result, DHS improperly
augmented HRIT appropriations in FYs 2013 – 2015 and may have violated the
Antideficiency Act.
Finally, DHS made advance, upfront payments for annual PALMS
subscriptions before the contractor had fully rendered subscription services,
which violated the statutory prohibition on advance payments. Headquarters
and the component contracting officers did not purchase and pay for PALMS
subscriptions according to the terms in the PALMS BPA. The Department
misspent more than $4.6 million in fees for more than 200,000 paid
subscriptions that expired before the contractor provided any subscription
services.
In its 30-page response to our draft report, DHS did not concur with any of our
nine recommendations. We consider all nine recommendations open and
unresolved. Our analysis focuses on those salient aspects of the Department’s
comments associated with OIG recommendations. We also included a copy of
management’s comments in their entirety at appendix B. DHS provided
technical comments to our draft report, which we considered, and we revised
the report as appropriate.

DHS Violated the Bona Fide Needs Rule in FYs 2012 and 2013
DHS violated the bona fide needs rule when the WCF used more than $5
million of FY 2011 component funds in FYs 2012 and 2013 for e-Training
services and PALMS implementation, respectively. The funds used were
components’ unliquidated obligations to the WCF for FY 2011 e-Training needs.
Neither the FY 2012 e-Training services nor the PALMS implementation were
FY 2011 bona fide needs, and the FY 2011 funds were not legally available for
these needs. The use of the FY 2011 funds for these needs in FY 2012 and
2013 violated the bona fide needs rule in each FY. This occurred because the
WCF improperly carried over and used components’ FY 2011 unliquidated
obligations in the subsequent FYs based on its misinterpretation of DHS
appropriations act language.
Bona Fide Needs Rule Violations
According to the bona fide needs rule, a fiscal year appropriation is available
only for the needs arising in the current year and is not available for the needs
of a future fiscal year. The bona fide needs rule is rooted in 31 U.S.C. §
1502 (a), which provides that an appropriation is available only for expenses
properly incurred during its period of availability and not beyond this period.

www.oig.dhs.gov
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The bona fide needs rule also applies to transactions between a working capital
fund and a customer agency.
The WCF used more than $5 million of FY 2011 component funds in FY 2012
for e-Training services and in FY 2013 for PALMS implementation, violating the
bona fide needs rule in each FY. The component funds the Department used in
FYs 2012 and 2013 were components’ unliquidated obligations for FY 2011 eTraining services, and were available only for FY 2011 e-Training needs. In FY
2011, the components obligated a combined total of $11 million to the WCF
from their fiscal year appropriations for FY 2011 e-Training services.3 The
components obligated these funds based on the WCF’s annual estimate for the
cost of FY 2011 e-Training services. The actual cost of the e-Training services
the WCF provided in FY 2011 was approximately $6 million, leaving
approximately $5 million in unliquidated component obligations. The
components’ appropriations expired at the end of FY 2011, and the
unliquidated obligations were only available for the subsequent 5 years to
record, adjust, or liquidate obligations properly chargeable to FY 2011 eTraining needs. However, the Department carried over these funds to FY 2012
and obligated more than $5 million for three e-Training contracts in FY 2012
and more than $14,000 for PALMS implementation in FY 2013.
The FY 2012 e-Training contracts and PALMS implementation were not FY
2011 bona fide needs, and the components’ FY 2011 unliquidated obligations
were, therefore, not legally available for PALMS implementation in FY 2013.
Specifically, the e-Training contracts the Department purchased with the FY
2011 funds were for FY 2012 e-Training services. Additionally, PALMS
implementation was not an FY 2011 bona fide need. For example, the
Department did not issue a request for quotation for PALMS until November
2012. Furthermore, the Department did not formally approve the PALMS
acquisition until January 2013, and did not award the contract for PALMS
until May 2013. Therefore, the Department violated the bona fide needs rule
when it used more than $5 million of components’ FY 2011 unliquidated
obligations in FYs 2012 and 2013 for e-Training services and PALMS
implementation, respectively.
Improper Carryover and Reprogramming of Component Funds
The WCF carried over more than $5 million FY 2011 component funds to FY
2012 and more than $14,000 to FY 2013. The carryover and use of FY 2011
funds in FYs 2012 and 2013 were improper and invalid because the
The Department could not provide evidence of component contributions to the WCF for
PALMS implementation in FY 2011.

3
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components’ unliquidated obligations were not legally available for carryover to
another fiscal year. Additionally, the WCF’s use of the carryover funds for its
reprogramming of the FY 2012 WCF was also improper.
According to the Government Accountability Office (GAO), carryover is the
dollar value of work that has been ordered and obligated by customers but not
completed at the end of the fiscal year.4 It consists of an unfinished portion of
work started but not completed, as well as requested work not yet commenced.
The e-Training activity had no unfilled or incomplete FY 2011 orders at the end
of FY 2011. Therefore, the components’ FY 2011 obligations were not carryover
funds and were only available for the subsequent 5 years to record, adjust, or
liquidate obligations properly chargeable to FY 2011.
DHS’ FY 2012 reprogramming of WCF e-Training activity was also improper. In
May 2012, DHS notified Congress that it was reprogramming WCF funds to
increase the overall assessment for FY 2012 e-Training activity. The
Department carried over the $5 million in components’ FY 2011 unliquidated
obligations to increase the FY 2012 assessment. The governance board
subsequently approved the use of the same funds for PALMS implementation
in FY 2013.
This reprogramming and carryover of components’ unliquidated obligations
was improper and invalid for multiple reasons. First, the component funds
were only available for FY 2011 e-Training needs and were not legally available
for carryover and reprogramming in the following fiscal year. Second, by
definition, the Department cannot reprogram funds between different
appropriations.
Misinterpretation of DHS Appropriations Act Language
The Department improperly carried over and expended components’ FY 2011
funds in FYs 2012 and 2013 because WCF officials misinterpreted Section 504
of the FY 2009 DHS appropriations act. Pursuant to the Department’s request,
Congress revised section 504 of Consolidated Security, Disaster Assistance, and
Continuing Appropriations Act, 2009, to include the following language:
“…funds provided to the Working Capital Fund shall be available for obligation
until expended to carry out the purposes of the Working Capital Fund.” DHS
appropriations following this act also included the same language. The
Department incorrectly understood this language as giving the WCF the
GAO, Defense Working Capital Fund, Military Services Did not Calculate and Report Carryover
Amounts Correctly, GAO-06-530, June 2006.
4
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authority to carry over components’ unliquidated obligations from a previous
fiscal year for services in subsequent fiscal years.
According to Federal appropriations law, only the receipts and collections a
WCF has earned through its operations and are credited to the WCF are
available without fiscal year limitation.5 When a customer agency makes funds
available to a WCF, the funds are not available without fiscal year limitation
until the WCF earns those funds. A WCF only earns its customer agencies’
funds after it performs the agreed-upon services and has been reimbursed for
the services provided. DHS WCF did not earn the component funds remaining
unliquidated at the end of FY 2011 because it did not provide services for those
funds. Therefore, the components’ unliquidated balances from that fiscal year
were not available to provide e-Training services in a future fiscal year.6 The
Department, however, issued several policy documents with incorrect guidance
authorizing use of prior-year component funds for subsequent fiscal year
needs.
For example, a 2010 WCF procedure document explains Section 504 of the FY
2009 DHS appropriations act as the carryover authority for the WCF to use
component funds it has not obligated at the end of a fiscal year toward the
same activity and purpose in the following fiscal year. The DHS Financial
Management Policy Manual interpreted this provision as the carryover authority
for the WCF “to retain customer contributions in one fiscal year to provide
services in the following fiscal year.” A 2015 WCF governance board
memorandum further discussed the Department’s interpretation of Section 504
as the authority for the WCF to use the component funds the WCF did not
obligate in the previous fiscal year for the service needs in the following fiscal
year.

Earned receipts and collections are the portion of the fee reimbursing the revolving fund for
the actual cost of its operations. Advances made by a customer agency to a revolving fund
have not yet been earned.

5

Although the Comptroller General has opined a revolving fund has a reasonable amount of
time to use (or earn) its customers’ funds beyond the period of availability, the use of the funds
should only be for legitimate, actual needs within the fund’s period of availability. See, e.g.,
Whether the General Services Administration May Proceed With An Assisted Acquisition For the
Department of Veterans Affairs in Fiscal Year 2012 Using the Department’s Fiscal Year
2009/2010 Funds, 2012 WL 3059227, *10 (O.L.C. March 2, 2012); Expired Funds and
Interagency Agreements Between GovWorks and the Department of Defense, B-308944 (Comp.
Gen. July 17, 2007). PALMS implementation was not a legitimate, actual need in FY 2011.

6
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Additional Carryover Amounts
The WCF’s routine practice of carrying over components’ unliquidated
obligations may have resulted in more bona fide need rule violations in FY
2012 and following fiscal years. In addition to the $5 million improperly
carried over from FY 2011, the WCF carried over more than $23 million in
components' unliquidated obligations for 21 other WCF activities from FY 2011
to FY 2012. Additionally, the WCF carried over more than $28 million of FY
2012 funds, $18 million of FY 2013 funds, and $23 million of FY 2014 funds
into subsequent fiscal years for a number of WCF activities. The use of these
funds in the subsequent fiscal years may have resulted in additional violations
of the bona fide needs rule.

DHS Violated the Purpose Statute in FYs 2013 – 2015
DHS violated the purpose statute when it used component funds to fund
PALMS implementation in FYs 2013 – 2015. The purpose statute prohibits the
use of appropriations for other than their authorized purpose. PALMS
implementation was not an authorized purpose of the component
appropriations because Congress provided a specific appropriation for the HRIT
program that was available for PALMS implementation. Under Federal
appropriations law, if a specific appropriation exists for a particular item, it is
improper to use any other appropriation for that item absent specific statutory
authority.
The HRIT appropriation was the specific appropriation Congress provided for
PALMS implementation across the Department. The Department spent more
than $7 million of HRIT funds for PALMS implementation in FYs 2013 – 2015.
However, the Department obligated another $7.3 million in component funds to
implement PALMS in FYs 2013 through 2015. The use of component funds
violated the purpose statute in each fiscal year because PALMS implementation
was not an authorized purpose of the component funds.
DHS officials approved a funding strategy for PALMS acquisition that included
the use of component funds obligated for e-Training. In fact, PALMS’
acquisition plan included multiple funding sources comprising component
funds for e-Training and HRIT appropriations. The Head of Contracting
Activity within Office of Procurement Operations (OPO) approved the
acquisition plan in August 2012 after multiple DHS officials, including officials
from Office of General Counsel and OPO, reviewed and signed the plan. OPO
also prepared an independent cost estimate including the use of component
funds for e-Training and HRIT appropriation for PALMS implementation.
Additionally, HRIT Executive Steering Committee briefings, dated as early as
www.oig.dhs.gov
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January and September 2012, discussed the use of WCF and HRIT funds to
implement PALMS. The HRIT Executive Steering Committee consisted of senior
DHS officials including the Undersecretary for Management, the Chief
Information Officer, and the Chief Human Capital Officer.
Although the Department’s FY 2015 Congressional Justification discussed the
use of the HRIT appropriation and WCF for PALMS program, it did not
constitute statutory authority for the Department to use WCF in addition to
HRIT funds for PALMS implementation. According to the HRIT program
description in the FY 2015 Congressional Justification, operations and
maintenance of HRIT systems are funded by WCF. It did not specifically
request the use of WCF for PALMS implementation. Furthermore, the
Department used WCF for PALMS implementation in FYs 2013 and 2014
without explicitly notifying Congress in its FY 2013 and 2014 Congressional
Justifications.

DHS May Have Violated the Antideficiency Act in FYs 2013 –
2015
The Department’s use of the component funds in FYs 2013 through 2015 for
PALMS implementation may have resulted in Antideficiency Act violations in
each fiscal year. The Antideficiency Act7 prohibits the Department from using
funds in excess of the amount available in an appropriation unless authorized
by law. The component funds used for PALMS implementation augmented
HRIT appropriations in FYs 2013 through 2015. As a result, the Department
may have used funds in excess of the amounts available in the HRIT
appropriations in each fiscal year. (See table 2 for a summary of the HRIT and
component funds used for PALMS implementation from FYs 2013 through
2015.)
Table 2: HRIT and Component Funds Used in FYs 2013 – 2015
Fiscal Year
HRIT Funds ($)
Component Funds ($)
2013
3,617,513.15
4,542,100.53
2014
1,034,752.58
32,317.00
2015
2,430,701.92
2,823,464.95
Total
$7,082,967.65
$7,397,882.48
Source: OIG analysis of PALMS payment documentation

DHS may avoid Antideficiency Act violations if the proper HRIT appropriation
accounts have sufficient funds available to correct the improper use of
7

31 U.S.C. § 1341(a)(1)(A)
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component funds. If the HRIT appropriation accounts do not have sufficient
funds available to correct the violations, DHS must report its violations of the
Antideficiency Act for the applicable fiscal years consistent with 31 U.S.C. §
1351 and Section 145 of the Office of Management and Budget Circular No. A11.8 We attempted to determine the balances in HRIT appropriation accounts,
but the Department could not provide the necessary HRIT spending data to
support our effort.
The Antideficiency Act also requires an agency head prescribe, by regulation, a
system of administrative control of funds. Administrative control of funds
ensures that obligations are recorded under proper appropriation, do not
exceed funding limits, meet the purpose identified in the appropriation law,
and are incurred during the time the appropriation is made available. The
Department’s fund control system was ineffective to ensure proper use of
component funds, as it used component funds not legally available, for an
unauthorized purpose, and possibly in excess of funding limits.

Recommendations
Recommendation 1: We recommend the Under Secretary for Management
identify and correct all violations of the bona fide needs rule and purpose
statute related to the funding of PALMS, and report the violations to Congress
and other stakeholders as necessary.
Recommendation 2: We recommend the Under Secretary for Management
identify any violations of the Antideficiency Act related to the funding of PALMS
and report all violations in accordance with 31 U.S.C. § 1351 and Section 145
of the Office of Management and Budget Circular No. A-11.
Recommendation 3: We recommend the Under Secretary for Management
conduct a review of all Working Capital Fund carryover activities from FYs
2010 through 2017, and determine whether the Department violated the bona
fide needs rule and the Antideficiency Act regarding the use of carryover funds
for WCF activities.
Recommendation 4: We recommend the Under Secretary for Management
provide a report of the findings of the reviews of PALMS funding and Working
Capital Fund activities, and corrective actions if applicable, to the Office of
Inspector General.

OMB Circular No. A-11, Preparation, Submission, and Execution of the Budget, § 145 (June
21, 2005).
8
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Recommendation 5: We recommend the Under Secretary for Management
implement or improve DHS administrative fund control systems to prevent
improper use of funds.
Recommendation 6: We recommend the Under Secretary for Management
implement corrective actions to improve the acquisition review process for
proper funding and compliance with Federal appropriations law.
Recommendation 7: We recommend the Under Secretary for Management
review WCF guidance and practices, and ensure all WCF obligations within a
fiscal year are properly correlated with that fiscal year in order to prevent
improper future carryover of unobligated funds.

DHS Comments and OIG Analysis
DHS Comments to Recommendations 1–4: DHS did not concur with our
recommendations 1 – 4, stating it did not violate the bona fide needs rule or the
purpose statute related to PALMS funding. DHS claimed the annual funds
obligated to the WCF in FY 2011 for e-Training services were available to fund
such services in FYs 2012 and 2013. The Department explained it was
authorized to use FY 2011 component funds to carry out PALMS
implementation in FY 2013 because the description of e-Training services in
the Department’s FY 2011 budget justification included a DHS Learning
Management System. Additionally, DHS stated, “in consideration of the
recurring ‘direct usage’ proviso, the DHS WCF does not ‘earn’ working capital
through fees to finance its operations. Instead, the DHS WCF is authorized
only to charge for the exact expenses borne by the fund.” DHS also stated
Congress first statutorily precluded the DHS WCF in FY 2005 from earning
working capital in the manner of a true revolving fund.
OIG Analysis: We responded to each of the distinct issues the Department
raised in its comments.
Bona Fide Need
Including a Learning Management System in the description of e-Training
services in the FY 2011 budget justification does not establish PALMS as an FY
2011 bona fide need. When entering into a transaction with the WCF, the
components must satisfy the time rules related to their own appropriation.
Specifically, the components must obligate their appropriation for a bona fide
need within the specified period of availability (i.e., FY 2011). For the
components to incur a valid obligation upon entering into an agreement with
the WCF, the components must have had documentary evidence of a binding
www.oig.dhs.gov
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agreement for specific goods or services. The specificity requirement is a longstanding principle of appropriations law, supported by decisions of the
Comptroller General and by the recording statute, 31 U.S.C. § 1501(a). As
discussed in the report, PALMS was not an FY 2011 bona fide need. PALMS
was not a specific good or service in FY 2011. The Department did not issue a
request for quotation for PALMS until November 2012, formally approve the
PALMS acquisition until January 2013, and award the PALMS BPA until May
2013. Furthermore, the Department could not provide evidence that the FY
2011 assessment and obligation for e-Training activity included funds for
PALMS implementation.
DHS Working Capital Fund
In its response to our report, DHS argued that Congress statutorily precluded
the WCF in FY 2005 from earning working capital in the manner of a true
revolving fund. However, the Department’s argument that the direct usage
proviso in the FY 2005 appropriations act does not allow it to earn customer
funds as a true revolving fund is incorrect. An intragovernmental revolving
fund is one whose receipts come primarily from other government agencies,
programs, or activities. The WCF is an intragovernmental revolving fund
financing centralized activities, including e-Training, for DHS components. As
with all revolving funds, DHS WCF earns receipts when the components
reimburse it for the actual expenses incurred after providing the services, such
as e-Training. As GAO has pointed out, “a working capital fund is intended to
(1) generate sufficient resources to cover the full costs of its operations and (2)
operate on a break-even basis over time—that is, neither make a gain nor incur
a loss.”9
The Department argued that DHS WCF’s governing provisions authorized
carrying over prior-year funds. DHS interpreted the legislative provisions of the
DHS WCF to provide carryover authority. However, based on our review, the
FY 2011 component funds the WCF carried over to FYs 2012 and 2013 were
not true carryover funds. According to GAO, carryover is the dollar value of
work ordered and obligated by customers but not completed by the WCF
activity. The e-Training activity had no unfilled or incomplete FY 2011 orders
at the end of FY 2011. As explained in our report, the components’
appropriations expired at the end of FY 2011, and the unliquidated obligations
were only available for the subsequent 5 years to record, adjust, or liquidate
obligations properly chargeable to FY 2011 e-Training needs. The FY 2011
GAO, Defense Working Capital Fund, Military Services Did not Calculate and Report Carryover
Amounts Correctly, GAO-06-530, June 2006.
9
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unliquidated obligations were not available for carryover for bona fide needs
arising in subsequent fiscal years.
Additionally, DHS cited the language in the General Provision governing the
DHS WCF that “funds provided to the Working Capital Fund shall be available
for obligation until expended to carry out the purposes of the Working Capital
Fund.” DHS stated this language allows the Department to retain and cross
FYs with direct usage costs. DHS also explained our draft report’s
interpretation of the DHS WCF statutory language is unreasonable because it
would render the “available until expended” proviso mere surplusage10 and
superfluous.
Our interpretation of the DHS WCF statutory language does not render the
“available until expended” proviso surplusage and superfluous. According to
the provision authorizing and governing the DHS WCF in FY 2011, funds
provided to the WCF shall be available for obligation until expended. As with
all revolving funds, only receipts the WCF has earned through its operations
are available without fiscal year limitation. Advances a customer agency
makes to a revolving fund have not yet been earned and retain the one-year
period of availability of the component’s appropriation. Therefore, the statutory
language incorporating “available until expended” identifies an essential
characteristic of an intragovernmental revolving fund.
Comptroller General decision B-288142 makes clear that only the earned funds
are available without fiscal year limitation despite similar proviso. When an
agency withdraws funds from its appropriation and makes them available for
credit to another appropriation, like a revolving fund, the withdrawn amounts
retain their time character and do not assume the time character of the
appropriation to which they are credited until they are earned. Consequently,
unless otherwise specified by law, unexpended expired balances must be
returned to the customer agency. Similarly, advances made by a customer
agency to a revolving fund to cover the costs of the order have not been earned
by the fund and retain the fiscal year limitations of the customer agency.

10 There is an established body of principles, known as “canons” of construction, which are
designed to aid in arriving at the best interpretation of statutory language. One such canon is
that all words of a statute should be given effect, if possible. The theory is that all of the words
have meaning because Congress does not include unnecessary language, or “surplusage.”
(GAO, Principles of Federal Appropriations Law, 3rd ed., 2004 rev., ch 2, § D.1, GAO-04-261SP
(Washington, D.C.: Jan. 2004)).
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GAO’s Reasonableness Standard
DHS also pointed out the Department of Justice Office of Legal Counsel and
GAO opinions regarding the “reasonable” amount of time a revolving fund has
to use (or earn) the funds obligated by its customers. As noted in the report,
although the Comptroller General has opined that a revolving fund has a
reasonable amount of time to use (or earn) its customers’ funds beyond the
period of availability, the use of the funds should only be for legitimate, actual
needs within the fund’s period of availability.
The Comptroller General’s discussion of the “reasonableness” standard applies
to a requesting agency’s order with a working capital fund for a bona fide need
existing at the time of the order. As discussed in our report, the PALMS
implementation was not a bona fide need in FY 2011 for which the components
obligated FY 2011 funds. Additionally, there were no unfilled or incomplete FY
2011 e-Training orders for which the WCF had a reasonable time to obligate
the FY 2011 funds. The WCF did not use the FY 2011 component funds for a
legitimate, actual need within the period of availability of FY 2011. Therefore,
the Comptroller General’s ‘reasonableness’ standard does not apply to the
Department’s use of FY 2011 component funds for PALMS implementation in
FY 2013.
Obligation of FY 2011 Funds in FY 2012 for e-Training
The Department also pointed out the WCF obligated the carryover funds in FYs
2012 and 2013 against four contracts, with most of the funds obligated in FY
2012 for three contracts supporting FY 2012 e-Training services. The
Department provided additional documentation supporting its obligation of
most of the FY 2011 funds in FY 2012 for the three contracts and the rest of
the funds in FY 2013 for a contract for PALMS. We revised our report to reflect
the correct amounts of FY 2011 component funds the Department used in FYs
2012 and 2013 for e-Training services and PALMS implementation,
respectively.
We also revised our report to note additional violations of the bona fide needs
rule in FY 2012 with the use of FY 2011 component funds in FY 2012. The
WCF obligated components’ FY 2011 funds for the three contracts awarded in
FY 2012 to obtain FY 2012 e-Training services. As discussed in our draft
report, a fiscal year appropriation is available only for the needs arising in the
current fiscal year and is not available for the needs of a future fiscal year.
Additionally, the components obligated their FY 2011 funds only for FY 2011 eTraining services. Therefore, the use of FY 2011 funds for the three contracts

www.oig.dhs.gov
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for FY 2012 e-Training services also violated the bona fide needs rule in FY
2012.
Purpose Statute Violation
Regarding the purpose statute violation, the Department explained the
component funds used for PALMS implementation did not violate this statute
because our conclusion appears to be premised, at least in part, upon the
determination that the HRIT line items represented an amount that could not
be exceeded. DHS pointed out the legislative history accompanying the
appropriation for the HRIT program does not include an express statement that
Congress intended DHS to use HRIT funds as the exclusive source of funding
for all PALMS implementation costs. The Department also argued the
congressional budget justifications for the Departmental Operations – Office of
Under Secretary for Management do not indicate DHS intended all costs
associated with PALMS to be borne by the HRIT earmark. The Department also
pointed out its FYs 2015 and 2016 budget justifications included DHS’ intent
to fund PALMS with HRIT and WCF funding.
Our conclusion regarding the purpose statue violation is not premised upon
the conclusion that the HRIT line items represented an amount that could not
be exceeded. As discussed in our report, our conclusion is based upon the
determination that PALMS implementation was not an authorized purpose of
the component appropriations because Congress provided a specific
appropriation for the HRIT program that was available for PALMS
implementation. Under Federal appropriations law, if a specific appropriation
exists for a particular item, it is improper to use any other appropriation for
that item absent specific statutory authority. According to Federal
appropriations law, two appropriations are available for the same purpose only
when the statutory language clearly demonstrates congressional intent to make
one appropriation available to supplement or increase a different appropriation.
The legislative history accompanying the appropriation for the HRIT program or
the language in the budget justifications for the Departmental Operations –
Office of Under Secretary for Management did not constitute statutory language
clearly demonstrating congressional intent to make component funds available
for PALMS implementation to supplement or increase the HRIT funds.
In its response, DHS also presumed our conclusion regarding the purpose
statute violation is “premised upon a determination that the Department may
have changed the source of funding for PALMS implementation.” We did not
include such a determination in our report. Regardless, the Department cited
a Department of Justice opinion concluding that an activity otherwise funded
from a lump sum account, such as a HRIT activity, may be shifted to the WCF
www.oig.dhs.gov
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at the discretion of the Department and carried out with customer funding.
However, DHS did not shift funding from HRIT to WCF. It used both HRIT
funds and component funds for PALMS implementation.
The Department also argued that, at a minimum, additional lump sum
amounts from the “Departmental Operations – Office of Under Secretary for
Management” account could have been used for HRIT related activities. HRIT
is an earmark in the Departmental Operations – Office of Under Secretary for
Management appropriation. The HRIT earmark does not create a limitation on
the maximum amount of funds for the HRIT program if additional funds come
from within the “Departmental Operations – Office of Under Secretary for
Management” appropriation. However, the additional funds used for PALMS
implementation came from the components’ obligations to the WCF for eTraining services.
Reprogramming of e-Training Funds
Finally, the Department argued the WCF’s reprogramming of e-Training funds
was not improper because Section 503(e) of DHS’ appropriations act, including
Consolidated Appropriations Act, 2012, authorized reprogramming of the prior
year balance. According to Section 503(e), “[t]he notification thresholds and
procedures set forth in this section shall apply to any use of deobligated
balances of funds provided in previous Department of Homeland Security
Appropriations Acts.” Section 503(e) explicitly discusses the “use of
deobligated balances.” The funds the WCF carried over from FY 2011 and
reprogramed in FY 2012 were components’ unliquidated obligations for FY
2011 e-Training services. The components did not deobligate any portion of
their FY 2011 obligations to the WCF.
Recommendations 1 – 4 will remain open and unresolved until the Department
provides evidence of its corrective actions responsive to each recommendation.
DHS Comments to Recommendation 5: DHS did not concur with our
recommendation and stated there is no basis to conclude DHS
administrative controls failed. DHS referred to its response to
recommendation 1 for additional information.
OIG Analysis: Our report explained the purpose of administrative control
of funds and identified violations of the bona fide needs rule, the purpose
statute, and potential violations of the Antideficiency Act. These violations
of Federal appropriations law occurred because the Department’s
administrative control of funds was not effective.

www.oig.dhs.gov
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This recommendation will remain open and unresolved until the
Department implements or improves DHS administrative fund control
systems to prevent improper use of funds.
DHS Comments to Recommendation 6: DHS did not concur with our
recommendation and stated there is no basis to conclude DHS
administrative controls failed. DHS referred to its response to
recommendation 1 for additional information.
OIG Analysis: DHS’ response addressed administrative control of funds
rather than the acquisition review process. However, an effective system
of administrative control of funds would ensure appropriated funds are
legally available for a given obligation or expenditure.
This recommendation will remain open and unresolved until the
Department implements corrective actions to improve the acquisition
review process for proper funding of acquisitions.
DHS Comments to Recommendation 7: DHS did not concur with our
recommendation and stated there is no basis to conclude the
Department's WCF guidance and practices are deficient. DHS referred to
its response to recommendation 1 for additional information.
OIG Analysis: As explained in our report, the Department misinterpreted
Section 504 of the general provisions of the DHS appropriations acts from 2009
forward as giving the WCF authority to carry over components’ unliquidated
obligations from a previous fiscal year for service needs in subsequent fiscal
years. The Department issued several policy documents with incorrect
guidance authorizing the use of prior year funds for subsequent fiscal year
needs. For example, the DHS Financial Management Policy Manual interpreted
this provision as the carryover authority for the WCF “to retain customer
contributions in one fiscal year to provide services in the following fiscal year.”
Additionally, a 2015 WCF governance board memorandum further discussed
the Department’s interpretation of Section 504 as the authority for the WCF to
use component funds the WCF did not obligate in the previous fiscal year for
the service needs in the following fiscal year.
This recommendation will remain open and unresolved until the Department
reviews WCF guidance and practices and ensures all WCF obligations within a
fiscal year are properly correlated with that fiscal year in order to prevent
improper future carryover of unobligated funds.
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DHS Violated the Statutory Prohibition on Advance Payments
DHS’ payments for PALMS subscriptions violated the statutory prohibition on
advance payments. The Department purchased PALMS as a ‘software as a
service’ cloud computing system. It pays annual subscription fees for its users
to access the contractor’s software applications for performance and learning
management activities. DHS headquarters and components made upfront
payments for 12 months of subscription services before and during the initial
months of the subscription period. These payments exceeded the value of the
services received at the time of the payments.
According to the statute prohibiting advance payments, 31 U.S.C § 3324(a), a
payment under a contract may not be more than the value of the service
already provided or the article already delivered unless authorized by an
appropriation, law, or the President. The statute prohibits the Government
from paying for goods before they have been received or for services before they
have been rendered. The primary purpose of the statute is to protect the
Government against the risk of nonperformance in the event a contractor fails
to perform or refunds the moneys advanced. Advance payments are allowed
under certain exceptions, but PALMS subscriptions for ‘software as a service’
do not fall within those exceptions.
The PALMS subscription price consisted of the following services for a 1-year
period — user access to PALMS, help desk support, hosting and storage, and
annual maintenance. Between August 2013 and September 2016, DHS
headquarters and components issued approximately 13 task orders, and
related modifications, to purchase 454,288 PALMS annual subscriptions,
costing $10.7 million. The headquarters and components paid about $9.7
million of these costs before or during the 12-month subscription period, which
was $8.5 million more than the value of the services provided at the time of the
payments. (Appendix D summarizes the payments for subscriptions.)
The BPA included a pricing clause requiring the contractor to provide a
consumption-based pricing methodology allowing the Government to pay
actual user prices for active system users on an annual basis, rather than a
specified number of users upfront for a specified period. However,
headquarters and components did not purchase and pay for PALMS
subscriptions in accordance with this BPA pricing term. Rather, they paid for
a specific number of subscriptions upfront for a 1-year period. The
Department misspent more than $4.6 million in subscription fees for more
than 200,000 paid subscriptions that expired before the contractor delivered
any of the services included in the subscriptions.
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Recommendations
Recommendation 8: We recommend the Chief Procurement Officer issue a
memorandum to DHS headquarters and components instructing its
procurement offices to pay for PALMS subscriptions only after satisfactory
delivery of all associated services.
Recommendation 9: We recommend the Chief Procurement Officer develop
policies and procedures to ensure future Cloud Services contracts do not
violate the statutory prohibition on advance payments.

DHS Comments and OIG Analysis
DHS Comments to Recommendation 8: DHS did not concur with our
recommendation and stated the facts in the report do not constitute a violation
of the advance payment prohibition because the PALMS subscriptions at issue
are licenses. The Department explained the immediate contractual right
conferred by a license constitutes performance such that payment for that
license upon delivery is not a prohibited advance payment.
OIG Analysis: The Department’s argument that PALMS subscriptions are
licenses is not accurate. As discussed in the report, the PALMS subscriptions
consisted of various services for a 1-year period including user access to
PALMS, helpdesk support, hosting and storage, and annual maintenance.
When procuring PALMS as ‘software as a service,’ the Department purchased
no software, but the right to use the software the contractor runs on an
underlying platform and cloud infrastructure. The Department accesses
PALMS through a Web Browser and does not manage or control the software or
the underlying infrastructure.
According to the accounting guidance issued by the Financial Accounting
Standards Board,11 an internal-use software a customer obtains access to in a
hosting arrangement does not constitute a purchase of, or convey a license to,
the software if both of the following criteria are not met:
1. The customer has the contractual right to take possession of the software at
any time during the hosting period without significant penalty.
2. It is feasible for the customer to either run the software on its own hardware
Financial Accounting Standards Board, Customer’s Accounting for Fees Paid in a Cloud
Computing Arrangement, ASU2015-05, April 2015.
11
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or contract with another party unrelated to the vendor to host the software.
Nothing in the BPA or the task orders indicate the Department had a
contractual right to the possession of the underlying applications within
PALMS, or that it was feasible for the Department to run the software on its
own hardware or contract with another party to host it.
Additionally, according to the DHS’ guide to Enterprise IT Infrastructure and
Cloud Services,12 payment for service-based IT infrastructure is made perusage instead of upfront. Cloud computing is a pay-as-you-go approach to
acquiring IT services, with low initial investment.
This recommendation will remain open and unresolved until the Department
provides evidence of its communication with the headquarters and component
officials regarding payment for PALMS subscriptions only after satisfactory
delivery of all associated services.
DHS Comments to Recommendation 9: DHS did not concur with our
recommendation and stated the Department did not violate the statutory
prohibition on advance payments because the licenses, or subscriptions, for
PALMS are separately priced line items and the orders created a contractual
right to access PALMS and accompanying support at the time of purchase.
DHS referred to its response to recommendation 8 for additional information.
OIG Analysis: The Department claimed DHS did not violate the statutory
prohibition on advance payments. However, the Department’s argument that
PALMS subscriptions are licenses and orders for them created a contractual
right to access PALMS at the time of purchase is not accurate. The PALMS
subscriptions consisted of various services for a 1-year period, including user
access to PALMS, helpdesk support, hosting and storage, and annual
maintenance.
This recommendation will remain open and unresolved until the Department
develops policies and procedures to prevent advance payments for future cloud
services contracts.

DHS Office of the Chief Information Officer, Commodity IT Strategy and Services 2.0, A Guide
to Enterprise IT Infrastructure and Cloud Services.

12
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Appendix A
Objective, Scope, and Methodology
Department of Homeland Security Office of Inspector General was established
by the Homeland Security Act of 2002 (Public Law 107−296) by amendment to
the Inspector General Act of 1978.
We conducted this audit to determine whether DHS’ funding and payments for
PALMS complied with appropriations law and related policies and procedures.
To achieve our audit objective, we interviewed officials in the Office of the Chief
Financial Officer, Office of the Chief Human Capital Officer, Office of the Chief
Procurement Officer, DHS Office of General Counsel, United States Coast
Guard (Coast Guard), U.S. Immigration and Customs Enforcement (ICE), U.S.
Customs and Border Protection (CBP), and the Federal Law Enforcement
Training Center (FLETC). We reviewed public laws, congressional budget
justifications, contract documents, WCF documents, interagency agreements,
and financial documents. We also received assistance from OIG’s Office of
Counsel regarding the application and interpretation of Federal appropriations
law and applicable Comptroller General Decisions.
To determine whether the Department complied with the bona fide needs rule
and the purpose statute, we reviewed PALMS implementation task orders,
invoice and payment documents, WCF billing notifications, and DHS
appropriations acts. We reviewed WCF decision memos, DHS Financial
Management Policy Manual, Principles of Federal Appropriations Law,
Comptroller General Decisions, and DHS Office of General Counsel responses
to OIG questions. We also obtained, compiled, and analyzed payment
documents for all the PALMS task orders issued by headquarters and
components between FYs 2013 and 2015.
To determine whether the Department complied with the statutory prohibition
on advance payments, we reviewed the PALMS blanket purchase agreement,
subscription pricing terms, headquarters and component task orders,
contractor invoices, and headquarters and component payment
documentation. We compared the dates of payments for the subscriptions to
the period of performance for the subscriptions to determine the amount of
payments in excess of the value of the subscription services.
We assessed controls related to funding and payments for PALMS. We
assessed controls over the use of component obligations to WCF for e-Training,
funding of PALMS implementation, and payments made to the PALMS
contractor for subscriptions. Our limited assessment would not necessarily
disclose all material weaknesses within these areas. However, the audit
www.oig.dhs.gov
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evidence we obtained indicates control weaknesses leading to using funds not
legally available, for unauthorized purposes, and in excess of funding limits.
We did not rely on computer-processed data to materially support our findings,
conclusions, or recommendations in this report.
We conducted this performance audit between February 2017 and December
2017 pursuant to the Inspector General Act of 1978, as amended, and
according to generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based upon our audit objectives. We believe the evidence obtained
provides a reasonable basis for our findings and conclusions based upon our
audit objectives.
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Appendix B
DHS Comments to the Draft Report
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Appendix C
Obligation and Reimbursement Process for DHS WCF Activities
CONGRESS
APPROPRIATES FUNDS

DHS COMPONENTS
(CBP, ICE, Coast Guard, FLETC, U.S.
Citizenship and Immigration Services,
U.S. Secret Service, Headquarters)
1. Enter into reimbursable agreements
with DHS WCF
2. Obligate funds based on annual
estimate for each WCF activity
Provide Agreed Upon Services

4. Reimburse the WCF for actual costs of
services

Payments

Billing

DHS WCF
1. Enters into reimbursable agreements
with DHS components

Obligate Funds for Estimated Cost of
Services

3. Receive agreed-upon services

2. Provides agreed upon services
3. Incurs costs for services provided
4. Gets reimbursed for actual costs of
services provided
Source: OIG analysis of WCF operations documentation
www.oig.dhs.gov
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Appendix D
Upfront Payments for PALMS Subscriptions
Component
CBP

FLETC

Headquarters
ICE
Coast Guard
USCIS
Secret Service

Date of Order
9/26/2013
5/28/2015
6/6/2016
1/2/2014
6/1/2015
6/1/2016
8/30/2013
6/30/2016
6/1/2015
6/21/2016
9/5/2013
9/30/2013
5/29/2015
6/2/2016
9/9/2015
9/6/2016

Task Order/MOD
HSBP10‐13‐J‐00680
HSBP10‐15‐J‐00274
HSBP10‐15‐J‐00274‐1
HSFLGL‐13‐J‐00444
HSFLGL‐13‐J‐00444‐1
HSFLGL‐16‐J‐00334
HSHQDC‐13‐J‐00401
HSHQDC‐16‐J‐00245‐1
HSCETC‐15‐J‐00019‐1
HSCETC‐15‐J‐00019‐3
HSCG23‐13‐J‐PEF001
HSCG23‐13‐J‐PEF001
HSSCCG‐15‐F‐00238
HSSCCG‐16‐F‐00198
HSSS01‐15‐F‐0134
HSSS01‐16‐J‐0109

Subscriptions
67360
67630
67630
2000
2000
2000
7500
16000
23000
23000
19905
24573
21245
21245
6500
7200

Grand Total

Period of Performance Payment Date Payment Amount
09/30/2013 ‐ 09/29/2014
10/29/2013
$1,570,835.20
06/01/2015 ‐ 05/31/2016
7/13/2015
$1,425,640.40
06/01/2016 ‐ 05/31/2017
6/13/2016
$1,813,160.30
01/15/2014 ‐ 01/14/2015
3/5/2014
$46,640.00
06/01/2015 ‐ 05/31/2016
6/18/2015
$42,160.00
06/01/2016 ‐ 05/31/2017
6/13/2016
$53,620.00
08/30/2013 ‐ 08/29/2014
3/12/2014
$967,780.00
07/01/2016 ‐ 05/31/2017
8/18/2016
$393,213.33
06/01/2015 ‐ 05/31/2016
6/11/2015
$484,840.00
07/01/2016 ‐ 05/31/2017
6/29/2016
$565,244.17
09/28/2013 ‐ 09/27/2014
11/26/2013
$464,184.60
09/28/2013 ‐ 09/27/2014
11/26/2013
$573,042.36
06/01/2015 ‐ 05/31/2016
6/11/2015
$447,844.60
06/01/2016 ‐ 05/31/2017
6/20/2016
$569,578.45
09/09/2015 ‐ 09/08/2016
11/17/2015
$137,020.00
09/09/2016 ‐ 09/08/2017
10/28/2016
$193,032.00
$9,747,835.41

Source: OIG analysis of PALMS task orders and payment information
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Additional Information and Copies
To view this and any of our other reports, please visit our website at:
www.oig.dhs.gov.
For further information or questions, please contact Office of Inspector General
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.
Follow us on Twitter at: @dhsoig.

OIG Hotline
To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click
on the red "Hotline" tab. If you cannot access our website, call our hotline at
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at:
Department of Homeland Security
Office of Inspector General, Mail Stop 0305
Attention: Hotline
245 Murray Drive, SW
Washington, DC 20528-0305

