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Department of Homeland Security 

Washington, DC 20528 / www.oig.dhs.gov 

October 2�, 2018 

MEMORANDUM FOR: 	  The Honorable Claire M. Grady 

Acting Deputy Secretary 

Department of Homeland Security 


The Honorable Admiral Karl L. Schultz 
Commandant 
United States Coast Guard 

The Honorable John M. Mitnick  
General Counsel 
Department of Homeland Security 

FROM: 	 John V. Kelly 
Senior Official Performing the Duties of the 
Inspector General 

SUBJECT:	 Management Alert - Coast Guard Investigative 
Service Search and Seizure of DHS OIG and 
Congressional Communications 

I write to notify you of my profound concerns regarding a search warrant 
recently executed by the Coast Guard Investigative Service (CGIS) against a 
DHS whistleblower. 

The Office of Inspector General (OIG) is conducting an investigation into 
allegations that the whistleblower was retaliated against for, among other 
things, communicating with Members of Congress regarding discrimination 
and retaliation against the whistleblower. The whistleblower alleged being 
subjected to retaliatory investigations by CGIS in violation of the Military 
Whistleblower Protection Act (MWPA). 

We recently learned that CGIS executed a search warrant against the 
whistleblower several months after the whistleblower retired from the Coast 
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Guard, but soon after CGIS became aware of the OIG’s whistleblower 
retaliation investigation. Our information indicates that a CGIS agent obtained 
the search warrant in connection with a CGIS-directed investigation. This same 
CGIS agent oversaw execution of the warrant, which specifically sought 
“communications with DHS OIG and congressional aid[e]s” regarding the 
whistleblower’s claims of discrimination: 

Excerpt from search warrant. 

The MWPA prohibits restricting a member of the armed forces from 
communicating with a Member of Congress or an Inspector General. The Act 
also prohibits conducting an investigation “requested, directed, initiated, or 
conducted for the primary purpose of punishing, harassing, or ostracizing a 
member of the armed forces for making a protected communication.” 

Based on the information before me, I am deeply concerned that CGIS may be 
conducting a retaliatory investigation against the whistleblower. Moreover, 
CGIS’ involvement in the extraordinary efforts to seize a DHS employee’s 
communications with DHS OIG and Congress, even if non-retaliatory, are 
likely to have a significant chilling effect on whistleblowers’ willingness to 
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provide information to, and cooperate with, DHS OIG and Congress. These 
efforts also raise First Amendment concerns. 

Whistleblowers are an invaluable tool for rooting out waste, fraud, and abuse. I 
am confident that you and Secretary Nielsen are committed to creating an 
environment in which whistleblowers do not fear reprisal for reporting 
misconduct. CGIS’ actions in this case are inconsistent with that commitment. 

Recommendations 

Recommendation 1: Take immediate action to resolve this situation. 

Recommendation 2: Ensure that all DHS components with 

investigative authority exercise that authority with due respect for the 

rights of whistleblowers. 

Management Comments and OIG Analysis 

The Department concurred with our recommendations. We have included a 
copy of DHS’ Management Response in its entirety in Appendix A. 

Response to Recommendation 1: DHS concurred with the recommendation. 
DHS reviewed details of the investigation provided by USCG and concluded 
that no reprisal took place in this matter. DHS deemed the timing of the OIG 
whistleblower retaliation investigation and the execution of the search warrant 
by CGIS coincidental. DHS noted that neither the CGIS agent nor the Assistant 
U.S. Attorney involved with the investigation was aware of the existence of the 
OIG whistleblower retaliation investigation at the time they obtained and 
executed the search warrant. 

OIG Analysis: While we appreciate DHS leadership’s inquiries into the matter, 
we do not consider the actions taken sufficient to resolve our concerns. 
Moreover, some of the characterizations made in DHS’s response are 
inconsistent with our understanding of the situation. Until the Department 
takes full accountability for its actions in this matter, this recommendation will 
remain open and unresolved. 
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Since at least December 2017, CGIS has been aware of the whistleblower’s 
protected communications with DHS OIG and Congress. Specifically, in a CGIS 
document dated December 4, 2017, CGIS noted that the whistleblower “has a 
history of filing Congressional, OIG, [and] workplace complaints throughout 
[the member's] CG career.” Moreover, on August 29, 2018, the OIG notified 
USCG that it had opened a whistleblower retaliation investigation involving 
this whistleblower. Within approximately one month of this notice, CGIS had 
obtained and executed a search warrant specifically targeting the 
whistleblower’s communications with the OIG and Congress.  

Whether the CGIS agent executing the warrant was personally aware of the 
existence of the OIG’s retaliation investigation is immaterial — USCG was on 
notice and is therefore responsible for the actions taken by its personnel 
against the whistleblower. Although the Department has asserted that the 
timing of USCG’s knowledge of OIG’s investigation and execution of the warrant 
was “purely coincidental,” the timing is sufficient to establish under the MWPA 
that the whistleblower’s protected communications with DHS OIG were a 
contributing factor in USCG’s decision to take action against the whistleblower. 

Even assuming USCG acted without retaliatory intent, CGIS failed to exercise 
its investigative authority in a manner affording due respect to the rights of 
whistleblowers. First, the Department has not presented a compelling 
explanation as to why CGIS targeted the whistleblower’s communications with 
the OIG or Congress. The response indicates that CGIS already had access to 
other information, including the whistleblower’s medical and police records, 
that provided support for CGIS’s theory that the whistleblower was involved in 
a scheme to fraudulently obtain health care and disability benefits. How the 
whistleblower’s communications with the OIG and Congress are relevant to 
such a benefits scheme remains unclear. 

In any event, the marginal relevance of such communications to CGIS’s 
investigation must be weighed against the likely chilling effect resulting from 
USCG’s deliberate effort to target a whistleblower’s OIG and congressional 
communications. The Department’s response fails even to acknowledge this 
chilling effect. Unless whistleblowers have confidence that their 
communications will be safeguarded, their “right to freely make protected 
communications to OIG and Congress” is impermissibly undermined. 
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Response to Recommendation 2: DHS concurred with the recommendation, 
noting its compliance with various legal requirements meant to protect 
whistleblowers. In addition, CGIS will require its agents to coordinate with 
DHS OIG concerning any investigation in which DHS OIG communications will 
be sought. 
OIG Analysis: We appreciate the Department’s efforts to notify and train DHS 
employees, contractors, and other staff about whistleblower rights, and we fully 
support the requirement that CGIS coordinate with DHS OIG prior to seeking 
DHS OIG communications. However, the Department’s response does not 
adequately address this recommendation. Specifically, the recommendation is 
directed at all DHS components with investigative authority, not just CGIS. 
This recommendation will remain open and unresolved until the Department 
requires all DHS components, operational units, and/or personnel with 
investigative authority to coordinate with DHS OIG prior to seeking to view, 
collect, or otherwise access communications between DHS OIG and DHS 
employees or contractors. 
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Appendix A 
DHS’ Management Comments to the Draft Report  
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Appendix B 
Report Distribution 

Department of Homeland Security 

Secretary 
Deputy Secretary 
Under Secretary for Management 
Chief of Staff 
Deputy Chiefs of Staff 
General Counsel 
Executive Secretary 
Director, GAO/OIG Liaison Office 
Assistant Secretary for Office of Policy 
Assistant Secretary for Office of Public Affairs 
Assistant Secretary for Office of Legislative Affairs 
Chief Human Capital Officer 
U.S. Coast Guard Commandant 

Office of Management and Budget 

Chief, Homeland Security Branch 
DHS OIG Budget Examiner 

Congress 

Congressional Oversight and Appropriations Committees 
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ADDITIONAL INFORMATION AND COPIES 

To view this and any of our other reports, please visit our website at: 
www.oig.dhs.gov. 

For further information or questions, please contact Office of Inspector General 

Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov. 

Follow us on Twitter at: @dhsoig. 
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OIG HOTLINE 

To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click 
on the red "Hotline" tab. If you cannot access our website, call our hotline at 
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at: 

Department of Homeland Security 
Office of Inspector General, Mail Stop 0305 
Attention: Hotline 
245 Murray Drive, SW 
Washington, DC 20528-0305 
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