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Why We
Did This
Members of the House
Committee on Energy and
Commerce requested this
audit to determine whether
the Department of Homeland
Security (DHS) provides
grant guidance over the
acquisition of public safety
communications equipment
that promotes
interoperability.

What We
Recommend
We made two
recommendations to DHS
and FEMA to develop grant
guidance that contains
requirements-based
language to ensure that DHS
funds are used to purchase
interoperable equipment.

What We Found
DHS provides grant guidance over the acquisition
of public safety communication equipment.
However, the guidance the Office of Emergency
Communications and the Federal Emergency
Management Agency (FEMA) issued is unclear,
inconsistent, and does not prevent grantees from
purchasing non-interoperable communications
equipment.
The Office of Emergency Communications, within
the National Protection and Programs Directorate,
develops the National Emergency Communications
Plan and the SAFECOM Guidance; however,
neither document dictates specific requirements
when purchasing emergency communications
equipment. FEMA’s grant guidance also does not
specify interoperability requirements.
Without clear and consistent DHS grant guidance
requiring interoperability, grantees could spend
Federal funds for non-interoperable
communications equipment purchases. Without
interoperable emergency communications
equipment, the lives of first responders and those
of whom they are trying to assist may be at risk.

DHS Response
The Department concurred with both
recommendations.

For Further Information:

Contact our Office of Public Affairs at
(202) 254-4100, or email us at
DHS-OIG.OfficePublicAffairs@oig.dhs.gov

www.oig.dhs.gov
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Background
After 9/11, heightened congressional concerns resulted in legislation intended
to improve the interoperability of emergency communications equipment.
Congress mandated that new or upgraded emergency communications
equipment must be interoperable and meet certain interoperability standards.
Interoperability is the ability of emergency responders and relevant government
agencies to communicate as needed in real time.
Figure 1: Examples of First Responders Using Radios for
Communication

Source: Motorola Solutions (top left) and Federal Emergency
Management Agency (FEMA)

Telecommunication committees and Federal, state, and local representatives
collaborated to develop standards, known as P25, to improve equipment
interoperability. These standards provide a heightened level of assurance that
equipment purchased will better achieve interoperability regardless of the
equipment manufacturer.

www.oig.dhs.gov
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National Protection and Programs
Directorate

Radio Use during the 2013 Boston
Marathon Bombing Incident

Within the National Protection and
x Best Practice — State Police and the
Programs Directorate, the Office of
Massachusetts Emergency
Emergency Communications (OEC) is
Management Agency created a “super
patch” enabling six radio systems to
responsible for leading the development
communicate seamlessly.
and implementation of national
interoperable communications
x Improvement Area — Some Special
capabilities. OEC provides guidance,
Weapons and Tactics (SWAT) teams
experienced problems trying to
training, coordination, and tools to assist
communicate between teams because
governmental and industry partners in
they were using radios that did not
developing their emergency
have required interoperable channels
communications capabilities. Legislation
programmed.
mandates that OEC, in cooperation with
Source: After Action Report for the Response to
various governmental and industry
the 2013 Boston Marathon Bombings,
stakeholders, develop and periodically
(Multiple Agencies, December 2014).
update the National Emergency
Communications Plan. The Plan provides the Nation’s strategic goals and
objectives for emergency communications. The Plan also references SAFECOM
Guidance on Emergency Communications Grants (SAFECOM Guidance), which
provides general and technical information annually to Federal grantees for
emergency communications projects. 1
FEMA’s Grant Programs Directorate
FEMA’s Grant Programs Directorate
administers and manages FEMA grant
programs. In fiscal year (FY) 2014, FEMA
managed eight grant programs that fund
interoperable communications projects to
ensure critical and measurable results
for customers and stakeholders. FEMA
issues grant guidance in the form of
Funding Opportunity Announcements
and grant award packages that include
DHS Standard Terms and Conditions
directing grantees to follow the
SAFECOM Guidance.

January 2015 Washington, DC,
METRO Station Incident
Emergency responders experienced
interoperable communication problems
during a Metro station incident. Fire
Department communications worked
sporadically, and rescue teams had to use
cell phones and other means to
communicate with responders when radios
failed to operate.
Source: Initial District of Columbia Report on
the L’Enfant Plaza Metro Station Incident on
January 12, 2015 (Washington, DC, Homeland
Security and Emergency Management Agency,
January 23, 2015).

Members of the House Committee on Energy and Commerce requested this
audit to determine whether state and local agencies may be using DHS grant
funds to purchase non-interoperable emergency communications equipment.
1

OEC issues annual SAFECOM Guidance in collaboration with Federal agency partners, the
SAFECOM Executive Committee, and Emergency Response Council members.
www.oig.dhs.gov
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Results of Audit
DHS provides grant guidance over the acquisition of emergency
communications equipment; however, the guidance OEC and FEMA issued
does not prevent grantees from purchasing non-interoperable equipment.
OEC’s National Emergency Communications Plan provides nationwide strategic
goals and objectives that broadly promote interoperability but does not dictate
requirements for grantees when purchasing emergency communications
equipment. Instead, the Plan references SAFECOM Guidance, which provides
general guidance and best practices. Even though SAFECOM Guidance
encourages grantees to purchase interoperable communications equipment, it
does not include requirements for the purchases.
FEMA’s grant guidance also does not contain specific interoperability
requirements; rather, it directs grantees to follow SAFECOM Guidance. FEMA
relies on OEC to develop SAFECOM Guidance to assist grantees in making
interoperable purchases. Additionally, the language in FEMA’s guidance is
inconsistent in how it directs grantees to follow SAFECOM Guidance. As a
result, DHS could potentially use grant funds to purchase non-interoperable
communications equipment. Without interoperable communications
equipment, first responders could be hindered if they cannot communicate
effectively during an emergency.

DHS Guidance Does Not Require Interoperability
DHS Guidance frequently references interoperability, yet it does not clearly
prohibit the purchase of non-interoperable communications equipment. In
2007, Congress established an emergency communication grant program to
enhance interoperable communications within and between the Federal and
state governments. 2 Additionally, in FY 2014, eight grant programs were used
to fund interoperable communications equipment. As shown in figure 2, a gap
exists with DHS grant guidance because the documents do not contain clear
requirements grantees must follow.

2

The Interoperable Emergency Communications Grant program was funded in FYs 2008, 2009,
and 2010.
www.oig.dhs.gov
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Figure 2: DHS Guidance Does Not Contain Specific Interoperability
Requirements

Source: Office of Inspector General analysis of DHS guidance

OEC Guidance
Although OEC develops the National Emergency Communications Plan, a
nationwide strategic planning document, the Plan does not contain detailed
requirements for grantees to achieve interoperability. Federal law mandates
OEC to develop and periodically update the Plan. 3 The Plan has national goals,
objectives, and recommendations for emergency responders to ensure
interoperable communications. The Plan does not contain specific
requirements for grantees to achieve interoperability. OEC officials explained
that they recognize the Plan is a high-level, strategic document and SAFECOM
Guidance is a more detailed source of information for grantees.
SAFECOM Guidance provides information to grantees on eligible activities and
equipment for grantees to facilitate interoperability, but it does not contain
requirements-based language. SAFECOM Guidance makes recommendations
that encourage the purchase of emergency communications equipment that
meets interoperability standards. Some examples of recommendation language
in the SAFECOM Guidance include:
x
x

Grantees should purchase standards-based and advanced technologies;
Agencies should obtain documented evidence from the equipment
manufacturer that it is P25 compliant; and

6 United States Code (USC) § 572
www.oig.dhs.gov
3
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x

If grantees are purchasing equipment that does not align with P25
standards, grantees should submit a written justification.

OEC officials explained that they do not have the legislative authority to
mandate the requirements in the SAFECOM Guidance or issue additional
requirements-based guidance. Federal agency partners and advisory
committees coordinate to develop SAFECOM Guidance, which is only advisory
in nature. OEC said FEMA has the responsibility for ensuring grant guidance
contains interoperability requirements because it awards DHS grants.
To understand how DHS grantees use SAFECOM Guidance, we interviewed
nine Statewide Interoperability Coordinators. Statewide coordinators are the
points of contact within each state that ensure grantee’s projects align with
statewide communication plans and follow SAFECOM Guidance. All statewide
coordinators confirmed SAFECOM Guidance is the primary DHS grant
guidance they use to advise grantees purchasing interoperable
communications equipment. However, five statewide coordinators indicated
that the SAFECOM Guidance language was not clear and consistent when
describing requirements for compliance with interoperability standards. See
appendix B for additional comments from some of the statewide coordinators.
FEMA Guidance
FEMA grant guidance is inconsistent in how it directs grantees to follow
SAFECOM Guidance. FEMA’s Funding Opportunity Announcements and the
grant award packages specify that SAFECOM Guidance is the guidance for
grantees to use as a reference for interoperability. FEMA officials explained that
they direct grantees to SAFECOM Guidance because OEC is the primary
partner to provide interoperability guidance. According to FEMA’s FY 2014
Funding Opportunity Announcements, grantees “should comply” with
SAFECOM Guidance. However, according to the FEMA FY 2014 DHS Standard
Terms and Conditions within its grant award packages, grantees “must
comply” with SAFECOM Guidance. FEMA’s Grant Programs Directorate agreed
the language is inconsistent. Even though FEMA has a multi-level review
process of its grant documentation, the inconsistent language remained in the
guidance due to an administrative oversight. FEMA officials advised they would
correct the language inconsistency in the agency’s FY 2015 Funding
Opportunity Announcements.
Planned FEMA and OEC Actions
During our audit, FEMA Grant Programs Directorate and OEC signed a
Memorandum of Agreement. The agreement’s purpose is to ensure that grant
guidance for interoperability is coordinated and consistent with the goals and
recommendations in the National Emergency Communications Plan. The
www.oig.dhs.gov
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agreement establishes a framework for jointly developing standard operating
procedures for coordinating interoperable emergency communications grants.
OEC views the agreement as a step toward the development of stronger
requirements language within grantee guidance. However, at the time of our
fieldwork, FEMA and OEC had not taken steps to address the lack of
requirements found in DHS grant guidance.
Conclusion
Without clear and consistent DHS grant guidance requiring interoperability,
grantees may spend Federal funds for non-interoperable communications
equipment purchases. Grant guidance that is only suggestive and lacks specific
requirements may ultimately result in equipment that is ineffective during an
emergency. Without effective emergency communications equipment, the lives
of first responders and those whom they are trying to assist may be at risk.

Recommendations
Recommendation 1: We recommend that the Under Secretary for
Management ensure the Office of Emergency Communications and FEMA
develop consistent requirements-based language in grant guidance and grant
agreement documents to ensure DHS uses its grant funds to purchase
interoperable emergency communications equipment.
Recommendation 2: We recommend that the FEMA Administrator ensure
consistency in Public Safety Communications grant guidance between the
Funding Opportunity Announcements and the grant award packages, which
include the DHS Standard Terms and Conditions.

Management Comments & OIG Analysis
DHS concurred with the recommendations. We have included a copy of the
management comments in their entirety in appendix A. DHS also provided
technical comments to this report. We made changes to this report to
incorporate their comments, where appropriate.
Recommendation #1: Concur. DHS recognizes that SAFECOM Guidance, as a
best practices document, cannot require Federal grant recipients to comply
with its recommendations. OEC is working with FEMA to include an additional
element within the SAFECOM Guidance to which FEMA grant recipients must
comply and may be monitored. The DHS Joint Wireless Program Office will
evaluate the guidance for technical sufficiency and the Office of the Chief
Financial Officer will ensure its inclusion in the FY 2016 SAFECOM Guidance.
Additionally, FEMA and OEC will continue to develop standard operating
procedures for interoperable emergency communications through the
www.oig.dhs.gov

6

OIG-15-124

OFFICE OF INSPECTOR GENERAL
Department of Homeland Security
Memorandum of Agreement working group. The estimated completion date is
April 30, 2016.
OIG Analysis: DHS’ proposed actions are responsive to the recommendation.
This recommendation is resolved but will remain open until DHS provides a
copy of the FY 2016 SAFECOM Guidance and its standard operating
procedures for interoperable emergency communications.
Recommendation #2: Concur. FEMA revised the language in Notices of
Funding Opportunity for FY 2015 preparedness grant cycle to mandate
compliance with SAFECOM Guidance preparedness grants.
OIG Analysis: FEMA’s proposed actions are responsive to the recommendation.
This recommendation is resolved and closed.

Objective, Scope, and Methodology
The Department of Homeland Security Office of Inspector General was
established by the Homeland Security Act of 2002 (Public Law 107-296) by
amendment to the Inspector General Act of 1978. This is one of a series of
audit, inspection, and special reports prepared as part of our oversight
responsibilities to promote economy, efficiency, and effectiveness within the
Department.
We conducted this audit in response to a Congressional request to determine
whether DHS provides grant guidance over the acquisition of public safety
communications equipment to promote interoperability.
We reviewed Federal and departmental interoperability grant guidance
documents and grant awards for FYs 2013 and 2014. We also reviewed Federal
and departmental criteria, as well as P25 industry standards for
interoperability. Specifically, we reviewed 6 United States Code:
x
x
x

571 Office of Emergency Communications,
572 National Emergency Communications Plan, and
574 Coordination of Department Emergency Communications Grant
Programs.

We conducted interviews with FEMA Grant Programs Directorate, Science &
Technology Directorate Office for Interoperability and Compatibility, and the
National Protection and Programs Directorate Office of Emergency
Communications to determine their roles and responsibilities in the
development and issuance of grant guidance for purchasing emergency
communications equipment. We consulted with OIG Counsel to gain a legal
www.oig.dhs.gov
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opinion on the roles of FEMA and OEC in their responsibility for implementing
departmental guidance for interoperability.
We judgmentally selected and interviewed nine Statewide Interoperability
Coordinators to determine their use of DHS guidance. We selected the nine
states based on the total FEMA grant funding that was eligible for the purchase
of interoperable communications equipment during fiscal years 2012–14. 4 We
selected three states that reported the highest amount of grant funds received,
three states that reported the lowest amount of grant funds received, and three
states in the middle. See table 1 for the interoperability coordinators we
interviewed.
Table 1: Statewide Interoperability Coordinators Interviewed
Grant Funding
HIGH
MIDDLE
LOW
During FY 12-14
States

California
New York
Texas

Connecticut
Kentucky
Oregon

South Dakota
Vermont
Wyoming

Source: OIG analysis of FEMA information

We conducted this performance audit between September 2014 and April 2015
pursuant to the Inspector General Act of 1978, as amended, and according to
generally accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based upon our
audit objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions.
Office of Audits major contributors to this report are: Donald Bumgardner,
Director; Christine Haynes, Audit Manager; Scott Crissey, Program Analyst;
Stephen Doran, Auditor; April Evans, Program Analyst; Nick Jathar, Auditor;
Kevin Dolloson, Communications Analyst; and Patricia Benson, Independent
Reference Reviewer.

Total funding for grant programs by FY: 2012 - $1.71 billion, 2013 - $1.83 billion, 2014 $1.62 billion.
www.oig.dhs.gov
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Appendix A
DHS Comments to the Draft Report
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Appendix B
Statewide Interoperability Coordinator Comments
During interviews, five Statewide Interoperability Coordinators provided the
following observations:
SAFECOM Guidance does not provide specific instructions on how to meet
P25 compliance. The inconsistent use of should, must, and shall cause
confusion when interpreting P25 requirements. One state clarified the
ambiguous guidance by developing supplemental statewide guidance for its
grantees.
SAFECOM Guidance has ambiguous requirements language that causes
confusion for grantees when purchasing equipment. SAFECOM Guidance
uses “should” instead of “shall,” which does not clearly require grantees to
comply.
OEC should change SAFECOM Guidance wording from “recommend” to
“shall” when providing guidance on interoperability.
Grantees can benefit from stronger, requirements-based language in
SAFECOM Guidance.
SAFECOM Guidance needs to clarify P25 technical requirements by using
more plain language to eliminate confusion for grantees.

www.oig.dhs.gov
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Appendix C
Report Distribution
Department of Homeland Security
Secretary
Deputy Secretary
Under Secretary of Management
Chief of Staff
Deputy Chief of Staff
General Counsel
Executive Secretary
Director, GAO/OIG Liaison Office
Assistant Secretary for Office of Policy
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
Chief Privacy Officer
Under Secretary for National Protection and Programs Directorate
Audit Liaison, National Protection and Programs Directorate
Administrator, Federal Emergency Management Agency
Audit Liaison, Federal Emergency Management Agency
Office of Management and Budget
Chief, Homeland Security Branch
DHS OIG Budget Examiner
Congress
Congressional Oversight and Appropriations Committees
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ADDITIONAL INFORMATION AND COPIES
To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.
For further information or questions, please contact Office of Inspector General Public Affairs
at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov. Follow us on Twitter at: @dhsoig.

OIG HOTLINE
To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click on the red
"Hotline" tab. If you cannot access our website, call our hotline at (800) 323-8603, fax our
hotline at (202) 254-4297, or write to us at:
Department of Homeland Security
Office of Inspector General, Mail Stop 0305
Attention: Hotline
245 Murray Drive, SW
Washington, DC 20528-0305

