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DHS OIG HIGHLIGHTS
 
New York’s Management of Homeland Security  

Grant Program Awards for Fiscal Years 2010–12 

June 19, 2015 

Why We 
Did This 
Public Law 110-53, 
Implementing 
Recommendations of the 
9/11 Commission Act of 
2007, requires the 
Department of Homeland 
Security Office of Inspector 
General to audit individual 
states’ and territories’ 
management of Homeland 
Security Grant Program 
awards. We audited New 
York, which was awarded 
about $725 million from the 
Federal Emergency 
Management Agency 
(FEMA) from fiscal years 
2010–12. 

What We 
Recommend 
We recommend that New 
York improve its capabilities 
planning, risk assessments, 
award process, 
management controls, and 
monitoring. 

For Further Information: 
Contact our Office of Public Affairs at 
(202) 254-4100, or email us at 
DHS-OIG.OfficePublicAffairs@oig.dhs.gov 

What We Found 
New York (State) and the New York City urban area 
distributed and spent Homeland Security Grant Program 
awards to enhance their homeland security capabilities; 
however, both need to make improvements to ensure future 
spending complies with applicable Federal laws and 
regulations. In addition, neither the State nor the urban 
area included adequately defined goals and objectives in 
their homeland security strategies. The State also did not 
obligate funds to subgrantees within the required 
timeframes. Neither the State nor the New York City urban 
area had sufficient management controls to ensure 
subgrantees used grant funds appropriately. The State’s 
and urban area’s inadequate fiscal monitoring contributed 
to these issues. As a result, we identified more than $67 
million in questioned costs related to operational overtime, 
management and administration, and training that were 
not spent according to grant guidance or were not 
adequately supported. 

FEMA Response 
FEMA concurred with 10 of the 15 recommendations in 
this report. For the remaining 5 recommendations, the 
primary reason for FEMA’s non-concurrence is its concern 
about a lack of authority to impose corrective actions not 
explicitly included in the terms of its grant agreement with 
the State or required by grantee’s State law. However, we 
believe that FEMA’s enforcement of the applicable Federal 
regulations will help resolve and close most of the 
recommendations. 
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JUN 19 2015

MEMORANDUM FOR: Brian Kamoie
Assistant Administrator
Grant Programs Directorate
Federal Emergency Management Agency

FROM: Mark Bell ~ ~ ~_~
Assistant Inspector General for Audits

SUBJECT: New York's Management of Homeland Security Grant
Program Awards for Fiscal Years 2010-12

Attached for your action is our final report, New York's Management of
Homeland Security Grant Program Awards for Fiscal Years 2010-12. The report
identifies measures the Federal Emergency Management Agency can take to
improve the efficiency and effectiveness of Homeland Security grant funds
awarded to the State of New York.

The report contains 15 recommendations aimed at improving the effectiveness
of the program. Your office concurred with 10 of the 15 recommendations.
Based on information provided in your response to the draft report, we
consider 13 of the recommendations open and resolved and 2
recommendations open and unresolved. We consider recommendations 1, 2, 3,
5, 7, 8, 9, 10, 11, 12, 13, 14, and 15 open and resolved. Once your office has
fully implemented the recommendations, please submit a formal closeout letter
to us within 30 days so that we may close the recommendations. The
memorandum should be accompanied by evidence of completion of agreed-
upon corrective actions and of the disposition of any monetary amounts.

Recommendations 4 and 6 are open and unresolved. As prescribed by the
Department of Homeland Security Directive 077-01, Follow-Up and Resolutions
for the Office of Inspector General Report Recommendations, within 90 days of
the date of this memorandum, please provide our office with a written response
that includes your agreement or disagreement, corrective action plan, and
target completion date for each recommendation. Also, please include
responsible parties and any other supporting documentation necessary to
inform us about the current status of the recommendation. Until your response
is received and evaluated, the recommendations will be considered open and
unresolved.
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Please send your response or closure request to 
OIGAuditsFollowup@oig.dhs.gov. 

Consistent with our responsibility under the Inspector General Act, we will 
provide copies of our report to appropriate congressional committees with 
oversight and appropriation responsibility over the Department of Homeland 
Security. We will post the report on our website for public dissemination. 

Please call me with any questions, or your staff may contact Patrick O’Malley, 
Director, at (202)254-4100. 

Attachment 
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Background 

The Department of Homeland Security (DHS) provides Federal funding through 
the Homeland Security Grant Program (HSGP) to help state and local agencies 
enhance their capabilities to prevent, prepare for, protect against, and respond 
to acts of terrorism, major disasters, and other emergencies. Within DHS, the 
Federal Emergency Management Agency (FEMA) is responsible for 
administering the HSGP. The State Homeland Security Program (SHSP) and the 
Urban Areas Security Initiative (UASI) are part of the HSGP, which funds a 
wide range of preparedness activities such as planning, organization, 
equipment purchase, training, and exercises. Appendix C contains more 
information about the HSGP. 

HSGP guidance requires a state administrative agency to administer and 
manage grant funding awarded under the HSGP. In July 2010, New York 
merged several legacy state offices to create the Division of Homeland Security 
and Emergency Services (DHSES). This division has five core offices: Office of 
Counter Terrorism, Office of Cyber Security, Office of Emergency Management, 
Office of Fire Prevention and Control, and the Office of Interoperable and 
Emergency Communications. 

DHSES was designated as the state administrative agency for HSGP. As such, 
DHSES is responsible for managing the SHSP and UASI grants according to 
established Federal guidelines and regulations. DHSES received SHSP grant 
funds awarded to the State, as well as UASI grant funds awarded to the New 
York City (NYC) urban area. DHSES provided SHSP and UASI grant funds to a 
number of counties, cities, towns and state agencies, as well as NYC agencies 
that are partners in the State’s preparedness efforts. The NYC urban area 
comprises seven jurisdictions: NYC, Nassau County, Suffolk County, 
Westchester County, City of Yonkers, the Port Authority of New York and New 
Jersey, and the Metropolitan Transportation Authority. 

During fiscal years (FY) 2010–12, FEMA awarded SHSP and UASI grant funds 
to New York totaling about $725 million. Figure 1 illustrates the UASI and 
SHSP funding that the State received over the 3-year period. UASI funding for 
the NYC urban area averaged about $155 million per year during FYs 2010–12, 
the period covered by our audit. The State received its highest level of SHSP 
funding in FY 2010, but faced a decline of more than $57 million from 
FYs 2010–12. 
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Figure 1. New York UASI and SHSP Funding Levels, FYs 2010−12 

$300 M 

$250 M 

$200 M $161.4 M 

$151.6 M 

$151.6 M 

$113.5 M 
$91.2 M 

$55.6 M 

UASI
 

SHSP
 

$100 M
 

$150 M 

$50 M 

$0 M
 
FY 2010 FY 2011 FY 2012
 

Source: DHS Office of Inspector General (OIG) analysis of FEMA data. 

Appendix A contains details on this audit’s scope and methodology. 

Results of Audit 

New York (State) and the NYC urban area distributed and spent HSGP awards 
from FYs 2010–12 to enhance their homeland security capabilities; however, 
they need to make improvements to ensure future spending complies with 
applicable Federal laws and regulations. In addition, neither the State nor the 
urban area included adequately defined goals and objectives in their homeland 
security strategies. The State also did not obligate funds to subgrantees within 
the required timeframes. Neither the State nor the NYC urban area had 
sufficient management controls to ensure subgrantees used grant funds 
appropriately. The State’s and urban area’s inadequate fiscal monitoring of 
subgrantees contributed to these issues. As a result, we identified over $67 
million in questioned costs related to operational overtime, management and 
administration (M&A), and training that were not spent according to grant 
guidance or were not adequately supported. 

Inadequate Planning to Fund Needed Capabilities 

The State and NYC urban area homeland security strategies did not contain 
adequately defined objectives that met the required elements of specific, 
measurable, achievable, results-oriented, and time-limited. The State and NYC 
urban area also had no formal evaluation plan for monitoring progress, 
compiling key management information, tracking trends, and generally keeping 
their strategies on track. As a result, neither entity had tangible target levels of 
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performance or comprehensive assessment methodologies to effectively 
measure achievement of their strategic objectives over time. 

In July 2005, FEMA issued the State and Urban Area Homeland Security 
Strategy Guidance on Aligning Strategies with the National Preparedness Goal, 
which advises grantees to implement strategic goals and objectives that are: 

 Specific, detailed, particular, and focused – help identify what is to be 
achieved and accomplished; 

 Measurable – quantifiable, provide a standard for comparison, and 
identify a specific achievable result; 

 Achievable – not beyond the ability of a state, region, jurisdiction, or 
locality; 

 Results-oriented – identify a specific outcome; and 
 Time-limited – have a target date that identifies when the objective will be 

achieved. 

Also according to FEMA’s guidance, grantees should assess the quality of their 
strategies’ objectives to determine whether the measures are meaningful in the 
context of a specific action item or preparedness effort, the measurement 
methodology is sound, and the measures can be verified with reliable data. 
According to FEMA, only objectives that meet these criteria should be included 
in a grantee’s homeland security strategy. 

Neither the State’s nor NYC urban area’s homeland security strategies for 
2010–12 complied fully with FEMA’s guidance for implementing effective 
objectives. Table 1 contains examples of goals and corresponding objectives 
included in each entity’s strategies. 
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Table 1: Examples of New York State’s and NYC Urban Area’s Homeland 
Security Strategies’ Goals and Objectives 

Strategy Goal Objective Assessment 

State Strengthen Facilitate Federal, State, and The objective is not: 
2010 – Counterterrorism local security and law  Specific 
2012* and Law 

Enforcement 
Capabilities  

enforcement efforts to protect 
critical infrastructure. 

 Measurable 
 Results-oriented 
 Time-limited 

State Enhance Incident Conduct annual National The objective is not: 
2010 – Management and Incident Management System  Specific 
2012* Response 

Capabilities 
implementation activities.  Measurable 

 Results-oriented 
 Time-limited 

Urban Protecting Critical Continue and augment The objective is not: 
Area Infrastructure and Intelligence Operations. Support  Specific 
2010 – Key Resources intelligence sharing, production,  Measurable 
2011** and analysis by hiring new staff 

and contractors to serve as 
intelligence analysts. 

 Time-limited 

Urban Public Health Enhance radiological mitigation The objective is not: 
Area Readiness programs: purchase radiological  Specific 
2012 mitigation equipment; develop 

radiological protocols; 
incorporate advancements in 
radiological and nuclear 
detection equipment, as they 
become available. 

 Measurable 
 Time-limited 

* New York State developed its homeland security strategy for 2010–12 in 2009. 
** The NYC urban area developed its homeland security strategy for 2010–11 in 2009. 
Source: OIG analysis of New York’s and NYC urban area’s homeland security strategies. 

To ensure the success of the strategies, FEMA’s guidance also requires 
grantees to develop evaluation plans, including a process for reviewing and 
analyzing the steps taken to achieve their goals and objectives and for 
determining whether they are using right elements to measure progress. FEMA 
advises that such a review and analysis process should be part of a state’s or 
urban area’s normal operations. 

Neither the State’s nor the NYC urban area’s homeland security strategies 
included written evaluation plans. Instead, FEMA’s biennial monitoring visits 
served as DHSES’ primary mechanism for assessing progress in achieving the 
State’s strategic goals and objectives. NYC’s Office of Management and Budget 
evaluated implementation of the NYC urban area’s strategies by reviewing 
subgrantees’ quarterly progress reports, which detailed the status of their 
grant-funded programs. Without an ongoing process to evaluate the extent to 
which they were accomplishing strategic goals and objectives, neither entity 
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had an effective methodology to measure capabilities for prevention, 
preparedness, protection, and response. 

To determine whether New York and the NYC urban area improved their 
strategies, we performed a limited review of their 2014 strategies, which was 
outside the scope of our audit period. New York updated its homeland security 
strategy for 2014. Our limited review of the strategy showed significant 
improvement in the goals and objectives. The strategy contained targets and 
metrics, as well as a written evaluation plan that meet the intent of FEMA’s 
guidance. The NYC urban area also updated its homeland security strategy for 
2014. Our limited review showed some continuing weaknesses, such as 
inadequately defined objectives and a lack of specific performance targets or 
metrics for each objective. Also, the strategy did not include a strategic 
evaluation plan that complied with FEMA's guidance. 

To qualify for FY 2012 funding, FEMA required all grantees to develop and 
maintain a Threat and Hazard Identification and Risk Assessment (THIRA). 
Although FEMA encouraged states to update their homeland security 
strategies, it focused on the THIRA to identify capability targets. FEMA’s April 
2012 Comprehensive Preparedness Guide 201 includes a comprehensive 
approach to identify and assess risks and associated impacts, using the 
National Preparedness Goal’s core capabilities. FEMA also requires states and 
territories receiving preparedness grants to submit an annual State 
Preparedness Report. According to FEMA, THIRA results and State 
Preparedness Reports provide a quantitative summary of preparedness. 

Our review of the State’s and NYC urban area’s 2012 THIRAs showed they were 
not complete. The State and the NYC urban area used FEMA’s required “whole 
community” approach to develop and document their THIRAs. However, neither 
the State nor the NYC urban area met all THIRA requirements. Specifically, 
neither provided a detailed analysis of threats and hazards with a high 
likelihood and significant consequences that posed the greatest concern. In 
addition, neither outlined specific and measurable capability targets. Table 2 
shows areas of the 2012 THIRAs’ compliance and noncompliance with FEMA 
guidance. 
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Table 2: New York State’s and NYC Urban Area’s 2012 THIRAs’ Compliance and 
Noncompliance with FEMA Guidelines 

Grantee Identify 
Threats and 
Hazards 

Put Threats 
and Hazards 
into Context 

Examine Core 
Capabilities 

Set Capability 
Targets 

Apply the 
Results 

2012 
New York 
State 

Yes 
No – put only 

one threat 
into context 

No – 
examined 

core 
capabilities 
related to 
only one 
threat 

No – did not 
quantify 
desired 

outcomes 

No 

NYC Urban 
Area 

Yes 
No – put only 

one threat 
into context 

No – 
examined 

core 
capabilities 
related to 
only one 
threat 

No – did not 
quantify 
desired 

outcomes 

No 

Source: OIG analysis of New York’s and NYC urban area’s 2012 THIRAs. 

Although it fell outside our audit scope period, because of issues we identified 
in the 2012 THIRAs, we preliminarily reviewed the 2013 THIRAs, which had 
similar issues. 

According to letters the State and NYC urban area sent to FEMA, the THIRA is 
not appropriate for major urban areas and diverse states; it is more appropriate 
for small localities. Also, the THIRA does not take into account planning for 
worst-case scenarios. The Executive Deputy Commissioner of the DHSES 
believes if jurisdictions prepare for the worst-case scenario then they will also 
be prepared for any lesser events. FEMA officials responded that the THIRA is 
designed to accommodate all jurisdictions’ needs regardless of size and 
complexity. FEMA officials also said the capability targets developed through 
the THIRA account for a range of impacts and desired outcomes associated 
with the different threats and hazards across jurisdictions. 

Neither the State nor the NYC urban area completed all the elements of the 
2012 THIRA. As a result, the State and the NYC urban area may be unprepared 
to mitigate risks associated with significant threats and hazards. 

DHSES’ Untimely Obligation of Funds 

We reviewed 23 SHSP subgrants that New York awarded from FYs 2010–12. 
DHSES did not obligate funds to subgrantees within the FEMA-required 45 

www.oig.dhs.gov 6 OIG-15-107 

http:www.oig.dhs.gov


 

 

 

 

 
    

 
 

 

 
 

 

 

 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

days for any of the 23 subgrants, and took up to 670 days beyond that 
requirement to obligate funds. 

According to Public Law 110-53 and FEMA Homeland Security Grant Program 
Guidance, state administrative agencies must obligate and make available to 
local government units at least 80 percent of SHSP and UASI grant funds 
within 45 days of FEMA’s award date. The obligation must include the 
following requirements: 

 There must be some action to establish a firm commitment on the part of 
the awarding entity. 

 The action must be unconditional on the part of the awarding entity (i.e., 
no contingencies for availability of funds). 

 There must be documentary evidence of the commitment. 
 The award terms must be communicated to the official grantee. 

During FYs 2010–12, DHSES sent letters to HSGP subgrantees, including 10 
SHSP subgrantees we selected to sample, notifying them of the amount of 
funds they were eligible to receive. State officials considered the date of the 
notification letter to be the funding obligation date. However, the notification 
letters did not constitute obligation of funds because they contained conditions 
that had to be met before the funds would be made available to subgrantees. 
For example, the letters required subgrantees to submit applications for 
DHSES approval before DHSES entered into a contract with the subgrantee. In 
addition, the Office of the State Comptroller had to approve contracts before 
DHSES executed them. 

We compared the date that FEMA awarded the grant funds to DHSES to the 
date DHSES executed the contract, i.e., made funds available to subgrantees 
for expenditure. During the same timeframe, DHSES awarded 23 SHSP grants 
to the 10 sampled subgrantees; none of the awards were obligated and 
available to the subgrantees within the required 45 days. The awards ranged 
from 154 to 670 days past the 45 days. We did note that DHSES reduced the 
delays in FY 2012. Table 3 contains details for all 23 awards we reviewed. 
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Table 3: Untimeliness of Subgrantee Awards, FYs 2010–12 

Name of 
Subgrantee 

Fiscal 
Year 

Date Funds Were 
Obligated to
Subgrantee 

Date Funds Should 
Have Been Obligated 
(45 Days After FEMA 

Award) 

Number of 
Days Late 

Broome County 
2010 
2011 
2012 

12/21/11 
10/16/12 
03/05/13 

11/07/10 
10/27/11 
09/21/12 

409 
355 
165 

Clinton County 
2010 
2011 

07/12/11 
10/01/12 

11/07/10 
10/27/11 

247 
340 

Dutchess County 
2010 
2011 

12/27/11 
10/11/12 

11/07/10 
10/27/11 

415 
350 

Madison County 
2010 
2011 

06/09/11 
09/14/12 

11/07/10 
10/27/11 

214 
323 

Rockland County 
2010 
2011 
2012 

01/06/12 
10/11/12 
09/13/13 

11/07/10 
10/27/11 
09/21/12 

425 
350 
357 

Wayne County 
2010 
2011 
2012 

07/13/11 
09/26/12 
02/22/13 

11/07/10 
10/27/11 
09/21/12 

248 
335 
154 

Elmira City 2010 06/07/11 11/07/10 212 

Village of Endicott 2010 
2012 

09/07/12 
09/13/13 

11/07/10 
09/21/12 

670 
357 

New York City 
2010 
2011 
2012 

07/26/12 
10/02/12 
03/12/13 

11/07/10 
10/27/11 
09/21/12 

627 
341 
172 

Watertown City 
2010 
2011 

06/07/11 
01/25/13 

11/07/10 
10/27/11 

212 
456 

Source: OIG analysis of DHSES data. 

DHSES delays in obligating HSGP funds to subgrantees may be attributed to 
both the State and the subgrantees having to obtain several levels of approval 
before grant funds were obligated. SHSP grants had a 36-month (3-year) period 
of performance for FYs 2010 and 2011; this was reduced to 24 months in FY 
2012. DHSES was granted two extensions to the FY 2010 performance period. 
The delay in making HSGP funds available for expenditure may have reduced 
the State’s ability to prevent, protect against, respond to, and recover from acts 
of terrorism, major disasters, and other emergencies. 

DHSES’ Insufficient Management Controls 

DHSES did not have sufficient management controls over state agencies to 
ensure that its subgrantees used grant funds appropriately. The State did not 
always provide applicants with written agreements, and the services listed in 
formalized agreements were not always clearly defined. DHSES also did not 
ensure its M&A costs were limited to HSGP expenditures. We identified several 
instances in which DHSES improperly reimbursed costs and awarded grant 
funds without ensuring subgrantees met the applicable requirements. DHSES 
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also performed inadequate financial monitoring of subgrantees, which 
contributed to these issues. As a result, we could not determine whether 
selected services were performed or whether associated costs were reasonable, 
allowable, and allocable. Thus, we are questioning about $24 million in costs 
related to DHSES’ insufficient management controls. Appendix D contains a 
breakdown of these questioned costs. 

Specifically, DHSES did not have sufficient management controls when it: 

	 awarded funds to a state agency, without a formalized agreement 
identifying the services; 

	 awarded funds to a state agency that was unable to provide 
supporting records and was performing services under unclear 
agreements; 

 charged state salaries, fringe benefits, and contractor costs to the 
HSGP, even though the costs applied to other grant programs; 

 approved advance payments for lease/purchase agreements, 
maintenance contracts, and warranties; 

 approved investigative overtime without a request by a Federal 
agency; 

 allowed a state agency to claim administrative costs that may have 
exceeded the statutory limit of 5 percent; and 

	 performed no financial monitoring visits at state agencies and, in the 
last 3 years, issued a minimal number of Fiscal Monitoring Visit 
Reports for the two largest city agencies. 

No Agreement for the Division of Military and Naval Affairs 

DHSES awarded the Division of Military and Naval Affairs (DMNA) $32 million 
in SHSP and UASI funds between FYs 2010–12. As of December 31, 2013, 
DMNA incurred $18.7 million in costs for Task Force Empire Shield. However, 
DHSES did not have an agreement with DMNA identifying what specifically is 
eligible for reimbursement. Additionally, incurred costs did not have adequate 
supporting documentation. Because we could not determine whether the 
incurred costs were allowable, allocable, and reasonable, we question all 
$18.7 million. 

According to the State’s application with FEMA, Task Force Empire Shield is a 
New York National Guard unit that provides a rapid response force of National 
Guard members for homeland security missions. Soldiers augment 
Metropolitan Transportation Authority Police at Penn Station and Grand 
Central Station in NYC and also augment the Port Authority of New York and 
New Jersey Police Department at John F. Kennedy International Airport and 
LaGuardia Airport. In addition to random and routine patrols, Task Force 
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Empire Shield provides a “surge” capability to protect critical infrastructure 
during periods of heightened threat and immediate access to military resources 
to address both manmade and natural disasters. 

FEMA’s Fiscal Year 2010 Homeland Security Grant Program Guidance and 
Application Kit authorized operational overtime for State Active Duty National 
Guard deployments for increased security measures to protect critical 
infrastructure. We reviewed payroll records and time reports for a sample of 
National Guard members and could not determine the work locations or the 
number of hours worked. As a result, we were unable to verify that the costs 
were for overtime to protect critical infrastructure. 

Unlike other state agencies, DHSES did not require DMNA to submit an 
application for the funds or establish a memorandum of understanding (MOU) 
that included a budget, program workplan, and special conditions. Accordingly, 
we could not determine what critical infrastructure sites it was supposed to 
protect, what sites it did protect, and how long it protected them. 

Missing Records and Unclear Agreements for the State University of New 
York 

The State University of New York (SUNY) was awarded $5.5 million in 
FYs 2010–12 SHSP grants; as of December 31, 2013, the State claimed 
$2.98 million for services provide by SUNY. We question the entire 
$2.98 million because SUNY was unable to provide documentation to support 
the costs and because the State did not clearly identify in its agreement with 
SUNY the services SUNY was to provide or the costs the grants would fund. 

According to Title 2 of the Code of Federal Regulations (CFR), Part 225, 
Appendix A, Section C, Basic Guidelines, costs must be adequately documented 
to be allowable under Federal awards. We reviewed a sample of SUNY 
expenditures for which we requested supporting documentation, but as of the 
end of our fieldwork in November 2014, we had not received the 
documentation. 

DHSES did not execute agreements that clearly identified the services SUNY 
was to provide. For example, DHSES executed MOU #468 for $3.38 million 
under which SUNY’s National Center for Security and Preparedness was to 
provide technical assistance in a number of areas from June 25, 2012, through 
December 31, 2013. The areas included the development 
(construction/renovation) of the State Preparedness Training Center (SPTC); 
general technical assistance to DHSES; provision of at least 3 full-time and a 
number of part-time staff for the SPTC; hiring of role players for the training 
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center; and programming assistance intended to help DHSES reach its target of 
training 10,000 personnel. 

This agreement was later amended, increasing the amount from $3.38 million 
to $7.38 million and extending the performance period to December 31, 2014. 
The only change to the scope of work was the target for training was increased 
from 10,000 to 15,000 students in calendar year 2014. 

We question the costs associated with MOU #468 because the agreement is too 
vague to understand the nature of the services and the work required. The 
agreement does not include details on the specific costs for the various tasks 
and does not contain descriptions of the deliverables associated with the 
services. It appears that the funds were supporting the SPTC; however, we 
could not determine what services were provided, when the services were 
provided, and whether the costs for these services were reasonable. 

The MOU did not contain details on tasks such as providing general technical 
assistance, supporting the SPTC with certain staffing assistance, delivering 
workshops/seminars, assisting with a DHSES internship program, and 
developing and delivering specific training courses. Tasks did not include 
information on: 

 who would carry out the tasks or their qualifications; 
 how services would be budgeted, authorized, accounted for, and 

billed; or 
 the seminars/workshops and specific training courses that would be 

developed and when they would be delivered. 

Salaries, Fringe Benefits, and Contractor Costs Inappropriately Allocated 

As of December 31, 2013, DHSES claimed $1.32 million in salaries and 
$318,813 in contractor costs that included services that did not benefit the 
SHSP or UASI. Because DHSES could not segregate the beneficial costs from 
those that were not beneficial, we question the total amount. Additionally, we 
question fringe benefit costs of $261,748, which were clearly identified as not 
beneficial. To be allowable under Federal awards, costs must be allocable to the 
Federal awards under the provisions of 2 CFR, Part 225. According to these 
provisions, costs are allocable to a particular cost objective if the goods and 
services involved are chargeable or assignable to the cost objective according to 
the relative benefits received. Therefore, we question these costs for the 
following reasons: 

 $1.32 million in salaries that were all charged to the FY 2010 UASI 
grant for grant administration. The salaries were for personnel 
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responsible for grants under the UASI and SHSP, as well as other 
grant programs for port security, interoperable emergency 
communications, nonprofit security, and regional catastrophic 
planning. Only salaries applicable to the SHSP should be charged to a 
SHSP grant, and only salaries applicable to the UASI should be 
charged to a UASI grant. We identified $318,813 for contractor 
services to operate the Oracle Financial Management System and the 
Grant Management System, including maintenance, licenses, and 
consultant support. In accordance with a February 2006 MOU, 
DHSES (formerly the Office of Homeland Security) agreed to pay the 
Division of Criminal Justice Services for a fair share of the costs. Our 
review of Oracle invoices amounting to $318,813 showed that all 
invoices were charged against the FYs 2010 and 2011 SHSP grants. 
We determined that contracting services were provided for UASI and 
SHSP, as well as other grant programs. Contractor services should be 
allocated against all grant programs receiving maintenance, licenses, 
and consultant support. Only contracting services applicable to the 
SHSP should be charged to the SHSP grant and only contracting 
services applicable to the UASI should be charged to the UASI grant. 

	 $261,748 for fringe benefits that applied to grant programs such as 
the Buffer Zone Protection Program, Interoperable Communications 
Program, the UASI Non-Profit Program and the Citizen Corps 
Program, which did not benefit the SHSP or UASI. 

DHSES personnel informed us that during the audit period costs were charged 
alternately to either the UASI or SHSP grants on a rotating basis. DHSES is 
currently implementing a Time Distribution System for employees, which will 
enable them to segregate their time by grant program. 

In addition to not properly allocating costs to the SHSP and UASI, DHSES 
allocated expenditures to grant funds awarded in different fiscal years. For 
example, DHSES was reimbursed $864,743 for computer services that covered 
a 3-year period (2011 to 2014) although the expenditure was allocated to grant 
funds awarded in FYs 2007–10. When asked, DHSES said that supporting 
documentation justifying proration of costs among the various fiscal year funds 
was not available. DHSES personnel also said they prorated the costs among 
fiscal years because they wanted to use available funds before the grant period 
expired. Service contracts are only allocable for the period of the grant, and 
DHSES has allowed several subgrantees to be reimbursed for service contracts 
extending beyond the grant period. 

Unlike other state agencies, the Director of Grants Program Administration 
informed us that DHSES did not develop an MOU with a work plan and budget 
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for its expenditures. A work plan and budget are necessary management 
controls that help ensure expenditures are linked to the correct grant period. 

Approved Advance Payments for a Lease/Purchase Agreement and 
Maintenance Contracts 

We questioned $180,009 for communication equipment obtained through a 
lease/purchase agreement because the subgrantee was reimbursed for lease 
payments in advance and did not analyze leasing compared to purchasing. We 
also questioned $10,824 for maintenance and warranties that covered services 
beyond the grant period. 

DHSES reimbursed the subgrantee for $125,292 in lease payments that the 
subgrantee claimed before it was required to pay for the leased equipment. The 
lease agreement required 28 quarterly payments of $27,358 starting on 
April 1, 2013. The subgrantee paid the vendor $180,009 out of its own funds 
and on July 16, 2013, claimed reimbursement from DHSES for this expense. 
As of July 16, 2013, the lease only required 2 payments (on April 1, 2013, and 
July 1, 2013) of $27,358 each, for a total of $54,716. On July 22, 2013, 
DHSES reimbursed the subgrantee $180,009, which was an advance payment 
of $125,292 over the $54,717 the subgrantee actually owed. 

In addition, the subgrantee did not perform a lease/purchase analysis. 
According to 44 CFR §13.36, grantees and subgrantees should review proposed 
procurements to avoid purchasing unnecessary or duplicative items. In 
addition, for a more economical purchase, they should consider consolidating 
or breaking out procurements. Where appropriate, subgrantees should analyze 
leasing compared to purchasing. The subgrantee said the lease/purchase 
agreement was the best use of the funds, based on the options presented by 
the vendor. 

Two other subgrantees were reimbursed $10,824 for maintenance contracts 
($9,608) and warranties ($1,216) that extended beyond the grant period of 
performance. The maintenance contracts were for items such as mobile data 
terminals and respirator equipment; the warranties were for laptops and 
computers. Costs incurred for services beyond the grant period of performance 
are not allowable. 

Ineligible Overtime at the Queens District Attorney Office 

We question $177,842 awarded to the Queens District Attorney for overtime 
work on terrorist precursor crimes such as credit card fraud, cigarette 
smuggling, and identity fraud. According to FEMA guidance, overtime costs are 
allowable for personnel to participate in information, investigative, and 
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intelligence sharing activities specifically related to homeland security and 
specifically requested by a Federal agency. DHSES was unable to provide a 
documented request by a Federal agency. Additionally, allowable costs are 
limited to overtime associated with federally-requested participation in eligible 
activities including antiterrorism task forces, Joint Terrorism Task Forces, Area 
Maritime Security Committees, DHS Border Enforcement Security Task Forces, 
and Integrated Border Enforcement Teams. The expenditures by the Queens 
District Attorney Office did not meet the criteria. 

Administrative Costs May Exceed the Statutory Limit of 5 Percent 

We are alerting the State to a potential issue with SUNY’s administrative fee. 
SUNY charged an administrative fee of 5.6 percent on all its invoices for 
administrative overhead. This fee should be included in the State’s M&A costs, 
which are limited to 5 percent of the total grant award amount. As of 
December 31, 2013, the State had not exceeded the limit of 5 percent for M&A 
costs; however, the inclusion of SUNY’s administrative fee could cause the 
State to exceed the limit in the future. 

Under Public Law 111-83, Department of Homeland Security Appropriations Act, 
2010, a grantee may use not more than 5 percent of the amount of a grant for 
expenses directly related to administration of the grant. DHSES intends to use 
the 5 percent to reimburse itself for DHSES personnel salaries and other 
expenses to administer the SHSP and UASI grants. 

According to DHSES personnel, SUNY is a subgrantee and, as such, is entitled 
to charge an additional 5 percent for its administrative expenses. However, the 
5 percent cap on administration costs applies to the total amount charged by 
the grantee and all subgrantees. Accordingly, the administrative expenses 
charged by DHSES and other state agencies should not collectively exceed 5 
percent of the grant amount. 

DHSES’ Inadequate Fiscal Monitoring of State and City Agencies 

DHSES did not perform adequate fiscal monitoring of state and city agencies. 
Specifically, DHSES did not conduct fiscal monitoring site visits at state 
agencies that received SHSP and UASI grant funds. In addition, although 
DHSES said it performed several site visits to the New York Police Department 
(NYPD) and the Fire Department of New York (FDNY), it had not issued a Fiscal 
Monitoring Site Visit Report on either since 2011. During FYs 2010–12, NYPD 
and FDNY received $425 million, or 87 percent, of the $487 million awarded to 
NYC agencies during the period. 
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During our audit, we identified management weaknesses at both state and city 
agencies. The state agencies had inadequate accounting records, as well as 
missing or unclear MOUs. NYPD and FDNY had unsupported overtime, 
unapproved equipment purchases, questionable procurement practices, and 
unverifiable items. Had DHSES adequately monitored these state and city 
agencies, it might have identified these issues. 

DHSES has a Fiscal Monitoring Unit (FMU) responsible for fiscal monitoring of 
subgrantees using HSGP funds. The FMU conducts fiscal monitoring through 
documentation review, onsite visits, and technical assistance. Although FMU 
personnel had not performed site visits at state agencies, in the past they 
issued site visit reports on city agencies receiving grant funds. The last time 
FMU issued a Fiscal Monitoring Site Visit report on either NYPD or FDNY was 
2011. The FMU’s Principal Auditor told us they had not conducted monitoring 
visits at NYPD or FDNY that met FEMA’s FY 2010–2012 Homeland Security 
Grant Program Guidance and Application Kit requirements.  

Financial monitoring site visits at state and city agencies, combined with 
reports documenting the reviews, help ensure expenditures comply with 
Federal laws and regulations. Additionally, fiscal reviews would ensure 
compliance with changing FEMA guidance. 

NYC Office of Management and Budget’s Insufficient 
Management Controls 

The NYC Office of Management and Budget did not implement sufficient 
management controls to ensure subgrantees used SHSP and UASI grant funds 
appropriately; and it did not ensure NYPD adequately supported overtime 
expenses for public safety. FDNY did not always follow proper procurement 
practices or acquire items according to the approved budget. Additionally, we 
were unable to verify that certain grant-funded equipment was present and 
operational. As a result, we could not determine whether certain costs were 
reasonable, allowable, and allocable. Thus, we are questioning more than $43 
million in costs. Appendix D contains a breakdown of the questioned costs. 

Specifically, NYC’s Office of Management and Budget did not have sufficient 
management controls when it: 

	 reimbursed the NYPD about $3,000 in overtime expenses. In all, NYPD 
was awarded $42.8 million for public safety overtime. We reviewed a 
sample of eight overtime requests and determined six did not have 
adequate support to ensure the overtime was for enhanced protection of 
critical infrastructure; 

www.oig.dhs.gov 15	 OIG-15-107 

http:www.oig.dhs.gov


 

 

 

 
  

 

 

 

 

 

                                                       
     

 

 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

 allowed FDNY to award a $440,942 noncompetitive contract because 
according to FDNY, the lease required the owner to award the contract; 

 allowed FDNY to purchase items costing $87,075 that were not included 
in the approved budget; 

 allowed FDNY to purchase seven radios for $123,975. During our audit, 
FDNY had only one radio on hand. The radio was not charged or useful 
in the event of an emergency; and 

 performed no compliance reviews of city agencies that were awarded 
HSGP funds. 

Unsubstantiated Public Safety Overtime for the NYPD 

Because of insufficient supporting documentation, we could not verify that 
most of the NYPD public safety overtime costs we sampled were directly linked 
to critical infrastructure. FEMA allows SHSP and UASI grantees to claim public 
safety overtime costs for reimbursement as “Operational Overtime,” provided 
the associated activities increase security measures at critical infrastructure 
sites. NYPD spent $42.8 million in UASI grant funds to cover the cost of public 
safety overtime incurred in the performance of Operation Atlas, a counter-
terrorism response program initiated in 2004. Department officials said that 
Operation Atlas deployment locations are often the result of threat-based 
intelligence; however, they were unsure whether documentation supporting 
specific threats would be available in every instance. 

We tested a limited sample of eight NYPD personnel whose $3,134 in public 
safety overtime charges were included in the Department’s total 
expenditure. We requested to review various source documents maintained at 
the precinct level, including overtime reports and deployment rosters, that 
NYPD said could support the locations where the sampled overtime costs were 
incurred. However, after working with NYPD for more than 5 months to obtain 
sufficient supporting documentation, we were only able to verify that $371 in 
public safety overtime costs incurred by two of the eight sampled personnel 
were eligible for reimbursement as “Operational Overtime.” 

For one of the six unsupported samples, NYPD’s documentation did not 
reference an overtime deployment location. For three other samples, the 
identified deployment locations, including hotels, commercial office buildings, 
and houses of worship, did not appear to meet the Federal definition of critical 
infrastructure.1 For the remaining two unsupported samples, NYPD could not 

1 Critical Infrastructures Protection Act of 2001 (42 U.S.C. 5195c(e)): [T]he term critical 
infrastructure means systems and assets, whether physical or virtual, so vital to the United 
States that the incapacity or destruction of such systems and assets would have a debilitating 
impact on security, national economic security, national public health or safety, or any 
combination of those matters. 
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provide any source documentation supporting the specific nature of the 
deployments. According to NYPD personnel, some of the overtime reports we 
requested were destroyed in a flood. Furthermore, NYPD did not maintain 
deployment rosters to support any public safety overtime costs incurred prior 
to October 2011, a timeframe which applied to half of our sample. 

According to the terms of the UASI grant agreements between DHSES and the 
New York City Office of Management and Budget, the most important 
requirement of accounting for grant funds is the complete and accurate 
documentation of expenditures. The agreements further state that a grantee’s 
failure to maintain specific documentation to support project-related personal 
service expenditures, such as NYPD’s Operational Overtime claim, may result 
in a disallowance of costs. Because NYPD’s documentation was insufficient for 
us to verify that more than 80 percent of the public safety overtime costs we 
sampled met the Federal criteria for “Operational Overtime,” an undetermined 
portion of the Department’s total $42.8 million expenditure remains in 
question. 

Questionable Procurement Practice at FDNY 

FDNY did not justify the use of a $440,942 noncompetitive contract for 
architect and engineering services to install a backup generator at FDNY 
headquarters. FDNY asserted that the building lease required the owner of the 
property to select the contractor. However, according to the lease, the tenant 
may only use contractors approved by the owner. FDNY could have awarded 
the contract competitively and then obtained the owner’s approval. We question 
the $440,942 for a noncompetitive contract as unsupported costs. 

Unapproved Items Included in FDNY’s Claims 

From our sample of expenditures, we identified items that FDNY purchased 
with grant funds that were not included in its approved budget. Specifically: 

 FDNY was approved for an Incident Command Vehicle for $225,000; 
instead, FDNY purchased a Panoscan Camera for $75,082. 

 FDNY was approved for rebreather equipment repairs and replacements 
for $150,000 but instead purchased a utility vehicle for $11,993. FDNY 
claimed it uses the vehicle to transport rebreather equipment. 

Because these expenditures were not included in the approved budget, we 
question the $87,075 as unallowable costs. 
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FDNY Equipment Items Not Available or Inoperable 

FDNY purchased seven radios for $123,975. During our audit, FDNY had only 
one radio on hand. The radio was not charged or useful in the event of an 
emergency. Inventory records showed that four of the seven radios had been 
disposed of in January 2014 because they were obsolete, even though they 
were purchased in 2012. A letter from the radio manufacturer showed that the 
four radios had been exchanged for two radios of a different model. 
Additionally, inventory records indicated that two of the three remaining radios 
were in service. However, we were told that two radios were with the 
manufacturer for testing. Because the equipment was not available or operable 
and the property records were not accurate, we question the $123,975 as 
unsupported costs. 

Compliance Reviews of NYC Subgrantees Not Performed 

According to officials in NYC’s Office of Management and Budget, it was unable 
to perform compliance reviews of city agencies as required by the office’s Grants 
Management Manual because of inadequate staffing. Some of the issues cited 
above might have been identified through such reviews. 

According to NYC’s Homeland Security and Criminal Justice Grant Management 
Policies and Procedures Manual, NYC’s Office of the Criminal Justice 
Coordinator and Office of Management and Budget are to conduct periodic 
compliance reviews for every city agency receiving HSGP funding. Also 
according to the manual, compliance reviews should focus on three questions: 

1. Can retained agency documentation substantiate an agency’s reported 
grant expenses? 

2. Are claimed grant expenses allowable? 
3. Upon examination, is documentation being kept in accordance with 

grant regulations? 

Although they did not carry out compliance reviews, officials in NYC’s Office of 
Management and Budget said they attend New York State DHSES FMU visits 
to ensure they are aware of any observations and can help correct issues. 
However, without compliance reviews, DHSES and NYC urban area cannot be 
assured that city agency expenditures are allowable and sufficiently 
documented. 
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Recommendations 

Recommendation #1: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
and the NYC urban area to ensure future State and NYC urban area THIRAs 
fully comply with the processes listed in FEMA’s Comprehensive Preparedness 
Guide 201. 

Recommendation #2: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to assess and streamline the current processes and procedures for obligating 
funds to subgrantees so that it obligates grant funds within a reasonable time 
period. 

Recommendation #3: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to provide a budget and work plan for the Division of Military and Naval Affairs 
to account for its SHSP and UASI grant funds. The budget and work plan 
should specify the services to be provided and identify the location, and 
estimate the hours and number of National Guard members. 

Recommendation #4: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to amend Memorandum of Understanding #468 to include the specific tasks to 
be provided, the total amount for each task, when the task will be completed, 
and what deliverable will be provided. 

Recommendation #5: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to provide documentation that adequately supports $23,537,386 in questioned 
costs that are unsupported or return the amount not supported. Specifically, 
the documentation should support: 
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	 hours worked and locations for Task Force Empire Shield activities 

($18,731,021 in questioned costs); 


	 expenditures selected in a sample of costs for services that SUNY 

provided to DHSES under MOUs #432, #442, #443, and #468 

($2,982,692 in questioned costs); 


 costs related to non-HSGP grant programs for $1,324,851 in salaries and 
$318,813 in financial services; and 

 the reasonability of $180,009 to lease communication equipment. 

Recommendation #6: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to reimburse FEMA $450,414 in questioned costs that are ineligible. 
Specifically, the Division of Homeland Security and Emergency Services should 
reimburse FEMA: 

 $261,748 for fringe benefits applicable to ineligible, non-HSGP grant 
programs; 

 $10,824 for claimed costs for maintenance contracts and warranties that 
extended beyond the performance period of the grant; and 

 $177,842 for overtime expenses not used for eligible activities and not 
federally requested. 

Recommendation #7 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to provide budgets and work plans for all state agencies receiving HSGP funds, 
including the Division of Homeland Security and Emergency Services, to 
ensure funds are allocable, allowable, and reasonable. 

Recommendation #8: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate ensure that the Division of Homeland Security and Emergency 
Services does not reimburse subgrantees for advanced payments on leases and 
costs for maintenance contracts, or for warranties that extend beyond the grant 
period. 

Recommendation #9: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
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to ensure the total administrative expenses, including the administrative fee of 
5.6 percent charged by State University of New York, will not exceed the 
grantee limit of 5 percent of the amount of the grant as required in Public Law 
111–83, Department of Homeland Security Appropriations Act, 2010. 

Recommendation #10: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to ensure the Fiscal Monitoring Unit conducts site visits at state agencies and 
issues site visit reports on New York Police Department and Fire Department of 
New York identifying compliance with FEMA’s FY 2010–2012 Homeland 
Security Grant Program Guidance and Application Kit. 

Recommendation #11: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate determine whether FEMA’s current guidance on operational 
overtime is adequate. If so, review the New York Police Department’s 
operational overtime expenditures for allowability and recover the costs related 
to the protection of noncritical infrastructure. If FEMA believes that the current 
definition of operational overtime needs to include locations identified through 
intelligence data, FEMA should revise the guidance accordingly. 

Recommendation #12: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to conduct an independent review of the New York Police Department’s 
$42,844,265 in operational overtime for the protection of critical infrastructure 
during FYs 2010 through 2012. For all unallowable or unsupported costs, 
require the New York Police Department to return the funds. 

Recommendation #13: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to provide sufficient justification and documentation that adequately supports 
questioned costs that are unsupported or return to FEMA the amount not 
supported. Specifically, the documentation should support the following: 
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 $440,942 for a noncompetitive contract for architect and engineering 
services (to ensure it was reasonable and in accordance with Federal 
grant guidance on procurement practices); 

 $87,075 for a camera and utility vehicle that were claimed, but not 
included in the approved budget. 

Recommendation #14: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to investigate why the Fire Department of New York spent $123,975 for seven 
radios that were not available or were inoperable during our audit. Require the 
Fire Department of New York to return the funds if determined to be wasted. 
Also, share and apply any lessons learned to future related investments. 

Recommendation #15: 

We recommend that the FEMA Assistant Administrator, Grant Programs 
Directorate require the Division of Homeland Security and Emergency Services 
to ensure the NYC Office of Management and Budget and Office of the Criminal 
Justice Coordinator initiate compliance reviews of city agencies awarded HSGP 
funding as required by NYC’s Homeland Security and Criminal Justice Grant 
Management Policies and Procedures Manual. 

Management Comments and OIG Analysis 

In its response to the draft report, FEMA concurred with recommendations 1, 
2, 5, 6, 9, and 11 through 15 and did not concur with recommendations 3, 4, 
7, 8, and 10. The primary reason for FEMA’s non-concurrence is its concern 
about a lack of authority to impose recommended corrective actions that are 
not explicitly required by a grantee’s state law or as conditions of its grant 
award. However, we believe FEMA may still address the intent of our 
recommendations through its enforcement of applicable Federal criteria 
independent of any constraints on the scope of its existing authority. Based on 
our analysis, FEMA is working to address the concerns using different 
approaches. 

The State submitted a 524-page response to our draft report, including 33 
pages of management comments and 489 pages of supporting attachments. 
The State concurred with recommendations 8 and 15; did not concur with 
recommendations 1, 2, 4, 5, 6, 7, 9, 12, 13 and 14; partially concurred with 
recommendation 10; and neither concurred nor disagreed with 
recommendations 3 and 11. The State provided documentation supporting its 
responses to recommendations 3, 5, 6, 11, 12 and 13, some of which was 
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responsive to specific requests for this information we made more than 7 
months prior to the issuance of our draft report. Accordingly, we are referring 
the State’s written comments and package of supporting attachments to FEMA 
to assess as part of the corrective action plan due to OIG within 90 days of this 
report’s issuance. 

Neither FEMA’s nor the State’s responses resulted in any substantive changes 
to the findings or associated recommendations in our draft report. We consider 
recommendations 1, 2, 3, 5, 7, 8, 9, 10, 11, 12, 13, 14, and 15 resolved and 
open, and recommendations 4 and 6, unresolved and open. FEMA’s and the 
State’s responses to our draft report are provided in appendix B. The following 
is our analysis of each recommendation and FEMA’s planned corrective 
actions. 

FEMA and State Comments to Recommendation #1: 

FEMA concurred with the recommendation; the State did not concur. FEMA 
believes the State’s and the NYC urban area’s THIRAs met the 2012 criteria. 
FEMA further stated that the THIRA process is maturing and both jurisdictions 
submitted THIRAs in 2013 and 2014 using revised guidance that includes an 
additional real-world hazard scenario. With more experience in completing the 
THIRA process, FEMA affirmed that jurisdictions are setting more measurable 
capability targets and are implementing the capability estimation process. 

The State believed it completed all of the necessary steps and responded that 
FEMA agreed that it was in compliance with the THIRA guidance in place at the 
time. The State also felt that OIG’s interpretation of the THIRA guidance 
differed from what FEMA had previously articulated to it. 

OIG Analysis of FEMA and State Comments: 

We recognize that 2012 was the first year the THIRA process was implemented, 
although our initial review of the 2013 THIRA revealed similar issues as those 
for 2012. We did not review 2014 activities but would be willing to reserve 
judgment based on our review of the 2014 THIRAs and FEMA’s corresponding 
guidance. We consider this recommendation resolved and open pending our 
receipt and review of the State’s and NYC urban area’s 2014 THIRAs and 
FEMA’s 2014 THIRA guidance. 

FEMA and State Comments to Recommendation #2: 

FEMA concurred with the recommendation; the State did not concur. FEMA 
will require the State to assess and, where possible, streamline current grant 
management processes and procedures to obligate 80 percent of Homeland 
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Security Grant Program funds to subgrantees within the 45-day requirement. 
FEMA anticipated an estimated completion date of September 30, 2015. 

The State contended additional factors needed to be taken into account in 
understanding its delays associated with the 45-day requirement. One factor it 
identified is Public Law 110-53 that requires states to make grant funds 
available rather than obligate them to subgrantees within 45 days, which the 
State said it met by virtue of notifying each subgrantee of its grant awards. The 
State also cited a required administrative review by authorized State agencies 
prior to executing certain grant agreements as an uncontrollable factor 
impacting timeliness of the grant obligation process. 

OIG Analysis of FEMA and State Comments: 

We believe the action proposed by FEMA satisfies the intent of the 
recommendation and consider it resolved and open pending the completion of 
the State’s assessment to streamline current processes and procedures to 
obligate the funds within the 45-day requirement. 

FEMA and State’s Comments to Recommendation #3: 

FEMA did not concur, while DHSES did not express a discernible opinion. 
FEMA noted that the terms of the State’s HSGP grant awards do not explicitly 
require “work plans” and it cannot, therefore, compel the grantee to provide 
them. FEMA agreed that, to the extent that New York State law or policy 
requires DHSES to execute such plans, it would work to ensure these 
requirements are met. FEMA also agreed to implement OIG’s recommendations 
to the extent that they are based on Federal uniform administrative 
requirements and cost principles, including the standards for financial 
management systems in 44 CFR §13.20. FEMA anticipated an estimated 
completion date of September 30, 2015. 

The State’s response was supplemented by documentation supporting the 
authorization of Task Force Empire Shield to augment existing law enforcement 
coverage at critical transportation sites throughout New York City but 
providing only limited details on expected resource allocations. 

OIG Analysis of FEMA and State Comments: 

Pursuant to the financial management standards contained in 44 CFR §13.20, 
FEMA is entitled to require that DHSES provide the budget and workplan 
recommended in order to achieve compliance with those standards. Other 
mandates governing FEMA, such as OMB Circular A-102, Grants and 
Cooperative Agreements for State and Local Governments, also allow FEMA to 
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insist on appropriate documentation of costs. We consider this 
recommendation resolved and open pending FEMA’s verification that the 
questioned costs were allowable, allocable, and reasonable, under the HSGP 
and the subsequent recovery of any ineligible costs. 

FEMA and State’s Comments to Recommendation #4: 

FEMA and the State did not concur. Similar to its response to recommendation 
3, FEMA said it lacks the authority to impose specific terms on a contractual 
agreement made between a State recipient of HSGP funds and another State 
agency, other than those expressly required by the terms of its grant award. 
However, FEMA officials said they would require DHSES to comply with State 
laws and regulations and incorporate any applicable clauses required by 
Federal statutes and executive orders when entering into such intra-agency 
agreements. FEMA anticipated an estimated completion date of 
September 30, 2015. 

The State disagreed that the governing MOU with SUNY did not clearly identify 
the services to be provided. The State officials also said that agreements 
between DHSES and other State agencies are neither mandated by FEMA nor 
legally binding according to State law. 

OIG Analysis of FEMA and State Comments: 

FEMA is required to enforce the provisions of 44 CFR §13 and those of any 
other applicable authorities to hold the State accountable for its use of the 
grant funds in question, recover any ineligible costs, and ensure that the 
eligibility of future expenditures made under this same agreement are verifiable 
according to specific details regarding the nature, timing, and intended 
outcomes of the proposed services. The steps outlined in our recommendation 
are within FEMA’s authority to insist upon in order to meet the financial 
management standards the State must comply with. We disagree with FEMA’s 
suggestion that it currently has no mechanism to prevent the continued 
expenditure of Federal grant funds that have not been adequately supported in 
order to procure services that have not been adequately defined under an 
active State contract. We consider this recommendation unresolved and open. 
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FEMA and State’s Comments to Recommendation #5: 

FEMA concurred with the recommendation; the State did not concur. FEMA 
will require DHSES to provide documentation that supports the questioned 
costs. Even though FEMA concurred with the recommendation, it wanted to 
know the extent of the audit work at DMNA, and questioned why we want the 
State to determine the reasonability of leasing communication equipment. 
FEMA anticipated an estimated completion date of September 30, 2015. 

Regarding recommendation 5a, the State disagreed that timesheets are 
necessary for DMNA because Guard members are not tasked to any other State 
active duty assignments. DMNA was able to provide sheets signed by the 
employee or the supervisor if the employee was on pass day, Federal pay, or 
leave without pay. 

Regarding recommendation 5b, the State believed that information provided to 
the auditors was responsive to their request; SUNY policy does not require that 
exempt employees fill out time sheets. The Director of the SUNY National 
Center for Security and Preparedness signed an attestation that the payroll 
charges assessed were for related work. 

Regarding recommendation 5c, the State said the financial services were costs 
associated with DHSES’ maintenance of technological systems the agency uses 
to manage the grants. On the issue of salaries, DHSES was able to 
proportionally charge salaries consistent with the overall funding pool and 
estimated level of effort. 

Regarding recommendation 5d, FEMA said that the OIG does not address why 
we believe the subgrantee should have conducted a lease/purchase analysis. 
The State’s response maintains that the subgrantee actually saved $180,000 
by opting to not conduct a prior analysis. 

OIG Analysis of FEMA and State Comments: 

We consider this recommendation resolved and open until additional 
documentation is provided and FEMA performs a review of the documentation. 

Regarding recommendation 5a, we examined records for two payroll periods 
from fiscal year 2010 and two from 2011 for Companies A, B, and C. We found 
no evidence of hours or locations in the documentation. Our review of 
documents provided in the State response indicated that the Task Force 
responsibilities included generating a Quick Response Force of 75 personnel 
stationed at Fort Hamilton. FEMA’s Homeland Security Grant Program Guidance 
and Application Kit noted that these costs should be for increased security 
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measures at critical infrastructure sites, not for establishing a Quick Response 
Force. Additionally, sign-in sheets do not establish that the work was 
performed as overtime. 

Regarding recommendation 5b, the State believed that information provided to 
the auditors for SUNY was responsive to their request. We agree that this 
information is responsive; however, we were told we would receive it in 
September 2014, not in April 2015. We will provide FEMA with a list of our 
sampled transactions so it can review and verify the adequacy of the 
documentation. 

Regarding recommendation 5c, we agree that only the financial services costs 
associated with the SHSP and UASI programs are eligible under the grants we 
reviewed. Similarly on the issue of salaries, only those salaries related to SHSP 
and UASI are eligible. 

Regarding recommendation 5d, in light of our findings, we believe the 
referenced analysis would have helped ensure the cost of the lease was 
reasonable. The State provided a document with a statement that the County 
saved $180,000 because it leased this equipment. However, no support was 
provided to show how these savings were determined. 

FEMA and State’s Comments to Recommendation #6: 

FEMA concurred with the recommendation while the State did not concur. 
FEMA stated that it will require DHSES to provide documentation or 
justification to support the expenditures, and after its review will recoup any 
disallowed costs. FEMA also informed us that recipients may procure an 
agreement, warranty, or contract extending beyond the grant period provided it 
is purchased incidental to the original system or equipment procurement. 
FEMA anticipated an estimated completion date of September 30, 2015. 

Regarding recommendation 6a, the State wanted OIG to determine the meaning 
of “beneficial” versus “not beneficial” costs. 

Regarding recommendation 6b, the State, similar to FEMA’s response 
mentioned a FEMA Grant Programs Directorate Policy (FP 205-402-125-1), 
which allows such service costs to extend beyond the grant performance 
period. 

Regarding recommendation 6c, the State strongly disagreed with our 
assessment that the activities conducted by the Queen’s District Attorney’s 
Office did not meet the criteria for Organizational Activities overtime costs and 
provided a detailed explanation for why these costs should be approved. 
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OIG Analysis of FEMA and State Comments: 

We consider this recommendation unresolved and open until additional 
documentation is provided and FEMA completes its review. 

Regarding recommendation 6a, according to 2 CFR, Part 225, Section C(3)(a), 
cost is allocable to a particular cost objective if the goods and services involved 
are chargeable or assignable to such cost objective in accordance with relative 
benefits received. The costs in question were for other grant programs that had 
no benefit to the SHSP and UASI awards we reviewed. 

Regarding recommendation 6b, the issuance date of this FEMA Grant 
Programs Directorate Policy (FP 205-402-125-1) was May 10, 2013. Although 
this policy came into effect after these costs were incurred, it applied to all 
grants that were open as of the date of issuance, including those we 
questioned. FEMA informed us following receipt of its management comments 
that it also applied to all grants that were open as of the date of issuance. 

Regarding recommendation 6c, the FY 2010 Homeland Security Grant Program 
Guidance and Application Kit states overtime costs are allowable for personnel 
to participate in information, investigative, and intelligence sharing activities 
specifically related to homeland security and specifically requested by a Federal 
agency. Since we have no evidence of a request by a Federal agency and the 
costs were not for an eligible activity, our position remains unchanged. 

FEMA and State’s Comments to Recommendation #7: 

FEMA and the State did not concur. FEMA stated that to the extent that New 
York State law or policy requires DHSES to execute such work plans described 
by the OIG, FEMA will work with DHSES to ensure that these requirements are 
met. The State responded that planned expenditures by State agencies are 
accounted for in the State’s submission of Investment Justifications as part of 
the grant application process. FEMA anticipated an estimated completion date 
of September 30, 2015. 

OIG Analysis of FEMA and State Comments: 

Not all State agency subgrantees submitted grant applications or had 
established grant agreements, which is where detailed spending plans would 
otherwise be documented. Consistent with our analysis of its response to 
recommendation 3, we believe FEMA can still meet this recommendation’s 
intent by exercising its existing Federal authority governing financial 
management standards under 44 CFR §13.20 and potentially others, such as 
OMB Circular A-102, Grants and Cooperative Agreements for State and Local 
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Governments. This recommendation is resolved but will remain open until 
FEMA can demonstrate that DHSES and all State agency subgrantees have 
implemented appropriate internal controls to ensure their grant expenditures 
can be verified as allocable, allowable, and reasonable. 

FEMA and State’s Comments to Recommendation #8: 

FEMA did not concur, but the State concurred. FEMA cited the Federal 
authorities allowing the advance payment for leasing costs under Federal grant 
awards, noting that the reasonableness of such payments should be 
determined on a case-by-case basis. FEMA also explained that FEMA Policy No. 
205-402-125-1 permits grant recipients to procure maintenance agreements, 
service contracts, or extended warranties for systems or equipment that exceed 
the period of performance under certain conditions. 

OIG Analysis of FEMA and State Comments: 

We agree with FEMA that advance payments can be allowable. However, the 
State requires that it approve the advance payments in its grant agreements 
with subgrantees. State personnel informed us that the subgrantee never 
received approval for the advance payments. Regarding FEMA Policy No. 205-
402-125-1, FEMA clarified following our receipt of its written comments that it 
also covers all grant awards open as of May 10, 2013, the date of issuance, 
including the grant costs in question. We consider this recommendation 
resolved and open pending the State’s verification to FEMA that the advance 
lease payments in question were made in compliance with all applicable 
Federal and State requirements. 

FEMA and State’s Comments to Recommendation #9: 

FEMA concurred, but the State did not concur. FEMA does not dispute the 
finding; however, it wants to reserve judgment until it can determine whether 
SUNY is a State-controlled agency or a separate legal entity. The State 
disagreed, stating that the individual agency’s administrative fees may be in 
slight excess of 5 percent and the State had not yet exceeded the 5 percent 
limit. FEMA anticipated an estimated completion date of September 30, 2015. 

OIG Analysis of FEMA and State Comments: 

We agree with FEMA that the determination of whether SUNY is a State-
controlled agency or a separate legal entity has a bearing on this finding. 
However, we were informed by DHSES officials that SUNY was a State agency, 
and we wanted to ensure that the administrative fee (5.6%) charged by SUNY is 
included in the State’s 5 percent maximum for M&A costs. We consider this 

www.oig.dhs.gov 29 OIG-15-107 

http:www.oig.dhs.gov


 

 

 

 
  

 

 

 
 

 
 

 

 

 
 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

recommendation resolved and open pending a decision on the type of 
relationship SUNY has with DHSES. 

FEMA and State’s Comments to Recommendation #10: 

FEMA did not concur but the State concurred in part. FEMA stated that it 
lacks the authority to prescribe the frequency and type of monitoring activities 
the grantees must conduct, such as the onsite monitoring of State agencies we 
are recommending. The State disagreed with the OIG’s assertion that the only 
way to monitor subgrantees is exclusively through the issuance of reports and 
noted FMU conducted a site visit at NYPD in February 2015 and scheduled a 
site visit to FDNY for May 2015. Finally, the FMU said it would designate a 
Fiscal Liaison to complement the Program Representative currently assigned to 
each State agency to provide ongoing advice, training, and technical assistance. 
FEMA anticipated an estimated completion date of September 30, 2015. 

OIG Analysis of FEMA and State Comments: 

FEMA’s Homeland Security Grant Program Guidance and Application Kit 
requires grantees to monitor award activities, including sub-awards, “to 
provide reasonable assurance that the Federal award is administered in 
compliance with requirements.” Furthermore, the written procedures of the 
grantee’s FMU state that issuance of a monitoring report will be the result of 
both office and field-based, i.e., onsite monitoring. We reported how the State is 
not meeting its responsibilities in this regard and suggested corrective steps 
that could be taken to meet this responsibility. However, we believe FEMA’s 
and the State’s proposed actions meet the intent of this recommendation. The 
recommendation is resolved and open pending issuance of the State’s site visit 
reports on the NYPD and FDNY and its development of a plan and methodology 
for conducting substantive fiscal monitoring of all State agencies receiving 
grant funds. 

FEMA and State’s Comments to Recommendation #11: 

FEMA concurred, but the State neither concurred nor disagreed. FEMA said it 
would review whether it needs to revise its current guidance on operational 
overtime as stated in its HSGP Guidance and Application Kits, Funding 
Opportunity Announcements, and Notices of Funding Opportunity. Specific 
operational overtime “allowability” issues with how NYPD administered that 
funding will be addressed through the corrective action plan for 
recommendation 12. FEMA anticipated an estimated completion date of 
September 30, 2015. 
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OIG Analysis of FEMA and State Comments: 

We consider this recommendation resolved and open pending FEMA’s decision 
on the adequacy of FEMA’s current guidance on operational overtime and the 
completion of the action plan included in recommendation 12. 

FEMA and State’s Comments to Recommendation #12: 

FEMA concurred, but the State did not concur. FEMA officials said they will 
require DHSES to conduct an independent review of a sample of the NYPD’s 
$42,844,265 in operational overtime for the protection of critical infrastructure 
during FYs 2010–12. FEMA will require any identified unallowable costs be 
recouped. FEMA anticipated an estimated completion date of September 30, 
2015. 

In the State’s response, NYPD disagreed that some locations linked to the 
questioned operational overtime costs did not meet the Federal definition of 
critical infrastructure. Included in the State’s response were New York City’s 
requests and FEMA’s approvals to use FYs 2010–12 HSGP funds to cover 
operational overtime costs for critical infrastructure protection. It also includes 
an affidavit from a high-ranking NYPD official affirming that these costs were 
incurred in the course of protecting critical infrastructure. 

OIG Analysis of FEMA and State Comments: 

We consider this recommendation resolved and open pending the results of the 
State’s independent review of a sample of NYPD expenditures in question based 
on FEMA’s guidance on operational overtime and the documentation to support 
the costs. 

FEMA and State’s Comments to Recommendation #13: 

FEMA concurred but the State did not concur. FEMA will require DHSES to 
provide support for the expenditures and reimburse funds where the 
documentation provided does not adequately support the noted expenditures. 
In the State’s response, FDNY believed that the documentation it provided was 
adequate to support the costs. This documentation demonstrated that this was 
not actually an FDNY procurement and that the vendor was chosen by the 
landlord. Additionally, although the camera and the utility vehicle were not 
included in the initial approved grant budget, they were eligible items. FEMA 
anticipated an estimated completion date of September 30, 2015. 
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OIG Analysis of FEMA and State Comments: 

We consider this recommendation resolved and open pending DHSES providing 
justification to FEMA to support the expenditures. 

FEMA and State’s Comments to Recommendation #14: 

FEMA concurred, but the State did not concur. FEMA officials said they will 
require DHSES to investigate FDNY’s expenditures for seven radios that were 
not available to the OIG during its audit. FDNY said in the State response that 
the seven radios were returned to the manufacturer and were exchanged for 
three newer upgraded models. The value of the three new radios was equivalent 
to the value of the seven returned radios. FEMA anticipated an estimated 
completion date of September 30, 2015. 

OIG Analysis of FEMA and State Comments: 

We consider this recommendation resolved and open pending DHSES 
investigation of FDNY’s expenditures for seven radios valued at $123,975. 

FEMA and State’s Comments to Recommendation #15: 

FEMA and the State concurred. FEMA will require DHSES to ensure the New 
York City Office of Management and Budget and the Office of Justice 
Coordinator complete compliance reviews of city agencies awarded HSGP 
funding as required by NYC’s Homeland Security and Criminal Justice Grant 
Management Policies and Procedures Manual. The Office of Management and 
Budget in the State’s response agreed with the recommendation to increase 
oversight and agreed to conduct formal compliance reviews of all City 
Homeland Security grantees. FEMA anticipated an estimated completion date 
of September 30, 2015. 

OIG Analysis of FEMA and State Comments: 

We consider this recommendation resolved and open pending the completion of 
compliance reviews of city agencies awarded HSGP funding. 
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Appendix A 
Scope and Methodology 

DHS OIG was established by the Homeland Security Act of 2002 (Public Law 
107-296) by amendment to the Inspector General Act of 1978. This is one of a 
series of audit, inspection, and special reports prepared as part of our oversight 
responsibilities to promote economy, efficiency, and effectiveness within the 
Department. 

Public Law 110-53, Implementing Recommendations of the 9/11 Commission Act 
of 2007, requires DHS OIG to annually audit a sample of individual states’ 
management of SHSP and UASI grants. The audit objectives were to determine 
whether New York spent grant funds effectively and efficiently, and complied 
with applicable Federal laws and regulations and DHS guidelines governing the 
use of such funding. We also addressed the extent to which grant funds 
enhanced the grantees ability to prevent, prepare for, protect against, and 
respond to natural disasters, acts of terrorism, and other manmade disasters. 

The HSGP encompasses several interrelated grant programs that fund a range 
of preparedness activities, including planning, organization, equipment 
purchase, training, exercises, and management and administration costs. We 
reviewed only SHSP and UASI funding and equipment and supported programs 
for compliance. 

The scope of this audit included the plans developed by the State and the NYC 
urban area to improve preparedness and response to all types of hazards, 
goals, and objectives in those plans; measurement of progress toward the 
goals; and compliance with laws, regulations, and grant guidance. Table 4 
shows the funding scope for the audit, which included SHSP and UASI grant 
awards for FYs 2010–12. 

Table 4. New York and New York City Urban Area SHSP and UASI Awards 
(FYs 2010–12) 
Grant Program FY 2010 FY 2011 FY 2012 Total 

State Homeland 
Security Program 

$113,536,625 $91,192,861 $55,610,384 $260,339,870 

Urban Areas 
Security Initiative $161,460,063 $151,579,096 $151,579,096 $464,618,255 

Total $274,996,688 $242,771,957 $207,189,480 $724,958,125 

Source: DHS OIG analysis of FEMA data. 
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The audit methodology included work at DHSES, state agencies, New York City 
Office of Management and Budget, city agencies, and various subgrantee 
locations in New York. To achieve our audit objective, we analyzed data, 
reviewed documentation, and interviewed key state and local officials directly 
involved in management and administration of the HSGP. In addition, we 
verified the existence of selected equipment procured with SHSP and UASI 
grant funds. 

We judgmentally selected a sample of 10 subgrantees with total awards of 
$134 million, representing about 64 percent of the total SHSP grant funds 
awarded to New York cities, counties, and towns. We also judgmentally selected 
a sample of five state and local agencies with total awards of $79 million, about 
62 percent of the total SHSP and UASI grant funds awarded to state agencies. 
In addition, we judgmentally selected five City of New York agencies with total 
awards of $478 million, about 98 percent of the total SHSP and UASI grant 
funds awarded to city agencies. We did not review the other participating and 
principal members of the NYC urban area, nor did we review the other four 
urban areas (Albany, Buffalo, Rochester, and Syracuse), which received funds 
only in FY 2010. 

We determined our sample based on the total expenditures reported by DHSES 
as of December 31, 2013. Tables 5, 6, and 7 show the value of the subgrantee 
grant awards from our sample selections. 
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Table 5. Sample Selection for SHSP Grants Awarded from Local Share 
during FYs 2010–12 

Subgrantees Grant Awards Grant Year 

Broome County $1,666,000 SHSP 
2010– 

12 

Clinton County $546,100 SHSP 2010– 
12 

Dutchess County $1,750,000 SHSP 2010– 
12 

Madison County $295,935 SHSP 
2010– 

12 

Rockland County $3,458,000 SHSP 
2010– 

12 

Wayne County $754,700 SHSP 2010– 
12 

City of Elmira $49,092 SHSP 2010 

Village of Endicott $252,466 SHSP 2010– 
12 

New York City $124,558,007 SHSP 2010– 
12 

Watertown $310,051 SHSP 
2010– 

12 

Total $133,640,351 

Source: DHS OIG analysis of FEMA data. 

Table 6. Sample Selection for SHSP and UASI Grants Awarded from State 
Share during FYs 2010–12 

Subgrantees Grant Awards Grant Year 

Division of State Police $11,709,416 
SHSP 
UASI 

2010– 
12 

Division of Military and Naval Affairs $32,000,000 SHSP 
UASI 

2010– 
12 

Division of Criminal and Justice Services $1,971,918 SHSP 
2010– 

12 
Division of Homeland Security and 
Emergency Services $32,801,904 

SHSP 
UASI 

2010– 
12 

Queens District Attorney 
(Not a State Agency but received state 
share funding) 

$200,000 SHSP 2010 

Total $78,683,238 

Source: DHS OIG analysis of FEMA data.  
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Table 7. Sample Selection for SHSP and UASI Grants Awarded to NYC Area 
FYs 2010–12 

Subgrantees Grant Awards Grant Year 

New York Police Department $282,353,394 
SHSP 
UASI 

2010– 
12 

Fire Department of New York City $142,770,894 SHSP 
UASI 

2010– 
12 

Office of Emergency Management $34,430,833 UASI 2010– 
12 

Department of Information and Technology $4,818,017 
SHSP 
UASI 

2010– 
12 

Department of Health and Mental Hygiene $13,727,000 
SHSP 
UASI 

2010– 
12 

Total $478,100,138 

Source: DHS OIG analysis of FEMA data. 

We conducted this performance audit between February and November 2014 
pursuant to the Inspector General Act of 1978, as amended, and according to 
generally accepted government auditing standards. Those standards require 
that we plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and conclusions based upon our 
audit objectives. We believe that the evidence obtained provides a reasonable 
basis for our findings and conclusions based on our audit objectives. 
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Appendix B 
FEMA and State Comments to the Draft Report 
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Appendix C 
Homeland Security Grant Program 

The HSGP provides Federal funding to help state and local agencies enhance 
capabilities to prevent, deter, respond to, and recover from terrorist attacks, 
major disasters, and other emergencies. The HSGP encompasses several 
interrelated Federal grant programs that together fund a range of preparedness 
activities, including planning, organization, equipment purchase, training, and 
exercises, as well as management and administration costs. Programs include 
the following: 

	 The State Homeland Security Program provides financial assistance 
directly to each of the states and territories to prevent, respond to, and 
recover from acts of terrorism and other catastrophic events. The program 
supports the implementation of the State Homeland Security Strategy to 
address the identified planning, equipment, training, and exercise needs. 

	 The Urban Areas Security Initiative provides financial assistance to 
address the unique planning, equipment, training, and exercise needs of 
high-risk urban areas, and to assist in building an enhanced and 
sustainable capacity to prevent, respond to, and recover from threats or 
acts of terrorism and other disasters. Funding is expended based on the 
Urban Area Homeland Security Strategies. 

In addition, the HSGP includes other interrelated grant programs with similar 
purposes. Depending on the fiscal year, these programs include the following: 

 Operation Stonegarden 

 Metropolitan Medical Response System (through FY 2011) 

 Citizen Corps Program (through FY 2011) 


www.oig.dhs.gov 85	 OIG-15-107 

http:www.oig.dhs.gov


 

 

 

 
  

 
 

  

 
 

 

 
 

 

  
  

 
   

   

    

 
 

    

     

 
    

 
    

     

 
 

    

     

 
 

    

 
    

 
   

 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Appendix D 
Potential Monetary Benefits 

Classification of Monetary Benefits 

Description 
Page 
No. 

Corresponding 
Recommendation 

Questioned 
Costs – 

Unsupported 
Costs 

Questioned 
Costs – 
Other 

Total 

No Agreement for the 
Division of Military 
and Naval Affairs 

9 5 $18,731,021  $18,731,021 

Missing Records and 
Unclear Agreements 

for SUNY 
10 5 $2,982,692  $2,982,692 

Salary & Contractor 
Costs Inappropriately 

Allocated 
11 5 $1,643,664  $1,643,664 

Fringe Benefits Costs 
Inappropriately 

Allocated  
11 6 $261,748 $261,748 

Approved Advance 
Payments for a Lease 

13 5 $180,009 $180,009 

Maintenance 
Contracts and 

Warranties 
13 6 $10,824 $10,824 

Ineligible Overtime at 
the Queens District 

Attorney Office 
13 6 $177,842 $177,842 

Total DHSES’ 
Insufficient 

Controls 
$23,537,386 $450,414 $23,987,800 

Unsubstantiated 
Overtime for NYPD 

16 12 $42,844,265 $42,844,265 

Procurement Practice 
at FDNY 

17 13 $440,942 $440,942 

Unapproved Items 
Included in Claim 17 13 $87,075 $87,075 

Items Not Available 
or Inoperable 

18 14 $123,975 $123,975 

Total NYC OMB’s 
Insufficient  

Controls 

(Sum) 
32 $43,496,257  $43,496,257 

Total DHSES & NYC 
OMB’s Insufficient  

Controls  

(Sum) 
32 

$67,033,643 $450,414 $67,484,057 
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Appendix E 
Major Contributors to This Report 

Michael Siviy, Director 
Patrick O’Malley, Director 
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Gary Alvino, Program Analyst 
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Ebenezer Jackson, Program Analyst 
Kelly Herberger, Communications Analyst 
Kevin Dolloson, Communications Analyst 
Kevin Donahue, Independent Referencer 
David Porter, Independent Referencer 
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Appendix F 
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ADDITIONAL INFORMATION AND COPIES 

To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.  

For further information or questions, please contact Office of Inspector General Public Affairs 
at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.  Follow us on Twitter at: @dhsoig. 

OIG HOTLINE 

To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click on the red 
"Hotline" tab. If you cannot access our website, call our hotline at (800) 323-8603, fax our 
hotline at (202) 254-4297, or write to us at: 

Department of Homeland Security 
Office of Inspector General, Mail Stop 0305 
Attention: Hotline 
245 Murray Drive, SW 
Washington, DC 20528-0305 

http:www.oig.dhs.gov
mailto:DHS-OIG.OfficePublicAffairs@oig.dhs.gov
http:www.oig.dhs.gov
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	Background 
	The Department of Homeland Security (DHS) provides Federal funding through the Homeland Security Grant Program (HSGP) to help state and local agencies enhance their capabilities to prevent, prepare for, protect against, and respond to acts of terrorism, major disasters, and other emergencies. Within DHS, the Federal Emergency Management Agency (FEMA) is responsible for administering the HSGP. The State Homeland Security Program (SHSP) and the Urban Areas Security Initiative (UASI) are part of the HSGP, whic
	HSGP guidance requires a state administrative agency to administer and manage grant funding awarded under the HSGP. In July 2010, New York merged several legacy state offices to create the Division of Homeland Security and Emergency Services (DHSES). This division has five core offices: Office of Counter Terrorism, Office of Cyber Security, Office of Emergency Management, Office of Fire Prevention and Control, and the Office of Interoperable and Emergency Communications. 
	DHSES was designated as the state administrative agency for HSGP. As such, DHSES is responsible for managing the SHSP and UASI grants according to established Federal guidelines and regulations. DHSES received SHSP grant funds awarded to the State, as well as UASI grant funds awarded to the New York City (NYC) urban area. DHSES provided SHSP and UASI grant funds to a number of counties, cities, towns and state agencies, as well as NYC agencies that are partners in the State’s preparedness efforts. The NYC u
	During fiscal years (FY) 2010–12, FEMA awarded SHSP and UASI grant funds to New York totaling about $725 million. Figure 1 illustrates the UASI and SHSP funding that the State received over the 3-year period. UASI funding for the NYC urban area averaged about $155 million per year during FYs 2010–12, the period covered by our audit. The State received its highest level of SHSP funding in FY 2010, but faced a decline of more than $57 million from FYs 2010–12. 
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	Figure 1. New York UASI and SHSP Funding Levels, FYs 2010−12 
	Figure 1. New York UASI and SHSP Funding Levels, FYs 2010−12 
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	$0 M. FY 2010 FY 2011 FY 2012. 
	Source: DHS Office of Inspector General (OIG) analysis of FEMA data. 
	Appendix A contains details on this audit’s scope and methodology. 
	Results of Audit 
	New York (State) and the NYC urban area distributed and spent HSGP awards from FYs 2010–12 to enhance their homeland security capabilities; however, they need to make improvements to ensure future spending complies with applicable Federal laws and regulations. In addition, neither the State nor the urban area included adequately defined goals and objectives in their homeland security strategies. The State also did not obligate funds to subgrantees within the required timeframes. Neither the State nor the NY
	Inadequate Planning to Fund Needed Capabilities 
	The State and NYC urban area homeland security strategies did not contain adequately defined objectives that met the required elements of specific, measurable, achievable, results-oriented, and time-limited. The State and NYC urban area also had no formal evaluation plan for monitoring progress, compiling key management information, tracking trends, and generally keeping their strategies on track. As a result, neither entity had tangible target levels of 
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	performance or comprehensive assessment methodologies to effectively measure achievement of their strategic objectives over time. 
	In July 2005, FEMA issued the State and Urban Area Homeland Security Strategy Guidance on Aligning Strategies with the National Preparedness Goal, which advises grantees to implement strategic goals and objectives that are: 
	 Specific, detailed, particular, and focused – help identify what is to be 
	achieved and accomplished; 
	 Measurable – quantifiable, provide a standard for comparison, and 
	identify a specific achievable result; 
	 Achievable – not beyond the ability of a state, region, jurisdiction, or 
	locality; 
	 Results-oriented – identify a specific outcome; and 
	 Time-limited – have a target date that identifies when the objective will be 
	achieved. 
	Also according to FEMA’s guidance, grantees should assess the quality of their strategies’ objectives to determine whether the measures are meaningful in the context of a specific action item or preparedness effort, the measurement methodology is sound, and the measures can be verified with reliable data. According to FEMA, only objectives that meet these criteria should be included in a grantee’s homeland security strategy. 
	Neither the State’s nor NYC urban area’s homeland security strategies for 2010–12 complied fully with FEMA’s guidance for implementing effective objectives. Table 1 contains examples of goals and corresponding objectives included in each entity’s strategies. 
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	Table 1: Examples of New York State’s and NYC Urban Area’s Homeland Security Strategies’ Goals and Objectives 
	Strategy 
	Strategy 
	Strategy 
	Goal 
	Objective 
	Assessment 

	State 
	State 
	Strengthen 
	Facilitate Federal, State, and 
	The objective is not: 

	2010 – 
	2010 – 
	Counterterrorism 
	local security and law 
	 Specific 

	2012* 
	2012* 
	and Law Enforcement Capabilities  
	enforcement efforts to protect critical infrastructure. 
	 Measurable  Results-oriented  Time-limited 

	State 
	State 
	Enhance Incident 
	Conduct annual National 
	The objective is not: 

	2010 – 
	2010 – 
	Management and 
	Incident Management System 
	 Specific 

	2012* 
	2012* 
	Response Capabilities 
	implementation activities. 
	 Measurable  Results-oriented  Time-limited 

	Urban 
	Urban 
	Protecting Critical 
	Continue and augment 
	The objective is not: 

	Area 
	Area 
	Infrastructure and 
	Intelligence Operations. Support 
	 Specific 

	2010 – 
	2010 – 
	Key Resources 
	intelligence sharing, production, 
	 Measurable 

	2011** 
	2011** 
	and analysis by hiring new staff and contractors to serve as intelligence analysts. 
	 Time-limited 

	Urban 
	Urban 
	Public Health 
	Enhance radiological mitigation 
	The objective is not: 

	Area 
	Area 
	Readiness 
	programs: purchase radiological 
	 Specific 

	2012 
	2012 
	mitigation equipment; develop radiological protocols; incorporate advancements in radiological and nuclear detection equipment, as they become available. 
	 Measurable  Time-limited 


	* New York State developed its homeland security strategy for 2010–12 in 2009. ** The NYC urban area developed its homeland security strategy for 2010–11 in 2009. Source: OIG analysis of New York’s and NYC urban area’s homeland security strategies. 
	To ensure the success of the strategies, FEMA’s guidance also requires grantees to develop evaluation plans, including a process for reviewing and analyzing the steps taken to achieve their goals and objectives and for determining whether they are using right elements to measure progress. FEMA advises that such a review and analysis process should be part of a state’s or urban area’s normal operations. 
	Neither the State’s nor the NYC urban area’s homeland security strategies included written evaluation plans. Instead, FEMA’s biennial monitoring visits served as DHSES’ primary mechanism for assessing progress in achieving the State’s strategic goals and objectives. NYC’s Office of Management and Budget evaluated implementation of the NYC urban area’s strategies by reviewing subgrantees’ quarterly progress reports, which detailed the status of their grant-funded programs. Without an ongoing process to evalu
	 4 OIG-15-107 
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	had an effective methodology to measure capabilities for prevention, preparedness, protection, and response. 
	To determine whether New York and the NYC urban area improved their strategies, we performed a limited review of their 2014 strategies, which was outside the scope of our audit period. New York updated its homeland security strategy for 2014. Our limited review of the strategy showed significant improvement in the goals and objectives. The strategy contained targets and metrics, as well as a written evaluation plan that meet the intent of FEMA’s guidance. The NYC urban area also updated its homeland securit
	To qualify for FY 2012 funding, FEMA required all grantees to develop and maintain a Threat and Hazard Identification and Risk Assessment (THIRA). Although FEMA encouraged states to update their homeland security strategies, it focused on the THIRA to identify capability targets. FEMA’s April 2012 Comprehensive Preparedness Guide 201 includes a comprehensive approach to identify and assess risks and associated impacts, using the National Preparedness Goal’s core capabilities. FEMA also requires states and t
	Our review of the State’s and NYC urban area’s 2012 THIRAs showed they were not complete. The State and the NYC urban area used FEMA’s required “whole community” approach to develop and document their THIRAs. However, neither the State nor the NYC urban area met all THIRA requirements. Specifically, neither provided a detailed analysis of threats and hazards with a high likelihood and significant consequences that posed the greatest concern. In addition, neither outlined specific and measurable capability t
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	Table 2: New York State’s and NYC Urban Area’s 2012 THIRAs’ Compliance and Noncompliance with FEMA Guidelines 
	Grantee 
	Grantee 
	Grantee 
	Identify Threats and Hazards 
	Put Threats and Hazards into Context 
	Examine Core Capabilities 
	Set Capability Targets 
	Apply the Results 

	TR
	2012 

	New York State 
	New York State 
	Yes 
	No – put only one threat into context 
	No – examined core capabilities related to only one threat 
	No – did not quantify desired outcomes 
	No 

	NYC Urban Area 
	NYC Urban Area 
	Yes 
	No – put only one threat into context 
	No – examined core capabilities related to only one threat 
	No – did not quantify desired outcomes 
	No 


	Source: OIG analysis of New York’s and NYC urban area’s 2012 THIRAs. 
	Although it fell outside our audit scope period, because of issues we identified in the 2012 THIRAs, we preliminarily reviewed the 2013 THIRAs, which had similar issues. 
	According to letters the State and NYC urban area sent to FEMA, the THIRA is not appropriate for major urban areas and diverse states; it is more appropriate for small localities. Also, the THIRA does not take into account planning for worst-case scenarios. The Executive Deputy Commissioner of the DHSES believes if jurisdictions prepare for the worst-case scenario then they will also be prepared for any lesser events. FEMA officials responded that the THIRA is designed to accommodate all jurisdictions’ need
	Neither the State nor the NYC urban area completed all the elements of the 2012 THIRA. As a result, the State and the NYC urban area may be unprepared to mitigate risks associated with significant threats and hazards. 
	DHSES’ Untimely Obligation of Funds 
	We reviewed 23 SHSP subgrants that New York awarded from FYs 2010–12. DHSES did not obligate funds to subgrantees within the FEMA-required 45 
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	days for any of the 23 subgrants, and took up to 670 days beyond that requirement to obligate funds. 
	According to Public Law 110-53 and FEMA Homeland Security Grant Program Guidance, state administrative agencies must obligate and make available to local government units at least 80 percent of SHSP and UASI grant funds within 45 days of FEMA’s award date. The obligation must include the following requirements: 
	 There must be some action to establish a firm commitment on the part of 
	the awarding entity. 
	 The action must be unconditional on the part of the awarding entity (i.e., 
	no contingencies for availability of funds). 
	 There must be documentary evidence of the commitment. 
	 The award terms must be communicated to the official grantee. 
	During FYs 2010–12, DHSES sent letters to HSGP subgrantees, including 10 SHSP subgrantees we selected to sample, notifying them of the amount of funds they were eligible to receive. State officials considered the date of the notification letter to be the funding obligation date. However, the notification letters did not constitute obligation of funds because they contained conditions that had to be met before the funds would be made available to subgrantees. For example, the letters required subgrantees to 
	We compared the date that FEMA awarded the grant funds to DHSES to the date DHSES executed the contract, i.e., made funds available to subgrantees for expenditure. During the same timeframe, DHSES awarded 23 SHSP grants to the 10 sampled subgrantees; none of the awards were obligated and available to the subgrantees within the required 45 days. The awards ranged from 154 to 670 days past the 45 days. We did note that DHSES reduced the delays in FY 2012. Table 3 contains details for all 23 awards we reviewed
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	Table 3: Untimeliness of Subgrantee Awards, FYs 2010–12 
	Name of Subgrantee 
	Name of Subgrantee 
	Name of Subgrantee 
	Fiscal Year 
	Date Funds Were Obligated toSubgrantee 
	Date Funds Should Have Been Obligated (45 Days After FEMA Award) 
	Number of Days Late 

	Broome County 
	Broome County 
	2010 2011 2012 
	12/21/11 10/16/12 03/05/13 
	11/07/10 10/27/11 09/21/12 
	409 355 165 

	Clinton County 
	Clinton County 
	2010 2011 
	07/12/11 10/01/12 
	11/07/10 10/27/11 
	247 340 

	Dutchess County 
	Dutchess County 
	2010 2011 
	12/27/11 10/11/12 
	11/07/10 10/27/11 
	415 350 

	Madison County 
	Madison County 
	2010 2011 
	06/09/11 09/14/12 
	11/07/10 10/27/11 
	214 323 

	Rockland County 
	Rockland County 
	2010 2011 2012 
	01/06/12 10/11/12 09/13/13 
	11/07/10 10/27/11 09/21/12 
	425 350 357 

	Wayne County 
	Wayne County 
	2010 2011 2012 
	07/13/11 09/26/12 02/22/13 
	11/07/10 10/27/11 09/21/12 
	248 335 154 

	Elmira City 
	Elmira City 
	2010 
	06/07/11 
	11/07/10 
	212 

	Village of Endicott 
	Village of Endicott 
	2010 2012 
	09/07/12 09/13/13 
	11/07/10 09/21/12 
	670 357 

	New York City 
	New York City 
	2010 2011 2012 
	07/26/12 10/02/12 03/12/13 
	11/07/10 10/27/11 09/21/12 
	627 341 172 

	Watertown City 
	Watertown City 
	2010 2011 
	06/07/11 01/25/13 
	11/07/10 10/27/11 
	212 456 


	Source: OIG analysis of DHSES data. 
	DHSES delays in obligating HSGP funds to subgrantees may be attributed to both the State and the subgrantees having to obtain several levels of approval before grant funds were obligated. SHSP grants had a 36-month (3-year) period of performance for FYs 2010 and 2011; this was reduced to 24 months in FY 2012. DHSES was granted two extensions to the FY 2010 performance period. The delay in making HSGP funds available for expenditure may have reduced the State’s ability to prevent, protect against, respond to
	DHSES’ Insufficient Management Controls 
	DHSES did not have sufficient management controls over state agencies to ensure that its subgrantees used grant funds appropriately. The State did not always provide applicants with written agreements, and the services listed in formalized agreements were not always clearly defined. DHSES also did not ensure its M&A costs were limited to HSGP expenditures. We identified several instances in which DHSES improperly reimbursed costs and awarded grant funds without ensuring subgrantees met the applicable requir
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	also performed inadequate financial monitoring of subgrantees, which contributed to these issues. As a result, we could not determine whether selected services were performed or whether associated costs were reasonable, allowable, and allocable. Thus, we are questioning about $24 million in costs related to DHSES’ insufficient management controls. Appendix D contains a breakdown of these questioned costs. 
	Specifically, DHSES did not have sufficient management controls when it: 
	. awarded funds to a state agency, without a formalized agreement identifying the services; 
	. awarded funds to a state agency that was unable to provide supporting records and was performing services under unclear agreements; 
	 charged state salaries, fringe benefits, and contractor costs to the HSGP, even though the costs applied to other grant programs;  approved advance payments for lease/purchase agreements, maintenance contracts, and warranties;  approved investigative overtime without a request by a Federal agency;  allowed a state agency to claim administrative costs that may have exceeded the statutory limit of 5 percent; and 
	. performed no financial monitoring visits at state agencies and, in the last 3 years, issued a minimal number of Fiscal Monitoring Visit Reports for the two largest city agencies. 
	No Agreement for the Division of Military and Naval Affairs 
	DHSES awarded the Division of Military and Naval Affairs (DMNA) $32 million in SHSP and UASI funds between FYs 2010–12. As of December 31, 2013, DMNA incurred $18.7 million in costs for Task Force Empire Shield. However, DHSES did not have an agreement with DMNA identifying what specifically is eligible for reimbursement. Additionally, incurred costs did not have adequate supporting documentation. Because we could not determine whether the incurred costs were allowable, allocable, and reasonable, we questio
	According to the State’s application with FEMA, Task Force Empire Shield is a New York National Guard unit that provides a rapid response force of National Guard members for homeland security missions. Soldiers augment Metropolitan Transportation Authority Police at Penn Station and Grand Central Station in NYC and also augment the Port Authority of New York and New Jersey Police Department at John F. Kennedy International Airport and LaGuardia Airport. In addition to random and routine patrols, Task Force 
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	Empire Shield provides a “surge” capability to protect critical infrastructure during periods of heightened threat and immediate access to military resources to address both manmade and natural disasters. 
	FEMA’s Fiscal Year 2010 Homeland Security Grant Program Guidance and Application Kit authorized operational overtime for State Active Duty National Guard deployments for increased security measures to protect critical infrastructure. We reviewed payroll records and time reports for a sample of National Guard members and could not determine the work locations or the number of hours worked. As a result, we were unable to verify that the costs were for overtime to protect critical infrastructure. 
	Unlike other state agencies, DHSES did not require DMNA to submit an application for the funds or establish a memorandum of understanding (MOU) that included a budget, program workplan, and special conditions. Accordingly, we could not determine what critical infrastructure sites it was supposed to protect, what sites it did protect, and how long it protected them. 
	Missing Records and Unclear Agreements for the State University of New York 
	The State University of New York (SUNY) was awarded $5.5 million in FYs 2010–12 SHSP grants; as of December 31, 2013, the State claimed $2.98 million for services provide by SUNY. We question the entire $2.98 million because SUNY was unable to provide documentation to support the costs and because the State did not clearly identify in its agreement with SUNY the services SUNY was to provide or the costs the grants would fund. 
	According to Title 2 of the Code of Federal Regulations (CFR), Part 225, Appendix A, Section C, Basic Guidelines, costs must be adequately documented to be allowable under Federal awards. We reviewed a sample of SUNY expenditures for which we requested supporting documentation, but as of the end of our fieldwork in November 2014, we had not received the documentation. 
	DHSES did not execute agreements that clearly identified the services SUNY was to provide. For example, DHSES executed MOU #468 for $3.38 million under which SUNY’s National Center for Security and Preparedness was to provide technical assistance in a number of areas from June 25, 2012, through December 31, 2013. The areas included the development (construction/renovation) of the State Preparedness Training Center (SPTC); general technical assistance to DHSES; provision of at least 3 full-time and a number 
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	center; and programming assistance intended to help DHSES reach its target of training 10,000 personnel. 
	This agreement was later amended, increasing the amount from $3.38 million to $7.38 million and extending the performance period to December 31, 2014. The only change to the scope of work was the target for training was increased from 10,000 to 15,000 students in calendar year 2014. 
	We question the costs associated with MOU #468 because the agreement is too vague to understand the nature of the services and the work required. The agreement does not include details on the specific costs for the various tasks and does not contain descriptions of the deliverables associated with the services. It appears that the funds were supporting the SPTC; however, we could not determine what services were provided, when the services were provided, and whether the costs for these services were reasona
	The MOU did not contain details on tasks such as providing general technical assistance, supporting the SPTC with certain staffing assistance, delivering workshops/seminars, assisting with a DHSES internship program, and developing and delivering specific training courses. Tasks did not include information on: 
	 who would carry out the tasks or their qualifications;  how services would be budgeted, authorized, accounted for, and billed; or  the seminars/workshops and specific training courses that would be developed and when they would be delivered. 
	Salaries, Fringe Benefits, and Contractor Costs Inappropriately Allocated 
	As of December 31, 2013, DHSES claimed $1.32 million in salaries and $318,813 in contractor costs that included services that did not benefit the SHSP or UASI. Because DHSES could not segregate the beneficial costs from those that were not beneficial, we question the total amount. Additionally, we question fringe benefit costs of $261,748, which were clearly identified as not beneficial. To be allowable under Federal awards, costs must be allocable to the Federal awards under the provisions of 2 CFR, Part 2
	 $1.32 million in salaries that were all charged to the FY 2010 UASI grant for grant administration. The salaries were for personnel 
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	responsible for grants under the UASI and SHSP, as well as other grant programs for port security, interoperable emergency communications, nonprofit security, and regional catastrophic planning. Only salaries applicable to the SHSP should be charged to a SHSP grant, and only salaries applicable to the UASI should be charged to a UASI grant. We identified $318,813 for contractor services to operate the Oracle Financial Management System and the Grant Management System, including maintenance, licenses, and co
	. $261,748 for fringe benefits that applied to grant programs such as the Buffer Zone Protection Program, Interoperable Communications Program, the UASI Non-Profit Program and the Citizen Corps Program, which did not benefit the SHSP or UASI. 
	DHSES personnel informed us that during the audit period costs were charged alternately to either the UASI or SHSP grants on a rotating basis. DHSES is currently implementing a Time Distribution System for employees, which will enable them to segregate their time by grant program. 
	In addition to not properly allocating costs to the SHSP and UASI, DHSES allocated expenditures to grant funds awarded in different fiscal years. For example, DHSES was reimbursed $864,743 for computer services that covered a 3-year period (2011 to 2014) although the expenditure was allocated to grant funds awarded in FYs 2007–10. When asked, DHSES said that supporting documentation justifying proration of costs among the various fiscal year funds was not available. DHSES personnel also said they prorated t
	Unlike other state agencies, the Director of Grants Program Administration informed us that DHSES did not develop an MOU with a work plan and budget 
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	for its expenditures. A work plan and budget are necessary management controls that help ensure expenditures are linked to the correct grant period. 
	Approved Advance Payments for a Lease/Purchase Agreement and Maintenance Contracts 
	We questioned $180,009 for communication equipment obtained through a lease/purchase agreement because the subgrantee was reimbursed for lease payments in advance and did not analyze leasing compared to purchasing. We also questioned $10,824 for maintenance and warranties that covered services beyond the grant period. 
	DHSES reimbursed the subgrantee for $125,292 in lease payments that the subgrantee claimed before it was required to pay for the leased equipment. The lease agreement required 28 quarterly payments of $27,358 starting on April 1, 2013. The subgrantee paid the vendor $180,009 out of its own funds and on July 16, 2013, claimed reimbursement from DHSES for this expense. As of July 16, 2013, the lease only required 2 payments (on April 1, 2013, and July 1, 2013) of $27,358 each, for a total of $54,716. On July 
	In addition, the subgrantee did not perform a lease/purchase analysis. According to 44 CFR §13.36, grantees and subgrantees should review proposed procurements to avoid purchasing unnecessary or duplicative items. In addition, for a more economical purchase, they should consider consolidating or breaking out procurements. Where appropriate, subgrantees should analyze leasing compared to purchasing. The subgrantee said the lease/purchase agreement was the best use of the funds, based on the options presented
	Two other subgrantees were reimbursed $10,824 for maintenance contracts ($9,608) and warranties ($1,216) that extended beyond the grant period of performance. The maintenance contracts were for items such as mobile data terminals and respirator equipment; the warranties were for laptops and computers. Costs incurred for services beyond the grant period of performance are not allowable. 
	Ineligible Overtime at the Queens District Attorney Office 
	We question $177,842 awarded to the Queens District Attorney for overtime work on terrorist precursor crimes such as credit card fraud, cigarette smuggling, and identity fraud. According to FEMA guidance, overtime costs are allowable for personnel to participate in information, investigative, and 
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	intelligence sharing activities specifically related to homeland security and specifically requested by a Federal agency. DHSES was unable to provide a documented request by a Federal agency. Additionally, allowable costs are limited to overtime associated with federally-requested participation in eligible activities including antiterrorism task forces, Joint Terrorism Task Forces, Area Maritime Security Committees, DHS Border Enforcement Security Task Forces, and Integrated Border Enforcement Teams. The ex
	Administrative Costs May Exceed the Statutory Limit of 5 Percent 
	We are alerting the State to a potential issue with SUNY’s administrative fee. SUNY charged an administrative fee of 5.6 percent on all its invoices for administrative overhead. This fee should be included in the State’s M&A costs, which are limited to 5 percent of the total grant award amount. As of December 31, 2013, the State had not exceeded the limit of 5 percent for M&A costs; however, the inclusion of SUNY’s administrative fee could cause the State to exceed the limit in the future. 
	Under Public Law 111-83, Department of Homeland Security Appropriations Act, 2010, a grantee may use not more than 5 percent of the amount of a grant for expenses directly related to administration of the grant. DHSES intends to use the 5 percent to reimburse itself for DHSES personnel salaries and other expenses to administer the SHSP and UASI grants. 
	According to DHSES personnel, SUNY is a subgrantee and, as such, is entitled to charge an additional 5 percent for its administrative expenses. However, the 5 percent cap on administration costs applies to the total amount charged by the grantee and all subgrantees. Accordingly, the administrative expenses charged by DHSES and other state agencies should not collectively exceed 5 percent of the grant amount. 
	DHSES’ Inadequate Fiscal Monitoring of State and City Agencies 
	DHSES did not perform adequate fiscal monitoring of state and city agencies. Specifically, DHSES did not conduct fiscal monitoring site visits at state agencies that received SHSP and UASI grant funds. In addition, although DHSES said it performed several site visits to the New York Police Department (NYPD) and the Fire Department of New York (FDNY), it had not issued a Fiscal Monitoring Site Visit Report on either since 2011. During FYs 2010–12, NYPD and FDNY received $425 million, or 87 percent, of the $4
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	During our audit, we identified management weaknesses at both state and city agencies. The state agencies had inadequate accounting records, as well as missing or unclear MOUs. NYPD and FDNY had unsupported overtime, unapproved equipment purchases, questionable procurement practices, and unverifiable items. Had DHSES adequately monitored these state and city agencies, it might have identified these issues. 
	DHSES has a Fiscal Monitoring Unit (FMU) responsible for fiscal monitoring of subgrantees using HSGP funds. The FMU conducts fiscal monitoring through documentation review, onsite visits, and technical assistance. Although FMU personnel had not performed site visits at state agencies, in the past they issued site visit reports on city agencies receiving grant funds. The last time FMU issued a Fiscal Monitoring Site Visit report on either NYPD or FDNY was 2011. The FMU’s Principal Auditor told us they had no
	Financial monitoring site visits at state and city agencies, combined with reports documenting the reviews, help ensure expenditures comply with Federal laws and regulations. Additionally, fiscal reviews would ensure compliance with changing FEMA guidance. 
	NYC Office of Management and Budget’s Insufficient Management Controls 
	The NYC Office of Management and Budget did not implement sufficient management controls to ensure subgrantees used SHSP and UASI grant funds appropriately; and it did not ensure NYPD adequately supported overtime expenses for public safety. FDNY did not always follow proper procurement practices or acquire items according to the approved budget. Additionally, we were unable to verify that certain grant-funded equipment was present and operational. As a result, we could not determine whether certain costs w
	Specifically, NYC’s Office of Management and Budget did not have sufficient management controls when it: 
	. reimbursed the NYPD about $3,000 in overtime expenses. In all, NYPD was awarded $42.8 million for public safety overtime. We reviewed a sample of eight overtime requests and determined six did not have adequate support to ensure the overtime was for enhanced protection of critical infrastructure; 
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	 allowed FDNY to award a $440,942 noncompetitive contract because 
	according to FDNY, the lease required the owner to award the contract; 
	 allowed FDNY to purchase items costing $87,075 that were not included 
	in the approved budget; 
	 allowed FDNY to purchase seven radios for $123,975. During our audit, 
	FDNY had only one radio on hand. The radio was not charged or useful 
	in the event of an emergency; and 
	 performed no compliance reviews of city agencies that were awarded 
	HSGP funds. 
	Unsubstantiated Public Safety Overtime for the NYPD 
	Because of insufficient supporting documentation, we could not verify that most of the NYPD public safety overtime costs we sampled were directly linked to critical infrastructure. FEMA allows SHSP and UASI grantees to claim public safety overtime costs for reimbursement as “Operational Overtime,” provided the associated activities increase security measures at critical infrastructure sites. NYPD spent $42.8 million in UASI grant funds to cover the cost of public safety overtime incurred in the performance 
	We tested a limited sample of eight NYPD personnel whose $3,134 in public safety overtime charges were included in the Department’s total expenditure. We requested to review various source documents maintained at the precinct level, including overtime reports and deployment rosters, that NYPD said could support the locations where the sampled overtime costs were incurred. However, after working with NYPD for more than 5 months to obtain sufficient supporting documentation, we were only able to verify that $
	For one of the six unsupported samples, NYPD’s documentation did not reference an overtime deployment location. For three other samples, the identified deployment locations, including hotels, commercial office buildings, and houses of worship, did not appear to meet the Federal definition of critical infrastructure. For the remaining two unsupported samples, NYPD could not 
	1

	Critical Infrastructures Protection Act of 2001 (42 U.S.C. 5195c(e)): [T]he term critical infrastructure means systems and assets, whether physical or virtual, so vital to the United States that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters. 
	Critical Infrastructures Protection Act of 2001 (42 U.S.C. 5195c(e)): [T]he term critical infrastructure means systems and assets, whether physical or virtual, so vital to the United States that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters. 
	1 
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	provide any source documentation supporting the specific nature of the deployments. According to NYPD personnel, some of the overtime reports we requested were destroyed in a flood. Furthermore, NYPD did not maintain deployment rosters to support any public safety overtime costs incurred prior to October 2011, a timeframe which applied to half of our sample. 
	According to the terms of the UASI grant agreements between DHSES and the New York City Office of Management and Budget, the most important requirement of accounting for grant funds is the complete and accurate documentation of expenditures. The agreements further state that a grantee’s failure to maintain specific documentation to support project-related personal service expenditures, such as NYPD’s Operational Overtime claim, may result in a disallowance of costs. Because NYPD’s documentation was insuffic
	Questionable Procurement Practice at FDNY 
	FDNY did not justify the use of a $440,942 noncompetitive contract for architect and engineering services to install a backup generator at FDNY headquarters. FDNY asserted that the building lease required the owner of the property to select the contractor. However, according to the lease, the tenant may only use contractors approved by the owner. FDNY could have awarded the contract competitively and then obtained the owner’s approval. We question the $440,942 for a noncompetitive contract as unsupported co
	Unapproved Items Included in FDNY’s Claims 
	From our sample of expenditures, we identified items that FDNY purchased with grant funds that were not included in its approved budget. Specifically: 
	 FDNY was approved for an Incident Command Vehicle for $225,000; 
	instead, FDNY purchased a Panoscan Camera for $75,082. 
	 FDNY was approved for rebreather equipment repairs and replacements 
	for $150,000 but instead purchased a utility vehicle for $11,993. FDNY 
	claimed it uses the vehicle to transport rebreather equipment. 
	Because these expenditures were not included in the approved budget, we question the $87,075 as unallowable costs. 
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	FDNY Equipment Items Not Available or Inoperable 
	FDNY purchased seven radios for $123,975. During our audit, FDNY had only one radio on hand. The radio was not charged or useful in the event of an emergency. Inventory records showed that four of the seven radios had been disposed of in January 2014 because they were obsolete, even though they were purchased in 2012. A letter from the radio manufacturer showed that the four radios had been exchanged for two radios of a different model. Additionally, inventory records indicated that two of the three remaini
	Compliance Reviews of NYC Subgrantees Not Performed 
	According to officials in NYC’s Office of Management and Budget, it was unable to perform compliance reviews of city agencies as required by the office’s Grants Management Manual because of inadequate staffing. Some of the issues cited above might have been identified through such reviews. 
	According to NYC’s Homeland Security and Criminal Justice Grant Management Policies and Procedures Manual, NYC’s Office of the Criminal Justice Coordinator and Office of Management and Budget are to conduct periodic compliance reviews for every city agency receiving HSGP funding. Also according to the manual, compliance reviews should focus on three questions: 
	1. 
	1. 
	1. 
	Can retained agency documentation substantiate an agency’s reported grant expenses? 

	2. 
	2. 
	Are claimed grant expenses allowable? 

	3. 
	3. 
	Upon examination, is documentation being kept in accordance with grant regulations? 


	Although they did not carry out compliance reviews, officials in NYC’s Office of Management and Budget said they attend New York State DHSES FMU visits to ensure they are aware of any observations and can help correct issues. However, without compliance reviews, DHSES and NYC urban area cannot be assured that city agency expenditures are allowable and sufficiently documented. 
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	Recommendations 
	Recommendation #1: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services and the NYC urban area to ensure future State and NYC urban area THIRAs fully comply with the processes listed in FEMA’s Comprehensive Preparedness Guide 201. 
	Recommendation #2: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to assess and streamline the current processes and procedures for obligating funds to subgrantees so that it obligates grant funds within a reasonable time period. 
	Recommendation #3: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to provide a budget and work plan for the Division of Military and Naval Affairs to account for its SHSP and UASI grant funds. The budget and work plan should specify the services to be provided and identify the location, and estimate the hours and number of National Guard members. 
	Recommendation #4: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to amend Memorandum of Understanding #468 to include the specific tasks to be provided, the total amount for each task, when the task will be completed, and what deliverable will be provided. 
	Recommendation #5: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to provide documentation that adequately supports $23,537,386 in questioned costs that are unsupported or return the amount not supported. Specifically, the documentation should support: 
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	. hours worked and locations for Task Force Empire Shield activities .($18,731,021 in questioned costs); .
	. expenditures selected in a sample of costs for services that SUNY .provided to DHSES under MOUs #432, #442, #443, and #468 .($2,982,692 in questioned costs); .
	 costs related to non-HSGP grant programs for $1,324,851 in salaries and $318,813 in financial services; and  the reasonability of $180,009 to lease communication equipment. 
	Recommendation #6: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to reimburse FEMA $450,414 in questioned costs that are ineligible. Specifically, the Division of Homeland Security and Emergency Services should reimburse FEMA: 
	 $261,748 for fringe benefits applicable to ineligible, non-HSGP grant programs;  $10,824 for claimed costs for maintenance contracts and warranties that extended beyond the performance period of the grant; and  $177,842 for overtime expenses not used for eligible activities and not federally requested. 
	Recommendation #7 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to provide budgets and work plans for all state agencies receiving HSGP funds, including the Division of Homeland Security and Emergency Services, to ensure funds are allocable, allowable, and reasonable. 
	Recommendation #8: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate ensure that the Division of Homeland Security and Emergency Services does not reimburse subgrantees for advanced payments on leases and costs for maintenance contracts, or for warranties that extend beyond the grant period. 
	Recommendation #9: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services 
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	to ensure the total administrative expenses, including the administrative fee of 
	5.6 percent charged by State University of New York, will not exceed the grantee limit of 5 percent of the amount of the grant as required in Public Law 111–83, Department of Homeland Security Appropriations Act, 2010. 
	Recommendation #10: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to ensure the Fiscal Monitoring Unit conducts site visits at state agencies and issues site visit reports on New York Police Department and Fire Department of New York identifying compliance with FEMA’s FY 2010–2012 Homeland Security Grant Program Guidance and Application Kit. 
	Recommendation #11: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate determine whether FEMA’s current guidance on operational overtime is adequate. If so, review the New York Police Department’s operational overtime expenditures for allowability and recover the costs related to the protection of noncritical infrastructure. If FEMA believes that the current definition of operational overtime needs to include locations identified through intelligence data, FEMA should revise the guidance accordingly
	Recommendation #12: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to conduct an independent review of the New York Police Department’s $42,844,265 in operational overtime for the protection of critical infrastructure during FYs 2010 through 2012. For all unallowable or unsupported costs, require the New York Police Department to return the funds. 
	Recommendation #13: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to provide sufficient justification and documentation that adequately supports questioned costs that are unsupported or return to FEMA the amount not supported. Specifically, the documentation should support the following: 
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	 $440,942 for a noncompetitive contract for architect and engineering 
	services (to ensure it was reasonable and in accordance with Federal 
	grant guidance on procurement practices); 
	 $87,075 for a camera and utility vehicle that were claimed, but not 
	included in the approved budget. 
	Recommendation #14: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to investigate why the Fire Department of New York spent $123,975 for seven radios that were not available or were inoperable during our audit. Require the Fire Department of New York to return the funds if determined to be wasted. Also, share and apply any lessons learned to future related investments. 
	Recommendation #15: 
	We recommend that the FEMA Assistant Administrator, Grant Programs Directorate require the Division of Homeland Security and Emergency Services to ensure the NYC Office of Management and Budget and Office of the Criminal Justice Coordinator initiate compliance reviews of city agencies awarded HSGP funding as required by NYC’s Homeland Security and Criminal Justice Grant Management Policies and Procedures Manual. 
	Management Comments and OIG Analysis 
	In its response to the draft report, FEMA concurred with recommendations 1, 2, 5, 6, 9, and 11 through 15 and did not concur with recommendations 3, 4, 7, 8, and 10. The primary reason for FEMA’s non-concurrence is its concern about a lack of authority to impose recommended corrective actions that are not explicitly required by a grantee’s state law or as conditions of its grant award. However, we believe FEMA may still address the intent of our recommendations through its enforcement of applicable Federal 
	The State submitted a 524-page response to our draft report, including 33 pages of management comments and 489 pages of supporting attachments. The State concurred with recommendations 8 and 15; did not concur with recommendations 1, 2, 4, 5, 6, 7, 9, 12, 13 and 14; partially concurred with recommendation 10; and neither concurred nor disagreed with recommendations 3 and 11. The State provided documentation supporting its responses to recommendations 3, 5, 6, 11, 12 and 13, some of which was 
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	responsive to specific requests for this information we made more than 7 months prior to the issuance of our draft report. Accordingly, we are referring the State’s written comments and package of supporting attachments to FEMA to assess as part of the corrective action plan due to OIG within 90 days of this report’s issuance. 
	Neither FEMA’s nor the State’s responses resulted in any substantive changes to the findings or associated recommendations in our draft report. We consider recommendations 1, 2, 3, 5, 7, 8, 9, 10, 11, 12, 13, 14, and 15 resolved and open, and recommendations 4 and 6, unresolved and open. FEMA’s and the State’s responses to our draft report are provided in appendix B. The following is our analysis of each recommendation and FEMA’s planned corrective actions. 
	FEMA and State Comments to Recommendation #1: 
	FEMA concurred with the recommendation; the State did not concur. FEMA believes the State’s and the NYC urban area’s THIRAs met the 2012 criteria. FEMA further stated that the THIRA process is maturing and both jurisdictions submitted THIRAs in 2013 and 2014 using revised guidance that includes an additional real-world hazard scenario. With more experience in completing the THIRA process, FEMA affirmed that jurisdictions are setting more measurable capability targets and are implementing the capability esti
	The State believed it completed all of the necessary steps and responded that FEMA agreed that it was in compliance with the THIRA guidance in place at the time. The State also felt that OIG’s interpretation of the THIRA guidance differed from what FEMA had previously articulated to it. 
	OIG Analysis of FEMA and State Comments: 
	We recognize that 2012 was the first year the THIRA process was implemented, although our initial review of the 2013 THIRA revealed similar issues as those for 2012. We did not review 2014 activities but would be willing to reserve judgment based on our review of the 2014 THIRAs and FEMA’s corresponding guidance. We consider this recommendation resolved and open pending our receipt and review of the State’s and NYC urban area’s 2014 THIRAs and FEMA’s 2014 THIRA guidance. 
	FEMA and State Comments to Recommendation #2: 
	FEMA concurred with the recommendation; the State did not concur. FEMA will require the State to assess and, where possible, streamline current grant management processes and procedures to obligate 80 percent of Homeland 
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	Security Grant Program funds to subgrantees within the 45-day requirement. FEMA anticipated an estimated completion date of September 30, 2015. 
	The State contended additional factors needed to be taken into account in understanding its delays associated with the 45-day requirement. One factor it identified is Public Law 110-53 that requires states to make grant funds available rather than obligate them to subgrantees within 45 days, which the State said it met by virtue of notifying each subgrantee of its grant awards. The State also cited a required administrative review by authorized State agencies prior to executing certain grant agreements as a
	OIG Analysis of FEMA and State Comments: 
	We believe the action proposed by FEMA satisfies the intent of the recommendation and consider it resolved and open pending the completion of the State’s assessment to streamline current processes and procedures to obligate the funds within the 45-day requirement. 
	FEMA and State’s Comments to Recommendation #3: 
	FEMA did not concur, while DHSES did not express a discernible opinion. FEMA noted that the terms of the State’s HSGP grant awards do not explicitly require “work plans” and it cannot, therefore, compel the grantee to provide them. FEMA agreed that, to the extent that New York State law or policy requires DHSES to execute such plans, it would work to ensure these requirements are met. FEMA also agreed to implement OIG’s recommendations to the extent that they are based on Federal uniform administrative requ
	The State’s response was supplemented by documentation supporting the authorization of Task Force Empire Shield to augment existing law enforcement coverage at critical transportation sites throughout New York City but providing only limited details on expected resource allocations. 
	OIG Analysis of FEMA and State Comments: 
	Pursuant to the financial management standards contained in 44 CFR §13.20, FEMA is entitled to require that DHSES provide the budget and workplan recommended in order to achieve compliance with those standards. Other mandates governing FEMA, such as OMB Circular A-102, Grants and Cooperative Agreements for State and Local Governments, also allow FEMA to 
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	insist on appropriate documentation of costs. We consider this recommendation resolved and open pending FEMA’s verification that the questioned costs were allowable, allocable, and reasonable, under the HSGP and the subsequent recovery of any ineligible costs. 
	FEMA and State’s Comments to Recommendation #4: 
	FEMA and the State did not concur. Similar to its response to recommendation 3, FEMA said it lacks the authority to impose specific terms on a contractual agreement made between a State recipient of HSGP funds and another State agency, other than those expressly required by the terms of its grant award. However, FEMA officials said they would require DHSES to comply with State laws and regulations and incorporate any applicable clauses required by Federal statutes and executive orders when entering into suc
	The State disagreed that the governing MOU with SUNY did not clearly identify the services to be provided. The State officials also said that agreements between DHSES and other State agencies are neither mandated by FEMA nor legally binding according to State law. 
	OIG Analysis of FEMA and State Comments: 
	FEMA is required to enforce the provisions of 44 CFR §13 and those of any other applicable authorities to hold the State accountable for its use of the grant funds in question, recover any ineligible costs, and ensure that the eligibility of future expenditures made under this same agreement are verifiable according to specific details regarding the nature, timing, and intended outcomes of the proposed services. The steps outlined in our recommendation are within FEMA’s authority to insist upon in order to 
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	FEMA and State’s Comments to Recommendation #5: 
	FEMA concurred with the recommendation; the State did not concur. FEMA will require DHSES to provide documentation that supports the questioned costs. Even though FEMA concurred with the recommendation, it wanted to know the extent of the audit work at DMNA, and questioned why we want the State to determine the reasonability of leasing communication equipment. FEMA anticipated an estimated completion date of September 30, 2015. 
	Regarding recommendation 5a, the State disagreed that timesheets are necessary for DMNA because Guard members are not tasked to any other State active duty assignments. DMNA was able to provide sheets signed by the employee or the supervisor if the employee was on pass day, Federal pay, or leave without pay. 
	Regarding recommendation 5b, the State believed that information provided to the auditors was responsive to their request; SUNY policy does not require that exempt employees fill out time sheets. The Director of the SUNY National Center for Security and Preparedness signed an attestation that the payroll charges assessed were for related work. 
	Regarding recommendation 5c, the State said the financial services were costs associated with DHSES’ maintenance of technological systems the agency uses to manage the grants. On the issue of salaries, DHSES was able to proportionally charge salaries consistent with the overall funding pool and estimated level of effort. 
	Regarding recommendation 5d, FEMA said that the OIG does not address why we believe the subgrantee should have conducted a lease/purchase analysis. The State’s response maintains that the subgrantee actually saved $180,000 by opting to not conduct a prior analysis. 
	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation resolved and open until additional documentation is provided and FEMA performs a review of the documentation. 
	Regarding recommendation 5a, we examined records for two payroll periods from fiscal year 2010 and two from 2011 for Companies A, B, and C. We found no evidence of hours or locations in the documentation. Our review of documents provided in the State response indicated that the Task Force responsibilities included generating a Quick Response Force of 75 personnel stationed at Fort Hamilton. FEMA’s Homeland Security Grant Program Guidance and Application Kit noted that these costs should be for increased sec
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	measures at critical infrastructure sites, not for establishing a Quick Response Force. Additionally, sign-in sheets do not establish that the work was performed as overtime. 
	Regarding recommendation 5b, the State believed that information provided to the auditors for SUNY was responsive to their request. We agree that this information is responsive; however, we were told we would receive it in September 2014, not in April 2015. We will provide FEMA with a list of our sampled transactions so it can review and verify the adequacy of the documentation. 
	Regarding recommendation 5c, we agree that only the financial services costs associated with the SHSP and UASI programs are eligible under the grants we reviewed. Similarly on the issue of salaries, only those salaries related to SHSP and UASI are eligible. 
	Regarding recommendation 5d, in light of our findings, we believe the referenced analysis would have helped ensure the cost of the lease was reasonable. The State provided a document with a statement that the County saved $180,000 because it leased this equipment. However, no support was provided to show how these savings were determined. 
	FEMA and State’s Comments to Recommendation #6: 
	FEMA concurred with the recommendation while the State did not concur. FEMA stated that it will require DHSES to provide documentation or justification to support the expenditures, and after its review will recoup any disallowed costs. FEMA also informed us that recipients may procure an agreement, warranty, or contract extending beyond the grant period provided it is purchased incidental to the original system or equipment procurement. FEMA anticipated an estimated completion date of September 30, 2015. 
	Regarding recommendation 6a, the State wanted OIG to determine the meaning of “beneficial” versus “not beneficial” costs. 
	Regarding recommendation 6b, the State, similar to FEMA’s response mentioned a FEMA Grant Programs Directorate Policy (FP 205-402-125-1), which allows such service costs to extend beyond the grant performance period. 
	Regarding recommendation 6c, the State strongly disagreed with our assessment that the activities conducted by the Queen’s District Attorney’s Office did not meet the criteria for Organizational Activities overtime costs and provided a detailed explanation for why these costs should be approved. 
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	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation unresolved and open until additional documentation is provided and FEMA completes its review. 
	Regarding recommendation 6a, according to 2 CFR, Part 225, Section C(3)(a), cost is allocable to a particular cost objective if the goods and services involved are chargeable or assignable to such cost objective in accordance with relative benefits received. The costs in question were for other grant programs that had no benefit to the SHSP and UASI awards we reviewed. 
	Regarding recommendation 6b, the issuance date of this FEMA Grant Programs Directorate Policy (FP 205-402-125-1) was May 10, 2013. Although this policy came into effect after these costs were incurred, it applied to all grants that were open as of the date of issuance, including those we questioned. FEMA informed us following receipt of its management comments that it also applied to all grants that were open as of the date of issuance. 
	Regarding recommendation 6c, the FY 2010 Homeland Security Grant Program Guidance and Application Kit states overtime costs are allowable for personnel to participate in information, investigative, and intelligence sharing activities specifically related to homeland security and specifically requested by a Federal agency. Since we have no evidence of a request by a Federal agency and the costs were not for an eligible activity, our position remains unchanged. 
	FEMA and State’s Comments to Recommendation #7: 
	FEMA and the State did not concur. FEMA stated that to the extent that New York State law or policy requires DHSES to execute such work plans described by the OIG, FEMA will work with DHSES to ensure that these requirements are met. The State responded that planned expenditures by State agencies are accounted for in the State’s submission of Investment Justifications as part of the grant application process. FEMA anticipated an estimated completion date of September 30, 2015. 
	OIG Analysis of FEMA and State Comments: 
	Not all State agency subgrantees submitted grant applications or had established grant agreements, which is where detailed spending plans would otherwise be documented. Consistent with our analysis of its response to recommendation 3, we believe FEMA can still meet this recommendation’s intent by exercising its existing Federal authority governing financial management standards under 44 CFR §13.20 and potentially others, such as OMB Circular A-102, Grants and Cooperative Agreements for State and Local 
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	Governments. This recommendation is resolved but will remain open until FEMA can demonstrate that DHSES and all State agency subgrantees have implemented appropriate internal controls to ensure their grant expenditures can be verified as allocable, allowable, and reasonable. 
	FEMA and State’s Comments to Recommendation #8: 
	FEMA did not concur, but the State concurred. FEMA cited the Federal authorities allowing the advance payment for leasing costs under Federal grant awards, noting that the reasonableness of such payments should be determined on a case-by-case basis. FEMA also explained that FEMA Policy No. 205-402-125-1 permits grant recipients to procure maintenance agreements, service contracts, or extended warranties for systems or equipment that exceed the period of performance under certain conditions. 
	OIG Analysis of FEMA and State Comments: 
	We agree with FEMA that advance payments can be allowable. However, the State requires that it approve the advance payments in its grant agreements with subgrantees. State personnel informed us that the subgrantee never received approval for the advance payments. Regarding FEMA Policy No. 205402-125-1, FEMA clarified following our receipt of its written comments that it also covers all grant awards open as of May 10, 2013, the date of issuance, including the grant costs in question. We consider this recomme
	-

	FEMA and State’s Comments to Recommendation #9: 
	FEMA concurred, but the State did not concur. FEMA does not dispute the finding; however, it wants to reserve judgment until it can determine whether SUNY is a State-controlled agency or a separate legal entity. The State disagreed, stating that the individual agency’s administrative fees may be in slight excess of 5 percent and the State had not yet exceeded the 5 percent limit. FEMA anticipated an estimated completion date of September 30, 2015. 
	OIG Analysis of FEMA and State Comments: 
	We agree with FEMA that the determination of whether SUNY is a State-controlled agency or a separate legal entity has a bearing on this finding. However, we were informed by DHSES officials that SUNY was a State agency, and we wanted to ensure that the administrative fee (5.6%) charged by SUNY is included in the State’s 5 percent maximum for M&A costs. We consider this 
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	recommendation resolved and open pending a decision on the type of relationship SUNY has with DHSES. 
	FEMA and State’s Comments to Recommendation #10: 
	FEMA did not concur but the State concurred in part. FEMA stated that it lacks the authority to prescribe the frequency and type of monitoring activities the grantees must conduct, such as the onsite monitoring of State agencies we are recommending. The State disagreed with the OIG’s assertion that the only way to monitor subgrantees is exclusively through the issuance of reports and noted FMU conducted a site visit at NYPD in February 2015 and scheduled a site visit to FDNY for May 2015. Finally, the FMU s
	OIG Analysis of FEMA and State Comments: 
	FEMA’s Homeland Security Grant Program Guidance and Application Kit requires grantees to monitor award activities, including sub-awards, “to provide reasonable assurance that the Federal award is administered in compliance with requirements.” Furthermore, the written procedures of the grantee’s FMU state that issuance of a monitoring report will be the result of both office and field-based, i.e., onsite monitoring. We reported how the State is not meeting its responsibilities in this regard and suggested co
	FEMA and State’s Comments to Recommendation #11: 
	FEMA concurred, but the State neither concurred nor disagreed. FEMA said it would review whether it needs to revise its current guidance on operational overtime as stated in its HSGP Guidance and Application Kits, Funding Opportunity Announcements, and Notices of Funding Opportunity. Specific operational overtime “allowability” issues with how NYPD administered that funding will be addressed through the corrective action plan for recommendation 12. FEMA anticipated an estimated completion date of September 
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	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation resolved and open pending FEMA’s decision on the adequacy of FEMA’s current guidance on operational overtime and the completion of the action plan included in recommendation 12. 
	FEMA and State’s Comments to Recommendation #12: 
	FEMA concurred, but the State did not concur. FEMA officials said they will require DHSES to conduct an independent review of a sample of the NYPD’s $42,844,265 in operational overtime for the protection of critical infrastructure during FYs 2010–12. FEMA will require any identified unallowable costs be recouped. FEMA anticipated an estimated completion date of September 30, 2015. 
	In the State’s response, NYPD disagreed that some locations linked to the questioned operational overtime costs did not meet the Federal definition of critical infrastructure. Included in the State’s response were New York City’s requests and FEMA’s approvals to use FYs 2010–12 HSGP funds to cover operational overtime costs for critical infrastructure protection. It also includes an affidavit from a high-ranking NYPD official affirming that these costs were incurred in the course of protecting critical infr
	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation resolved and open pending the results of the State’s independent review of a sample of NYPD expenditures in question based on FEMA’s guidance on operational overtime and the documentation to support the costs. 
	FEMA and State’s Comments to Recommendation #13: 
	FEMA concurred but the State did not concur. FEMA will require DHSES to provide support for the expenditures and reimburse funds where the documentation provided does not adequately support the noted expenditures. In the State’s response, FDNY believed that the documentation it provided was adequate to support the costs. This documentation demonstrated that this was not actually an FDNY procurement and that the vendor was chosen by the landlord. Additionally, although the camera and the utility vehicle were
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	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation resolved and open pending DHSES providing justification to FEMA to support the expenditures. 
	FEMA and State’s Comments to Recommendation #14: 
	FEMA concurred, but the State did not concur. FEMA officials said they will require DHSES to investigate FDNY’s expenditures for seven radios that were not available to the OIG during its audit. FDNY said in the State response that the seven radios were returned to the manufacturer and were exchanged for three newer upgraded models. The value of the three new radios was equivalent to the value of the seven returned radios. FEMA anticipated an estimated completion date of September 30, 2015. 
	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation resolved and open pending DHSES investigation of FDNY’s expenditures for seven radios valued at $123,975. 
	FEMA and State’s Comments to Recommendation #15: 
	FEMA and the State concurred. FEMA will require DHSES to ensure the New York City Office of Management and Budget and the Office of Justice Coordinator complete compliance reviews of city agencies awarded HSGP funding as required by NYC’s Homeland Security and Criminal Justice Grant Management Policies and Procedures Manual. The Office of Management and Budget in the State’s response agreed with the recommendation to increase oversight and agreed to conduct formal compliance reviews of all City Homeland Sec
	OIG Analysis of FEMA and State Comments: 
	We consider this recommendation resolved and open pending the completion of compliance reviews of city agencies awarded HSGP funding. 
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	Appendix A Scope and Methodology 
	Appendix A Scope and Methodology 
	DHS OIG was established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General Act of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our oversight responsibilities to promote economy, efficiency, and effectiveness within the Department. 
	Public Law 110-53, Implementing Recommendations of the 9/11 Commission Act of 2007, requires DHS OIG to annually audit a sample of individual states’ management of SHSP and UASI grants. The audit objectives were to determine whether New York spent grant funds effectively and efficiently, and complied with applicable Federal laws and regulations and DHS guidelines governing the use of such funding. We also addressed the extent to which grant funds enhanced the grantees ability to prevent, prepare for, protec
	The HSGP encompasses several interrelated grant programs that fund a range of preparedness activities, including planning, organization, equipment purchase, training, exercises, and management and administration costs. We reviewed only SHSP and UASI funding and equipment and supported programs for compliance. 
	The scope of this audit included the plans developed by the State and the NYC urban area to improve preparedness and response to all types of hazards, goals, and objectives in those plans; measurement of progress toward the goals; and compliance with laws, regulations, and grant guidance. Table 4 shows the funding scope for the audit, which included SHSP and UASI grant awards for FYs 2010–12. 
	Table 4. New York and New York City Urban Area SHSP and UASI Awards (FYs 2010–12) 
	Grant Program 
	Grant Program 
	Grant Program 
	FY 2010 
	FY 2011 
	FY 2012 
	Total 

	State Homeland Security Program 
	State Homeland Security Program 
	$113,536,625 
	$91,192,861
	 $55,610,384
	 $260,339,870 

	Urban Areas Security Initiative 
	Urban Areas Security Initiative 
	$161,460,063 
	$151,579,096 
	$151,579,096
	 $464,618,255 

	Total 
	Total 
	$274,996,688 
	$242,771,957 
	$207,189,480 
	$724,958,125 


	Source: DHS OIG analysis of FEMA data. 
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	The audit methodology included work at DHSES, state agencies, New York City Office of Management and Budget, city agencies, and various subgrantee locations in New York. To achieve our audit objective, we analyzed data, reviewed documentation, and interviewed key state and local officials directly involved in management and administration of the HSGP. In addition, we verified the existence of selected equipment procured with SHSP and UASI grant funds. 
	We judgmentally selected a sample of 10 subgrantees with total awards of $134 million, representing about 64 percent of the total SHSP grant funds awarded to New York cities, counties, and towns. We also judgmentally selected a sample of five state and local agencies with total awards of $79 million, about 62 percent of the total SHSP and UASI grant funds awarded to state agencies. In addition, we judgmentally selected five City of New York agencies with total awards of $478 million, about 98 percent of the
	We determined our sample based on the total expenditures reported by DHSES as of December 31, 2013. Tables 5, 6, and 7 show the value of the subgrantee grant awards from our sample selections. 
	 34 OIG-15-107 
	www.oig.dhs.gov

	Figure
	OFFICE OF INSPECTOR GENERAL 
	Department of Homeland Security 
	Table 5. Sample Selection for SHSP Grants Awarded from Local Share during FYs 2010–12 
	Subgrantees 
	Subgrantees 
	Subgrantees 
	Grant Awards 
	Grant 
	Year 

	Broome County 
	Broome County 
	$1,666,000 
	SHSP 
	2010– 12 

	Clinton County 
	Clinton County 
	$546,100 
	SHSP 
	2010– 12 

	Dutchess County 
	Dutchess County 
	$1,750,000 
	SHSP 
	2010– 12 

	Madison County 
	Madison County 
	$295,935 
	SHSP 
	2010– 12 

	Rockland County 
	Rockland County 
	$3,458,000 
	SHSP 
	2010– 12 

	Wayne County 
	Wayne County 
	$754,700 
	SHSP 
	2010– 12 

	City of Elmira 
	City of Elmira 
	$49,092 
	SHSP 
	2010 

	Village of Endicott 
	Village of Endicott 
	$252,466 
	SHSP 
	2010– 12 

	New York City 
	New York City 
	$124,558,007 
	SHSP 
	2010– 12 

	Watertown 
	Watertown 
	$310,051 
	SHSP 
	2010– 12 

	Total 
	Total 
	$133,640,351 


	Source: DHS OIG analysis of FEMA data. 
	Table 6. Sample Selection for SHSP and UASI Grants Awarded from State Share during FYs 2010–12 
	Subgrantees 
	Subgrantees 
	Subgrantees 
	Grant Awards 
	Grant 
	Year 

	Division of State Police 
	Division of State Police 
	$11,709,416 
	SHSP UASI 
	2010– 12 

	Division of Military and Naval Affairs 
	Division of Military and Naval Affairs 
	$32,000,000 
	SHSP UASI 
	2010– 12 

	Division of Criminal and Justice Services 
	Division of Criminal and Justice Services 
	$1,971,918 
	SHSP 
	2010– 12 

	Division of Homeland Security and Emergency Services 
	Division of Homeland Security and Emergency Services 
	$32,801,904 
	SHSP UASI 
	2010– 12 

	Queens District Attorney (Not a State Agency but received state share funding) 
	Queens District Attorney (Not a State Agency but received state share funding) 
	$200,000 
	SHSP 
	2010 

	Total 
	Total 
	$78,683,238 


	Source: DHS OIG analysis of FEMA data.  
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	Table 7. Sample Selection for SHSP and UASI Grants Awarded to NYC Area FYs 2010–12 
	Subgrantees 
	Subgrantees 
	Subgrantees 
	Grant Awards 
	Grant 
	Year 

	New York Police Department 
	New York Police Department 
	$282,353,394 
	SHSP UASI 
	2010– 12 

	Fire Department of New York City 
	Fire Department of New York City 
	$142,770,894 
	SHSP UASI 
	2010– 12 

	Office of Emergency Management 
	Office of Emergency Management 
	$34,430,833 
	UASI 
	2010– 12 

	Department of Information and Technology 
	Department of Information and Technology 
	$4,818,017 
	SHSP UASI 
	2010– 12 

	Department of Health and Mental Hygiene 
	Department of Health and Mental Hygiene 
	$13,727,000 
	SHSP UASI 
	2010– 12 

	Total 
	Total 
	$478,100,138 


	Source: DHS OIG analysis of FEMA data. 
	We conducted this performance audit between February and November 2014 pursuant to the Inspector General Act of 1978, as amended, and according to generally accepted government auditing standards. Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based upon our audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on our audit
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	Appendix C Homeland Security Grant Program 
	Appendix C Homeland Security Grant Program 
	The HSGP provides Federal funding to help state and local agencies enhance capabilities to prevent, deter, respond to, and recover from terrorist attacks, major disasters, and other emergencies. The HSGP encompasses several interrelated Federal grant programs that together fund a range of preparedness activities, including planning, organization, equipment purchase, training, and exercises, as well as management and administration costs. Programs include the following: 
	. The State Homeland Security Program provides financial assistance directly to each of the states and territories to prevent, respond to, and recover from acts of terrorism and other catastrophic events. The program supports the implementation of the State Homeland Security Strategy to address the identified planning, equipment, training, and exercise needs. 
	. The Urban Areas Security Initiative provides financial assistance to address the unique planning, equipment, training, and exercise needs of high-risk urban areas, and to assist in building an enhanced and sustainable capacity to prevent, respond to, and recover from threats or acts of terrorism and other disasters. Funding is expended based on the Urban Area Homeland Security Strategies. 
	In addition, the HSGP includes other interrelated grant programs with similar purposes. Depending on the fiscal year, these programs include the following: 
	 Operation Stonegarden . Metropolitan Medical Response System (through FY 2011) . Citizen Corps Program (through FY 2011) .
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	Appendix D Potential Monetary Benefits 
	Appendix D Potential Monetary Benefits 
	Table
	TR
	Classification of Monetary Benefits 

	Description 
	Description 
	Page No. 
	Corresponding Recommendation 
	Questioned Costs – Unsupported Costs 
	Questioned Costs – Other 
	Total 

	No Agreement for the Division of Military and Naval Affairs 
	No Agreement for the Division of Military and Naval Affairs 
	9 
	5 
	$18,731,021
	 $18,731,021 

	Missing Records and Unclear Agreements for SUNY 
	Missing Records and Unclear Agreements for SUNY 
	10
	 5 
	$2,982,692
	 $2,982,692 

	Salary & Contractor Costs Inappropriately Allocated 
	Salary & Contractor Costs Inappropriately Allocated 
	11
	 5 
	$1,643,664
	 $1,643,664 

	Fringe Benefits Costs Inappropriately Allocated  
	Fringe Benefits Costs Inappropriately Allocated  
	11
	 6 
	$261,748 
	$261,748 

	Approved Advance Payments for a Lease 
	Approved Advance Payments for a Lease 
	13
	 5 
	$180,009 
	$180,009 

	Maintenance Contracts and Warranties 
	Maintenance Contracts and Warranties 
	13
	 6 
	$10,824 
	$10,824 

	Ineligible Overtime at the Queens District Attorney Office 
	Ineligible Overtime at the Queens District Attorney Office 
	13
	 6 
	$177,842 
	$177,842 

	Total DHSES’ Insufficient Controls 
	Total DHSES’ Insufficient Controls 
	$23,537,386 
	$450,414
	 $23,987,800 

	Unsubstantiated Overtime for NYPD 
	Unsubstantiated Overtime for NYPD 
	16
	 12 
	$42,844,265 
	$42,844,265 

	Procurement Practice at FDNY 
	Procurement Practice at FDNY 
	17
	 13 
	$440,942 
	$440,942 

	Unapproved Items Included in Claim 
	Unapproved Items Included in Claim 
	17
	 13 
	$87,075 
	$87,075 

	Items Not Available or Inoperable 
	Items Not Available or Inoperable 
	18
	 14 
	$123,975 
	$123,975 

	Total NYC OMB’s Insufficient  Controls 
	Total NYC OMB’s Insufficient  Controls 
	(Sum) 32 
	$43,496,257
	 $43,496,257 

	Total DHSES & NYC OMB’s Insufficient  Controls  
	Total DHSES & NYC OMB’s Insufficient  Controls  
	(Sum) 32 
	$67,033,643 
	$450,414
	 $67,484,057 
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	Appendix E Major Contributors to This Report 
	Appendix E Major Contributors to This Report 
	Michael Siviy, Director Patrick O’Malley, Director Dennis Deely, Audit Manager Gary Alvino, Program Analyst Ashley Petaccio, Program Analyst Ebenezer Jackson, Program Analyst Kelly Herberger, Communications Analyst Kevin Dolloson, Communications Analyst Kevin Donahue, Independent Referencer David Porter, Independent Referencer 
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	Appendix F Report Distribution 
	Appendix F Report Distribution 
	Department of Homeland Security 
	Department of Homeland Security 

	Secretary Deputy Secretary Chief of Staff Deputy Chief of Staff General Counsel Executive Secretary Director, GAO/OIG Liaison Office Assistant Secretary for Office of Policy Assistant Secretary for Office of Public Affairs Assistant Secretary for Office of Legislative Affairs 
	Federal Emergency Management Agency 
	Federal Emergency Management Agency 

	Administrator Assistant Administrator, Grant Programs Directorate Federal Emergency Management Agency Audit Liaison Grant Programs Directorate Audit Liaison 
	Office of Management and Budget 
	Office of Management and Budget 

	Chief, Homeland Security Branch DHS OIG Budget Examiner 
	Congress 
	Congress 

	Congressional Oversight and Appropriations Committees 
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	ADDITIONAL INFORMATION AND COPIES 
	ADDITIONAL INFORMATION AND COPIES 
	To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.  
	To view this and any of our other reports, please visit our website at: www.oig.dhs.gov.  

	For further information or questions, please contact Office of Inspector General Public Affairs at: .  Follow us on Twitter at: @dhsoig. 
	DHS-OIG.OfficePublicAffairs@oig.dhs.gov
	DHS-OIG.OfficePublicAffairs@oig.dhs.gov
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	OIG HOTLINE 
	OIG HOTLINE 
	"Hotline" tab. If you cannot access our website, call our hotline at (800) 323-8603, fax our hotline at (202) 254-4297, or write to us at: 
	To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click on the red 

	Department of Homeland Security Office of Inspector General, Mail Stop 0305 Attention: Hotline 245 Murray Drive, SW Washington, DC 20528-0305 
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