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Appendix B
Management Comment to the Draft Report

Attachment

Deputy Chief Procurement Officer’s Response to Draft OIG Report:
“DHS Department-wide Management of Detection Equipment”

Comment: Request the revision of these sentences to reflect that, although certain
equipment was not included in response to the OIG’s original data call, in response to a
subsequent data call inventory data for this equipment was provided to the audit team.

C. Page 4, first complete paragraph, first sentence:

Draft Report Language: “DHS’ Office of the Chief Procurement Officer (OCPO) is
responsible for all DHS acquisition activities and services, including management,
administration and oversight, financial assistance, and strategic and competitive sourcing.”

Comment: Recommend revising this sentence to correctly represent the role of OCPO.
While OCPO is responsible for the oversight of most DHS acquisition activities, it is not
responsible for financial assistance (the Office of the Chief Financial Officer is responsible
for financial assistance). Therefore, we recommend the following or similar language to
replace the current sentence:

“DHS’s Office of the Chief Procurement Officer (OCPO) is responsible for oversight of
most DHS acquisition activities and services, including management, administration,
oversight, and strategic sourcing.”

3. Section entitled “Results of Audit,” pages 5 through 14:

A. Page 7, Figure 3, second footnote:

Draft Report Language: “**CBP did not include walk-through metal detectors in
inventory numbers provided to us.”

Comment: Request the revision of this footnote to reflect that, although certain equipment
was not included in response to the OIG’s original data call, in response to a subsequent data
call inventory data for this equipment was provided to the audit team.

B. Page 8, Figure 4, footnote:
Draft Report Language: "“*CBP and TSA4 omitted items from their reported inventory. CBP
did not include walk-through metal detectors, and TSA did not report any personal radiation
detectors.”
Comment: Request the revision of this footnote to reflect that, although certain equipment

was not included in response to the OIG’s original data call, in response to a subsequent data
call inventory data for this equipment was provided to the audit team.
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Attachment

Deputy Chief Procurement Officer’s Response to Draft OIG Report:
“DHS Department-wide Management of Detection Equipment "

C. Page 11, subsection entitled “Departmental Oversight”:

Draft Report Language: “Departmental Oversight - DHS needs to improve its oversight of
detection equipment by taking a stronger leadership role over the selection of radiological
and nuclear detection equipment. The department only requires components to select
radiological and nuclear detection equipment which meet minimum standards. Congress
mandated that the Domestic Nuclear Detection Office (DNDO) set Technical Capability
Standards and implement a test and evaluation program for radiological and nuclear
derection equipment. However, DNDQ does not make recommendations or rank test results
on the types of equipment the components purchase. As a result, the department may not be
Sully using the expertise of DNDO personnel and components may be acquiring detection
equipment that may not be the most effective or provide the greatest protection for its front
line officers. In 2005, National Security Presidential Directive 43 and Homeland Security
Presidential Directive 14 created the Domestic Nuclear Detection Office (DNDO) to expand
and improve radiological and nuclear detection capabilities. Congress mandated DNDO to
set Technical Capability Standards and to implement a test and evaluation program. The
test and evaluation program provides a framework for testing radiological and nuclear
detection equipment. The framework provides performance, suitability, and survivability
information, and related testing for preventive radiological and nuclear detection equipment.
However, the scientific community has not yet accepted DNDO'’s framework as an industry
standard. Currently, the American National Standards Institute (ANSI) N42 standards are
the minimum performance baseline for radiation detection equipment. DNDQ is responsible
Jor the acquisition of radiological and nuclear detection equipment for DHS and receives
direct funding for these equipment purchases. However, according to senior officials at
DNDQO, it cannot make recommendations, but can only provide unranked test results and
capabilities of the types of models available to the components. DNDQO is required to
acquire the equipment the component selects as long as it meets the minimum standard for
radiological and nuclear detection equipment. DNDQ'’s mission is to expand and improve
radiological and nuclear detection capabilities. Allowing the components o select an
equipment model that only meets the minimum standards when improved technology is
available may impede DNDQ's mission and does not ensure that DHS is providing the best
available equipment to its frontline officers. For example, components use PRDs as a
passive, first alert radiation indicator to protect personnel. Two components that use this
equipment use different types and have different approaches to its use and issue,

The hand-held radiation detector is another type of
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Deputy Chief Procurement Officer’s Response to Draft OIG Report:
“DHS Department-wide Management of Detection Equipment”

equipment that the components purchase that only needs to meet minimum standards (ANSI).
These devices, which identify the type of radiation emitted from a detected radieactive
source, are designed to detect both gamma and neutron rays. ‘

Response: Recommend this subsection be deleted because it is inaccurate. DNDO
purchases all radiological and nuclear detection equipment for CBP and the other DHS
Components. The draft report contains a fundamental misunderstanding of the differences
between the Department’s acquisition of radiological and nuclear detection systems for DHS
Components, as opposed to the purchasing of radiological and nuclear detection systems by
state and local law enforcement agencies using FEMA grant funds. This subsection also
includes the following erroneous statement: “The department only requires components to
select radiological and nuclear detection equipment which meet minimum standards.” There
is no such departmental requirement. Further, DNDO is not bound by policy or law to only
procure equipment that meets minimum standards, yet this subsection suggests that this is the
current DHS practice. Therefore, we recommend the following or similar language be
inserted in lieu of the entire subsection in the draft report:

Departmental Oversight

DNDO conducts all acquisitions for radiological and nuclear detection equipment
on behalf of the various DHS components. The DNDO acquisition process for
radiological and nuclear detection equipment for DHS components is divided into
two parts; one for legacy and one for next generation systems. When DNDO was
created in 2005, DHS components were already acquiring various radiological
and nuclear detection devices based upon threat and operational considerations as
known prior to or in the formative years of DHS. These legacy systems were
deployed; users were trained; and maintenance chains were set in place. DNDO
has, and will, continue to procure these legacy systems, based upon joint
acquisition plans from each component while next generation systems are
developed, as necessary.

For new detector systems, such as the recently completed Advanced Handheld,
the acquisition process is quite different. DNDO is the lead for any new

radiological and nuclear detection system acquisitions for DHS. DNDO works
with the component(s) to define a set of requirements that both meet the
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Deputy Chief Procurement Officer’s Response to Draft OIG Report:
“DHS Department-wide Management of Detection Equipment”

operational need of the end-user(s) and the technical effectivness needs of DNDO.
Special consideration is paid to selecting requirements to develop a common
system that can be operated by multiple components. DNDO technical
requirements are based upon a combination of threat guidance and pathway
analysis provided by the Global Nuclear Detection Architecture. New detectors
are subject to rigorous testing including an independent Operational Test, which
substantiates usability and effectiveness. Next generation systems can be either
custom systems developed for specific solutions or they can be commercial-off-
the-shelf systems, which provide the necessary features and functions.
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Deputy Secretary
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






