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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established
by the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector
General Act of 1978. This is one of a series of audit, inspection, and special reports prepared as
part of our oversight responsibilities to promote economy, efficiency, and effectiveness within
the department.

This report addresses the strengths and weaknesses of the Federal Emergency Management
Agency’s information systems. It is based on interviews with employees and officials of
relevant agencies and institutions, direct observations, and a review of applicable documents.

The recommendations herein have been developed to the best knowledge available to our office,
and have been discussed in draft with those responsible for implementation. We trust this report
will result in more effective, efficient, and economical operations. We express our appreciation
to all of those who contributed to the preparation of this report.
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Executive Summary

We audited the Federal Emergency Management Agency’s efforts
to provide the information systems needed to support its disaster
response mission operations. The objective of our audit was to
determine whether the agency’s information technology
modernization approach adequately addresses planning,
implementation, and management to support efficient and effective
disaster relief assistance. The scope and methodology of this audit
are discussed further in Appendix A.

The agency’s existing information technology systems do not
support disaster response activities effectively. The agency has a
number of information technology infrastructure modernization
initiatives under way. However, it does not have a comprehensive
information technology strategic plan with clearly defined goals
and objectives or guidance for program office initiatives. In
addition, it has not completed its efforts to document the agency’s
enterprise architecture. Without these critical elements, the agency
is challenged to establish an effective approach to modernize its
information technology infrastructure and systems.

In addition, the Office of the Chief Information Officer does not
have an adequate understanding of existing information technology
resources and needs throughout the agency. Specifically, the office
does not have a complete, documented inventory of its systems to
support disasters. Further, program and field offices continue to
develop information technology systems independently of the
office and have been slow to adopt the agency’s standard
information technology development approach. Finally, the office
has completed improvements to its infrastructure foundation;
however, efforts to modernize some of the agency’s critical
systems have been put on hold due to departmental consolidation
plans. As a result, systems are not integrated, do not meet user
requirements, and do not provide the information technology
capabilities agency personnel and its external partners need to
carry out disaster response and recovery operations in a timely or
effective manner.

Federal Emergency Management Agency Faces Challenges in Modernizing Information Technology

Page 1



Results of Audit

FEMA Needs Effective IT Planning to Guide Modernization
Efforts

FEMA has a number of IT infrastructure modernization initiatives under
way. However, FEMA does not have a clear end-state vision for
modernization of its IT infrastructure and mission-critical systems.
Specifically, FEMA does not yet have a comprehensive IT strategic plan
to coordinate and prioritize modernization initiatives and IT projects. The
existing plan does not include clearly defined goals and objectives, nor
does it address program office IT strategic goals. In addition, FEMA has
not completed its efforts to document the agency’s business functions,
information resources, and IT systems as part of its baseline enterprise
architecture. Without these elements in place, FEMA is challenged to
establish an effective approach to modernize its IT infrastructure and
systems.

FEMA IT Modernization Initiatives Are Under Way

FEMA is pursuing a number of initiatives to modernize its IT
infrastructure. Specifically, the OCIO has identified a number of
enterprise modernization efforts to implement over the next five
years, as detailed in figure 3.

Modernization
Projects Under Way

Description of Intended
Functions

Proposed Benefit

Transition to DHS’
OneNet

Consolidate networks into
DHS’ OneNet.

Increase efficiency and
standardization.

DHS Data Center

Reduce the number of

Ensure that each

application services that will
create an integrated
environment for the
operation of FEMA’s
programs.

Migration existing data centers to two | mission-critical system
secure, geographically has disaster recovery,
diverse locations to enhance | redundancy, and
the department’s disaster backup capabilities.
recovery capabilities. Reduce costs while
FEMA will transfer streamlining
approximately 300 systems | maintenance and
over the next five years. support contracts.

EADIS Provide a full range of Deliver secure,

service-enabled
applications that share
mission-critical
information across
organizational lines.
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Modernization
Projects Under Way

Description of Intended
Functions

Proposed Benefit

“One-One-One Promote mobility for all Improve mobility while

Program” FEMA staff with one improving data security
notebook computer, one and standardization of
encrypted flash drive, and equipment and
one smart phone to each software across the
employee. agency.

Windows 7 Standard baseline image for | Reduce the number of

Operating System

desktops will use the
Windows 7 operating
system.

desktop images across
FEMA. Windows 7 is
Federal Desktop Core
Configuration
compliant.

Alteris Monitoring
Tool

Deploy in conjunction with
Windows 7 to better manage
the desktop image.

Improve software
patch management and
license management
capabilities.

Enterprise Shared Provides a range of web Increase adherence to
Workspace / collaboration and departmental standards
SharePoint application capabilities. and guidelines for
intranet sites and
streamline the web-
hosting process.
Video Modernize FEMA'’s Improve
Teleconference baseline infrastructure. teleconference and
Capability video capabilities for
all regions.
New Email Provide “email as a service” | Reduce email costs by
Capabilities at Data Center 2. half, increase email

capacity, and add
recovery, testing, and
archival capabilities.

Consolidation of
Software Licenses

Consolidate software
licenses.

Realize a cost savings
through consolidated
enterprise and
infrastructure software
licenses.

Figure 3: OCIO’s IT Infrastructure Modernization Initiatives

Some of these initiatives began as a result of departmental
guidance, such as efforts associated with the transition of FEMA’s
networks to DHS OneNet and the DHS Data Center consolidation.
Specifically, in 2003, DHS began to consolidate its components’
existing infrastructures into DHS OneNet, a wide area network, for
a more efficient and standardized architecture. Also, the DHS
Chief Information Officer (CIO) established the “One
Infrastructure” vision to improve information sharing via an
enterprise-wide, consolidated data center IT infrastructure. The
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objective of this initiative is to collocate and consolidate the
numerous disparate data center facilities that currently support the
DHS components.

Other IT infrastructure efforts were initiated in response to the
FEMA Administrator’s vision for more real-time, mobile
technology. For example, the “One-One-One Program” is meant
to increase mobile computing capabilities by providing one
notebook computer, one encrypted flash drive, and one smart
phone to each employee. According to the OCIO, this program
will also improve data security and will help standardize
equipment and software across the agency.

In addition to these IT infrastructure modernization initiatives,
FEMA is taking steps to replace some of its key mission systems.
For this, FEMA is working with DHS in its Transformation and
Systems Consolidation (TASC) initiative, which is intended to
consolidate and integrate systems essential to operations across
DHS. Four business functions, including budget, finance,
acquisition, and property will be included in this effort. According
to OCIO leadership, this initiative will serve as a replacement or
upgrade for a number of FEMA'’s critical systems, including
IFMIS and LIMS I11, which are used for finance and property
functions.

FEMA governs these efforts with enterprise processes and
management controls, such as program management offices,
working groups, and executive steering groups and committees for
decision making. For example, steering groups have been
established to help guide logistics supply chain, grants
management, and disaster management efforts.

Comprehensive IT Strategic Planning and Architecture
Is Needed

The OCIO has not performed the necessary planning activities to
guide its IT modernization efforts. Although the OCIO has a
management control structure in place to govern its key
modernization efforts, FEMA does not yet have a comprehensive
IT strategic plan, with well-defined goals, objectives, milestones,
and measures, to guide these activities. According to the Federal
Enterprise Architecture Practice Guide, the agency should only
make investments that move the agency toward the target
architecture, which should also be closely aligned with the

Federal Emergency Management Agency Faces Challenges in Modernizing Information Technology
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organization’s strategic plan.® However, FEMA does not yet have
an effective IT strategic plan or a completed architecture that can
be used to guide and constrain IT development and modernization
efforts. Without these, the agency does not have a complete
picture of its strategic IT goals or a sequential plan to prioritize
modernization efforts.

IT Strategic Goals and Objectives Are Not Defined

A comprehensive IT strategic plan is key for guiding and
coordinating the agency’s modernization projects and IT activities.
The Government Performance and Results Act of 1993 holds
federal agencies responsible for strategic planning to ensure
efficient and effective operations and the use of resources to
achieve mission results.” A strategic plan should provide guidance
for program activities by including outcome-related goals and
objectives and a description of how the goals and objectives will be
achieved. Further, DHS Management Directive (MD) 0007.1
requires component CIOs to develop and implement an IT strategic
plan.® The plan should clearly define how IT supports an agency’s
mission and drives investment decisions, guiding the agency
toward its goals and priorities.

We reported in 2005 that FEMA had not yet demonstrated
effective IT strategic planning that was aligned with agency and
departmental direction.” We recommended that FEMA update its
IT strategic plan in line with the FEMA strategic plan. To address
this shortfall, the OCIO completed its first official IT strategic
plan, the FEMA ITD Strategic Plan: FY 2009-2013.

The IT strategic plan was developed to align with the FEMA
Management Directorate Strategic Plan FY 2009-2011 and the
DHS IT Strategic Plan FY 2009-2013."° To that end, FEMA’s IT
strategic plan is meant to address how the OCIO will accomplish
the goals listed in the FEMA and DHS strategic plans, as shown in
figure 4.

® Chief Information Officers Council, A Practical Guide to Federal Enterprise Architecture, February 2001.
" Public Law 103-62, Government Performance and Results Act of 1993, August 3, 1993.
® DHS, Management Directive 0007.1, Information Technology Integration and Management, March 15,

° Emergency Preparedness and Response Could Better Integrate Information Technology with Incident
Response and Recovery, O1G-05-36.

Y FEMA, FEMA Management Directorate FY 2009-2011, October 2008; DHS OCIO, DHS IT Strategic
Plan FY 2009-2013, January 2009.
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FEMA Management Directorate Strategic Plan FY 2009-2011 Goals

- - DHS IT Strategic Plan FY2009-2013 Objectives:
Goal 1: Hire, | Goal 2: Goal 3: Goal 4: Provide | Goal 5: Develop | Goal 6:
train, retain Provide a safe, | Provide reliable, aresults- Promote

and deploy a | secure, and information, integrated, and | oriented behaviors L 2.Cyber |3 4. Governance and (5. IT
skilled productive resources, and | secure business focused on Optimization | Security | Sharing Strategic Human
workforce work support communication | approach that creating a Communications | Capital
environment | services and information | enhances customer
systems FEMA'’s mission | service
success environment

}

FEMA ITD Strategic Plan FY 2009 Through 2013
Components in the IT Strategic Plan:
® Vision * Mission °® Theme

* Supporting Enablers
* Supporting Activities

Figure 4: IT Strategic Planning Approach

FEMA’s 2009-2013 IT plan includes an IT mission and theme.
Specifically, the mission of the OCIO is “to enhance and maintain
IT infrastructure; develop and enhance key systems to support
operating programs; and increase efficiencies and cooperation
across the FEMA directorate and regional lines.” The plan’s
overarching IT theme is to “empower emergency management and
preparedness.” The plan also describes how the OCIO will support
FEMA'’s six Management Directorate goals. Finally, the plan
contains a high-level summary of activities, listed in an appendix,
to be executed during FY 2009-2013. For example, the plan lists
nearly 50 activities that were to be completed by FY 2013, such as
developing and retiring numerous IT systems.

Although FEMA'’s IT strategic plan contains a high-level summary
of the IT efforts planned, it does not provide the detailed guidance
necessary for FEMA’s IT program activities. Specifically, it does
not include IT strategic goals or objectives to identify how IT will
be used to support agency-wide programs. According to Office of
Management and Budget (OMB) Circular A-130, the IT strategic
plan should provide a description of how IT activities help
accomplish agency missions.** Thus, a strategic plan should include
results-oriented goals, objectives, and initiatives to specify which
actions to accomplish during a given period. For example, IT goals
address key areas of focus for the organization to realize the future
vision, while IT objectives describe the actions needed to achieve
each goal. Specific goals and objectives are critical for FEMA to
ensure that effective guidance is in place to coordinate the agency’s
numerous ongoing modernization projects and IT activities.

1 OMB Circular A-130, Management of Federal Information Resources, November 28, 2000.
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IT Strategic Plan Does Not Include Program Office Initiatives

FEMA'’s IT strategic plan is not a comprehensive plan for the
agency’s IT because it primarily addresses the IT initiatives that
are planned within the OCIO, and does not include numerous IT-
related efforts under way across FEMA’s program and regional
offices.

Some program offices have developed their own IT strategic plans.
For example, the Logistics Management Office developed a
strategic plan in 2009, which includes a strategic goal for IT
systems development.*? According to the plan, the directorate will
develop integrated logistics management systems. Four objectives
were established: to develop a logistics supply chain management
system, a property accountability system, an inventory
management system, and a maintenance management system.
Likewise, the Grant Programs Directorate Strategic Plan

FY 2009-2011 states that the directorate will bring together
various grant management systems to improve data collection and
analysis functions.™> The directorate has identified two specific
objectives aimed at implementing and releasing the Non-Disaster
Grants System. However, the FEMA IT strategic plan does not
identify the numerous efforts documented in program office
strategic plans such as these to ensure that major IT initiatives are
understood and managed appropriately.

Without an agency-wide IT strategy to bring together IT efforts,
FEMA is hindered in its ability to define an enterprise-wide vision
for modernizing IT infrastructure and systems to improve disaster
response capabilities. Likewise, there is no clear guidance to
emphasize which overarching technologies or programs are most
critical to support the agency. As a result, IT development and
operations activities are not prioritized. Instead, IT development
efforts are initiated by FEMA program offices to meet program-
level goals each fiscal year. For example, the Logistics Directorate
had four primary IT development efforts under way for FY 2010 to
support its goal to “develop integrated logistics management
systems.” Although the OCIO collaborates with the directorate on
these IT efforts, they are not tracked or prioritized against other
FEMA program efforts agency-wide.

2 FEMA, Logistics Management Directorate Strategic Plan FY 2010-2014, September 2009.
B FEMA, Grant Programs Directorate Strategic Plan FY 2009-2011, October 2008.

Federal Emergency Management Agency Faces Challenges in Modernizing Information Technology

Page 12



OCIO officials said that the current IT strategic plan was
developed as an effort to focus on the mission support needs within
FEMA’s Management Directorate. The strategic planning
approach encouraged the OCIO to identify relevant issues on
which to focus, such as IT system availability, integration,
reporting, project management, and internal controls. However,
the C10 acknowledged that the current plan does not include an
overarching modernization approach. The CIO said that the
agency is aware of the importance of further developing its
strategic planning functions; however, there is a need to mature
these capabilities first. In the meantime, the OCIO is taking steps
to better understand program office needs, other customer needs,
and long-term plans by partnering with its customers to document
IT investment plans and participate in decision making.

In the absence of a comprehensive IT strategic plan, the OCIO and
its customers will continue to focus on immediate needs, rather
than addressing the long-term modernization efforts necessary to
improve disaster response operations. Additionally, until FEMA
develops such a plan, it faces an increased risk that the agency’s IT
modernization may not adequately meet its urgent mission needs.

Complete Enterprise Architecture Is Needed

According to GAO’s IT Investment Management Framework, an
effective IT investment management approach integrates strategic
planning and enterprise architecture to ensure that IT investments
directly support the fulfillment of the agency’s strategic goals and
objectives.™* For example, while the IT strategic plan establishes
direct linkage between agency strategic goals and its IT
investments, the enterprise architecture identifies what technology
is needed to support the agency, which enables alignment and
prioritization of investments.

The E-Government Act of 2002 requires that agencies develop an
enterprise architecture to govern their business processes and IT.*
However, significant work remains for FEMA to develop a
complete agency-wide architecture that can be used for disciplined
IT investment management decision making to guide and constrain
investments and to provide a blueprint for IT modernization.

“ Information Technology Investment Management: A Framework for Assessing and Improving Process
Maturity, GAO-04-394G, March 2004.
'> E-Government Act of 2002, Public Law 107-347, December 17, 2002.
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Enterprise architecture is the discipline of capturing information
about the organization to support strategic planning, guiding
information technology investments, promoting better utilization
of enterprise resources, and minimizing redundancies and waste.
The OCIO has made progress toward establishing the agency’s
architecture and associated guidelines. Specifically, the OCIO has
established a dedicated Enterprise Architecture Office (EAO) to
oversee agency-wide architecture efforts. Recent efforts include
plans for a comprehensive baseline agency-wide architecture,
known as the FEMA Composite Architecture. According to the
EAO, architecture information has been gathered and documented
for some major infrastructure and systems applications, such as
grants management.

The OCIO has also established agency-wide architecture policies
and guidelines. In particular, the EAO has set up policies for
conducting system life cycle reviews as part of the OCIO’s
processes to approve or deny OMB “Exhibit 300"
documentation.’® For example, the EAO participates in detailed
reviews of business cases for IT solutions to ensure that system
development efforts comply with DHS architecture and security
guidelines. Additionally, the EAO has provided guidance on its
intranet site to support OMB “Exhibit 300” architecture-related
questions. The website also provides a list of technical standards
and product specifications to guide agency-wide IT purchases.

Although FEMA has made significant progress, the agency has not
completed efforts to document its business functions, information
resources, and IT systems as part of its baseline enterprise
architecture. IT architecture information remains undocumented
for many program areas. In addition, the EAO stated that the life
cycle review process needs to be further streamlined to reduce the
number of documents required as part of the review. Further, the
standards on the EAO’s web site are two to three years out of date.
For example, the printer and laptop specifications are dated 2007
and 2008, respectively.

The OCIO plans to complete the baseline architecture by 2012.
However, these efforts have been hindered by staffing and funding
shortages. The EAQ’s current staff of five employees falls short of

18 Exhibit 300s are documents by which project teams can demonstrate to OMB and agency management
that they have employed the disciplines of good project management, represented a strong business case,
and met other federal requirements to define the proposed cost, schedule, and performance goals for an
investment if funding approval is obtained.
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its identified need for eight employees, plus additional contractor
support. Additionally, OCIO management said that the focus in
recent years, both in terms of staff and funds, has been on
providing IT solutions to meet high-priority disaster response
efforts, rather than on documenting its architecture. However, the
OCIO awarded a contract in May 2010 to help FEMA complete its
composite architecture effort.

In the absence of a completed agency-level architecture, FEMA
has relied on the DHS enterprise architecture to provide technical
guidelines. For example, FEMA is using the DHS Technical
Reference Model to facilitate its agency-level technology request
process. '’ This process is required to ensure that equipment and
software requests are allowed within DHS before FEMA makes a
purchase. However, the EAO said that the process is neither
efficient nor effective because of the outdated technology on the
DHS Technical Reference Model. According to the EAO, it takes
an average of two months to process a request to obtain approval to
add new technology to the model.

Without a comprehensive baseline architecture, the OCIO is
hindered in guiding IT investments toward a standardized and
integrated environment. The OCIO is further challenged by the
lack of a detailed IT strategic plan, which is needed to ensure that
the enterprise architecture is aligned with the organization’s IT
strategic goals. Without these elements in place, IT investment
decisions are made without clear rationale or prioritization, which
may lead to IT systems that do not meet the agency’s long-term
needs. Consequently, systems will continue to be created in an
independent and nonintegrated manner, resulting inan IT
environment with predominantly stand-alone functionality and an
inability to share data across systems.

7 The Technical Reference Model is a technical framework that categorizes the standards and technologies
to support and enable the delivery of service components and capabilities.
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IT Needs Throughout FEMA Are Not Well Understood

The OCIO does not yet have a good understanding of existing IT
resources and needs throughout FEMA. Specifically, FEMA does not
have a complete inventory of its systems to support disasters. Although
the OCIO has sought to establish a complete systems inventory, these
efforts have been hindered by multiple independent inventories that are
not shared across the organization. In addition, FEMA program and field
offices continue to develop IT systems independent of the OCIO because
of the way funds are managed for IT efforts. Furthermore, although the
OCIO established a standard IT development approach, FEMA has been
slow to adopt this process. IT systems developed without the oversight
and guidance of the OCIO may not provide the support needed to
coordinate activities effectively during major disasters.

IT Systems Inventory Is Not Complete

According to the Clinger-Cohen Act, the CIO is responsible for
developing, maintaining, and facilitating the implementation of an
integrated IT architecture, as well as promoting the effective and
efficient design and operation of all IT resources.'® Further,
according to DHS MD 0007.1, each DHS component CIO is
responsible for the effective management and administration of all
IT resources and assets to meet mission, department, and enterprise
program goals.

The effective management of agency-wide IT resources and assets
requires a complete and accurate inventory of systems. However,
the OCIO does not maintain a comprehensive list of all FEMA
program office and regional systems. Although the OCIO has
established an official systems inventory of approximately 90
operational systems, OCIO officials estimate that several hundred
“rogue” systems at FEMA regions are not yet captured on this
inventory.

Numerous separate inventories are maintained throughout the
agency, which hinders the OCIO’s ability to establish a complete
and accurate inventory of all FEMA systems. For example, the
Logistics Directorate maintains its systems inventory in its
Logistics Systems Group. The Recovery Office maintains an
inventory of IT systems and tools within the IT branch of its
program office. OCIO personnel estimate that the number of

18 public Law 104-106, February 10, 1996.
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Appendix B
Management Comments to the Draft Report

Recommendation #4: Establish an agency-wide IT budget planning process to include all FEMA
program technology initiatives and requirements.

The FEMA CIO suggests changing the recommendation to: Enforce the agency-wide budget
planning process that guides IT investment decisions.

Rationale: the revised recommendation recognizes that a process already exists and requires
integration of Agency-wide program planning and activities, and involvement across the leadership
continuum rather than proscriptive “IT policies.”

Actions the FEMA CIO will take: The FEMA CIO will continue to meet with senior leaders in
enterprise, business, and mission areas to ensure IT investments support Agency mission goals.
Meetings will be held on a quarterly basis and the results of the meetings will be posted to the
interactive IT strategy website.

Recommendation #5: See revised recommendation #4 above.

Recommendation #6: See revised recommendation #1 above.
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Washington, DC 20528.
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